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EMPLOYER ACCESS TO CRIMINAL BACK- 
GROUND CHECKS: THE NEED FOR EFFI- 
CIENCY AND ACCURACY 


THURSDAY, APRIL 26, 2007 

House of Representatives, 

Subcommittee on Crime, Terrorism, 

AND Homeland Security 
Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 10:02 a.m., in 
Room 2237, Rayburn House Office Building, the Honorable Robert 
C. “Bobby” Scott (Chairman of the Subcommittee) presiding. 

Present: Representatives Scott, Delahunt, Johnson, Weiner, 
Jackson Lee, Baldwin, Forbes, Gohmert, Coble, Chabot, and Lun- 
gren. 

Staff present: Bobby Vassar, Chief Counsel; Ameer Gopalani, 
Majority Counsel; Gregory Barnes, Majority Counsel; Caroline 
Lynch, Minority Counsel; and Veronica L. Eligan, Majority Profes- 
sional Staff Assistant. 

Mr. Scott. The Subcommittee will come to order. 

I am pleased to welcome you today to this hearing before the 
Subcommittee on Crime, Terrorism, and Homeland Security on 
“Employer Access to Criminal Background Checks: The Need for 
Efficiency and Accuracy.” 

This hearing will explore the balance between the growing desire 
of private industry to directly access criminal history and back- 
ground check information and the need to ensure the reliability, ac- 
curacy and relevance of such background checks. 

There are about 1,200 State statutes nationwide permitting dif- 
ferent groups and businesses to access the FBI data through State 
governments. 

These statutes generally require background checks in certain 
areas that the State has sought to regulate, such as persons in- 
volved in civil service, day care, school and nursing home workers, 
taxi drivers, private security guards and members of regulated pro- 
fessions. 

Some States allow employers access to the information while oth- 
ers are more protective of individual privacy. The result is a mis- 
match of statutes with inconsistent laws, with very little to show 
in the way of standard, rationale or scheme. 

Moreover, there are complaints that State processes are ineffi- 
cient and require an inordinately long waiting period for informa- 
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tion that may be critical to safety, liability as well as filling staff 
positions critical to effective operation of a business or an organiza- 
tion. 

And about 10 States have no process for records checks for some 
industries and organizations, even where checks are required by 
law or otherwise deemed necessary. 

In recent years. Congress has passed laws allowing some employ- 
ers, such as nursing homes and banking institutions, to directly 
initiate background checks with the FBI, bypassing State oper- 
ations. 

Other employers try to access the information through other 
means, such as going through private security firms. 

With an ever-greater demand for this information, it is important 
that there be a fair and consistent standard to balance employer 
needs with the important goal of ensuring that qualified employees 
are not barred from employment. 

In 2004, the Subcommittee considered and Congress passed the 
Intelligence Reform and Terrorism Prevention Act of 2004, which 
included a provision to allow private security officer firms to sub- 
mit FBI background check requests through the States. 

The law also included a provision requiring the Attorney General 
to make recommendations to Congress for establishing a standard- 
ized and more efficient process for background check requests gen- 
erally, and giving the Attorney General’s authority to add more cat- 
egories of organizations who are allowed to receive background 
check information. 

The Attorney General issued a report on these matters in June 
2006 wherein he recommended that we move toward granting vir- 
tually all private employers and third-party screening firms, which 
employers often use to investigate job applicant’s personal and fi- 
nancial histories, access to the FBI database to obtain criminal his- 
tory information. 

Considering that some States may not prioritize the process of 
seeking an FBI record check or may not have a background check 
process at all, we need to develop ways for authorized employers 
to be able to have background checks completed. 

However, I am concerned about authorizing all employers access 
to criminal history information at the Federal level, given that not 
all States authorize such general access to State or FBI record in- 
formation and, frankly, for good reason. 

In addition to the Attorney General’s report suggesting that all 
employers eventually be authorized to receive criminal history in- 
formation, the FBI has issued a proposed regulation to start includ- 
ing non-serious offenses such as juvenile and misdemeanor arrests 
and convictions, on criminal history reports. 

While specific juvenile and misdemeanor information may be ap- 
propriate in certain cases, it should not be made available gen- 
erally. 

One reason for my concern on the indiscriminate broadening of 
the type of information and the persons who can get it is because 
of the disproportionately negative impact that such information 
may have on the employment prospects for minorities. 
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Studies have shown that racial minorities are more likely than 
similarly situated Whites to be arrested, prosecuted, convicted and 
sentenced to prison, and for longer terms. 

Therefore, they are more likely to have arrest records and convic- 
tion records than similarly situated Whites. Indeed, African-Ameri- 
cans comprised 39 percent of those who have served prison time. 
Hispanics comprised 18 percent. 

Thus, employer policies that reject job applicants and employees 
with criminal records, while neutral on their face, have a racially 
disparate impact, unless there is a policy which establishes a clear 
nexus between the employer’s desire to have criminal record infor- 
mation and the needs of the job, employers run a risk of violating 
Title VII of the Civil Rights Act of 1964. 

Another concern about broadening access and the information 
made available is the fact that the FBI database is fraught with 
inaccuracies. According to the Attorney General’s report, the FBI is 
“still missing final disposition information for approximately 50 
percent of its records.” 

This means that many records fail to include information on dis- 
missal of charges and expungements. With such inaccuracies, raw 
criminal record history information viewed by untrained eyes could 
do more harm than good and would unfairly deprive an employee 
or applicant of a good work opportunity and the employer of a good 
worker as well. 

Because of my concerns with the FBI’s proposed regulation to in- 
clude non-serious offense information which would have an ex- 
tremely prejudicial impact on the employment prospects of people 
with minor criminal histories, many of whom were never even con- 
victed of a crime, I want to join the gentlelady from California, Ms. 
Waters, in a letter to the attorney — join the gentlelady from Cali- 
fornia, Ms. Waters in a letter to the Attorney General requesting 
that he delay the issuance of the proposed regulations. 

This will give us time to hear from our witnesses regarding the 
issue and to structure legislation aimed at allowing authorized em- 
ployers sufficient access to appropriate criminal history and back- 
ground information while not unduly prejudicing employment ap- 
plicants. 

So I look forward to the witnesses’ testimony today on how to im- 
prove the accuracy and efficiency in accessing criminal records in- 
formation by authorized entities without unduly prejudicing and 
penalizing job applicants, including ex-offenders. 

It is my privilege now to recognize my colleague from Virginia, 
the Ranking Member of the Subcommittee, Mr. Forbes, for his 
opening statement. 

Mr. Forbes. Thank you, Mr. Chairman, for holding this impor- 
tant hearing on employer access to the FBI criminal history back- 
ground check database. 

This is, as you have mentioned, a complex issue that requires 
balancing two competing concerns, an employer’s need to receive 
accurate criminal history records of potential employees, and a pro- 
spective employee’s right to privacy. 

Currently, the FBI maintains criminal history records on more 
than 48 million individuals. The FBI collects these records from 
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Federal and State law enforcement and does not verify the accu- 
racy of the reports. 

Each State submits these records, including arrest, charging, dis- 
position and sentencing information, to the FBI database. 

Traditionally, access to criminal history records has been limited 
to criminal justice agencies. In response to business demand for 
more thorough screening of prospective employers, access to FBI 
criminal history records was expanded to include non-criminal his- 
tory checks. 

Federal statutes currently authorize background checks by the 
Federal Government for specific industries to promote public safety 
and national security. 

Additionally, Federal law grants States access to FBI criminal 
history records for background check purposes. 

Requests for non-criminal history background checks are growing 
rapidly. In fiscal year 2005, the FBI processed 9.8 million non- 
criminal background checks, compared with only 6.8 million checks 
in fiscal year 2001. 

According to statistics prepared for today’s hearing by SEARCH, 
in States like Florida and California, non-criminal background 
checks have exceeded criminal background checks. 

The types of background checks vary depending on the needs of 
each State. Each State’s request for an FBI-maintained criminal 
history record must be submitted through its criminal history 
record repository. 

This allows the State repository to compare its records with FBI- 
maintained records to ensure completeness and accuracy before de- 
termining whether an applicant is disqualified from employment. 

On average, 70 percent to 80 percent of State records contained 
the final disposition while only 50 percent of the arrest records in 
the FBI database contained the final disposition. 

Most of the private sector does not have access to FBI-main- 
tained records. Private employers collect background information 
from sources other than the FBI and often use a private firm to 
screen a prospective employee. 

In recent years, there has been a growing interest from the pri- 
vate sector for access to FBI-maintained records because they are 
housed in a central database and a fingerprint base. 

Expanding private-sector access to these record raises several 
concerns. For instance, should the private sector have direct access 
to FBI-maintained records, or should requests be processed through 
existing State repositories? 

How should the information be disseminated to the private sec- 
tor, particularly since half of the FBI records do not contain dis- 
positions? 

Should every part of a criminal history record be disseminated 
or only disqualifying information? Who determines what con- 
stitutes disqualifying information? 

I am looking forward to hearing the testimony from each of you 
today. 

And if I could just take a few more seconds, I want to just point 
out the logistics that we have in these hearings, by necessity. As 
you can see, we have six witnesses. We have a limited amount of 
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time. Even the Chairman is very gracious in allowing us sufficient 
time to ask questions. 

But I want to encourage you, if you have additional evidence that 
we don’t get to, that we don’t ask, get it to us so that we can sub- 
mit it in the records. 

And even for people sitting out there listening, if you have addi- 
tional information you think is important on this subject, the 
Chairman is very lenient in allowing us to put information in that 
we think is factually relevant. 

And we encourage you to get that to us so that we can get a full 
record to make the right decisions. 

Mr. Chairman, I yield back. 

Mr. Scott. Mr. Forbes, we are going to scrutinize everything 

[Laughter.] 

We have a distinguished panel of witnesses here today to help 
us consider the important issues that are currently before us. 

Our first witness will be Mr. Frank Campbell, Deputy Assistant 
Attorney General in the Office of Legal Policy at the United States 
Department of Justice. He has served as both a senior counsel and 
Deputy Assistant Attorney General in the Office of Legal Policy 
since 1998. He was responsible for developing the June 2006 Attor- 
ney General’s report on criminal history background checks. 

Before joining the Office of Legal Policy, he served for 4 years in 
the FBI general counsel’s office, and practiced law for 14 years in 
Washington, D.C., emphasizing white collar criminal defense and 
civil litigation. He is a graduate of Lafayette College and has a law 
degree from George Washington University Law School. 

Our next witness will be Maurice Emsellem, policy director at 
the National Employment Law Project, a non-profit research and 
advocacy organization that works in partnership with local commu- 
nities to deliver on our Nation’s promise of economic opportunity. 
He is a nationally recognized expert in economic security programs, 
including the unemployment insurance system and employment 
rights of people with criminal records. 

He has published in academic journals, including the Stanford 
Law & Policy Review and the University of Michigan Journal of 
Law Reform, and has testified before Congress and State legisla- 
tures. He has a B.A. from the University of Michigan and a J.D. 
from the Northeastern University School of Law. 

Next will be Sharon Dietrich, managing attorney at Community 
Legal Services in Philadelphi (CLS). She has been an attorney with 
the employment law unit of the Community Legal Services since 
1987. She became CLS’s managing attorney for public benefits and 
employment in 1997. She has represented many individual ex-of- 
fenders who have been denied employment because of their crimi- 
nal record. On May 1, 2001 she received an award from the Penn- 
sylvania Prison Society in recognition of her work on behalf of peo- 
ple with criminal records. 

Next will be Ronald Hawley, executive director of SEARCH, a 
consortium of governor-appointed justice practitioners representing 
the 50 States and territories. Before joining SEARCH, Mr. Hawley 
served most recently as the governor-appointed CIO of the State of 
North Carolina, where he managed operations in the Office of In- 
formation Technology Services, including the development of state- 
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wide policies and procedures and the enterprise architecture imple- 
mented by the State. 

Mr. Hawley began his career with the State Bureau of Investiga- 
tion of the North Carolina Department of Justice, where he rose to 
the position of assistant director of the division of criminal informa- 
tion. He has a graduate degree from the University of Maine, an 
undergraduate degree from Campbell College in North Carolina, 
where he graduated with honors. 

Next is Floyd Clarke, vice president of corporate compliance at 
Mac Andrews & Forbes Holding Incorporated and a member of the 
board of managers of Allied Barton Security Services. Previously, 
he spent 30 years working for the FBI, ending in January 1994 as 
acting director of the bureau. He is a graduate of George Wash- 
ington University. 

And our final witness will be Robert Davis, international vice 
president and national legislative director of the Transportation 
Communications International Union. Prior to his current position, 
he served as general chairman of the TCU Systems Board of Ad- 
justment number 155 in Chicago from 1991 to 1999. He also served 
as general secretary treasurer of the Systems Board of Adjustment 
number 155 from 1983 to 1991. 

Now, each of the witnesses’ written statements will be made part 
of the record in its entirety. 

I would ask each witness to summarize his or her testimony in 
5 minutes or less. And to help stay within the time, we have a lit- 
tle timing device which will start off green, will go to yellow when 
about 1 minute is left, and then go to red, when we would ask you 
to wrap up. 

So, Mr. Campbell, will you begin? 

TESTIMONY OF FRANK A.S. CAMPBELL, DEPUTY ASSISTANT 

ATTORNEY GENERAL, OFFICE OF LEGAL POLICY, UNITED 

STATES DEPARTMENT OF JUSTICE, WASHINGTON, DC 

Mr. Campbell. Chairman Scott, Ranking Member Forbes and 
Members of the Subcommittee, my name is Frank Campbell, and 
I serve in the Office of Legal Policy of the United States Depart- 
ment of Justice. Thank you for the invitation to address you on 
issues relating to criminal history background checks. 

As you know, in June 2006, the Department of Justice sent to 
Congress the Attorney General’s report on criminal history back- 
ground checks. The report responded to a provision in the Intel- 
ligence Reform and Terrorism Prevention Act of 2004. 

The reporting requirement was based on congressional interest 
in developing a more uniform and rational system for assessing 
and using FBI criminal history records for employment suitability 
and risk assessment purposes. 

There appeared to be frustration with the existing approach of 
enacting separate State or Federal statutes authorizing access to 
FBI data for only particular employers or industries. 

The resulting patchwork of statutes allows access inconsistently 
across States and industries. For example, while the banking and 
nursing home industries have access authority, the chemical indus- 
try does not. 
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And while private security companies can get FBI background 
checks in some States, in other States they cannot. 

Employers with no access authority are left with what they fre- 
quently consider less-than-adequate information for efficient and 
accurate criminal history checks. 

We therefore agree that Congress should revisit the authorities 
under which checks can be made of FBI criminal history informa- 
tion for non-criminal justice purposes. 

In preparing the report’s recommendations, we sought, through 
a Federal Register notice, broad input from a variety of stake- 
holders with an interest in this issue. 

The information and points of view expressed in the many com- 
ments we received made us realize that improving criminal history 
background checks involved several different and sometimes com- 
peting interests. 

Broadly stated, they include the interest of employers in assess- 
ing the risk of hiring an individual with a criminal history, finding 
efficient ways to do accurate background checks, protecting the pri- 
vacy rights of individuals subject to a check, ensuring that State 
and Federal equal employment opportunity laws are followed by 
employers so that they do not unfairly exclude otherwise qualified 
applicants with criminal records from employment opportunities, 
and the broad social interest in facilitating the reentry and contin- 
ued employment of ex-offenders. 

Employers want to make informed hiring decisions. Many em- 
ployers therefore ask applicants if they have a criminal history. 
When they ask the questions, employers often seek information on 
whether the response is truthful and complete. 

Employers without access to FBI records seek criminal history 
through name base checks of other public and commercial informa- 
tion sources. However, they frequently find those sources to be inef- 
ficient, incomplete or inaccurate. 

FBI criminal records would add significant value to such checks 
by providing a nationwide database of records based on positive 
identification of fingerprints. 

FBI fingerprint checks can help promote privacy by making it 
less likely that another person’s record would be wrongly associ- 
ated with an applicant. They can also enhance security by making 
it less likely that a relevant criminal record will be missed. 

The report therefore recommends that when employers can law- 
fully ask whether an applicant has a criminal history, FBI records 
should be one of the sources available when they do a criminal 
background check. 

Such access, however, should be subject to a number of rules and 
conditions. The rules should include privacy protections for individ- 
uals to help ensure that the information is accurate, secure and 
used only for authorized purposes. 

The rules should require record screening in accordance with 
Federal and State laws that limit access to criminal records for em- 
ployment purposes. 

In addition, the rules should require an employer’s acknowledg- 
ment of legal obligations under Federal and State equal employ- 
ment opportunity laws. 
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To avoid government agencies making suitability decisions for 
private employers, the report recommends authorizing dissemina- 
tion of the records to the employer or to a consumer reporting 
agency acting on the employer’s behalf 

The report also suggests that Congress consider providing em- 
ployers guidance on suitability criteria to be used in criminal 
record screening. 

To take advantage of their more complete records, the access 
should be through States that agree to participate and that meet 
minimum standards for processing these checks. 

The Attorney General would establish a means of doing the 
checks in States that do not opt into the program. 

The report emphasized that the Attorney General must be able 
to prioritize private-sector checks to enable the scaling of the sys- 
tem to meet the demand in a way that does not interfere with the 
use of the system for criminal justice and national security pur- 
poses. 

Finally, recognizing the importance of record completeness for 
this use as well as the many other important uses made of this in- 
formation, the report also calls for a renewed Federal effort to im- 
prove the accuracy, completeness and integration of the National 
Criminal History Records system. 

The report notes that in recent years the National Criminal His- 
tory Improvement Program has been funded at smaller and smaller 
fractions of the amount requested in the president’s budget. 

To achieve uniformity and improvements. Federal funds should 
be targeted at reaching national standards relating to prompt dis- 
position reporting and record completeness, including information 
about declinations to prosecute and expungement and sealing or- 
ders. 

Private-sector criminal history checks will continue regardless of 
whether FBI information is made available for that purpose. 

The report concludes, however, that by establishing rules of ac- 
cess that account for the competing interests involved, allowing dis- 
semination of FBI information to private employers can not only 
provide more accurate and reliable information for use in suit- 
ability screening, it can also enhance individual protections for pri- 
vacy and fair use of criminal records in employment decisions gen- 
erally. 

Thank you for the opportunity to appear at today’s hearing. We 
look forward to assisting you on any legislation the Subcommittee 
may wish to develop on this subject. And I would be happy to an- 
swer your questions. 

[The prepared statement of Mr. Campbell follows:] 
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Prepared Statement of Frank A.S. Campbell 


Statement for the Record 

Frank A. S. Campbell 

Senior Counsel, Office of Legal Policy 
United States Department of Justice 

Before the 

United States House of Representatives 
Committee on the Judiciary 

Subcommittee on Crime, Terrorism, and Homeland Security 

Hearing on Employer Access to Criminal Background Checks: 

The Need for Efficiency and Accuracy 

April 26, 2007 

Chaimian Scott, Ranking Member Forbes, and Members of the Subcommittee. My name 
is Frank Campbell and I serve as Senior Counsel in the Office of Legal Policy in the United 
States Department of Justice. 1 appreciate the opportunity to address you on the issues relating to 
criminal history background checks. As you know, in June 2006, the Department of Justice sent 
to Congress The Attorney General's Report on Criminal Histoiy Background Checks. The report 
responded to a provision in the Intelligence Reform and Terrorism Prevention Act of 2004. We 
understood the reporting requirement to be based on congressional interest in developing a more 
uniform and rational system for accessing and using FBI criminal history records for 
employment suitability and risk assessment purposes. There appeared to be frustration, both 
within Congress and among private users of criminal history infomiation. with the existing 
approach of enacting separate state or federal statutes authorizing access to FBI data for only 
particular employers or industries. The resulting inconsistent access authority often affects 
critical infrastructure industries - for example, while the banking and nursing home industries 
have access authority, the chemical industry does not. This approach frequently leaves those 
without access authority with what they consider less than adequate information for efficient and 
accurate criminal history checks. 

In preparing the report's recommendations, the Department w'as required to consult wdth 
the state criminal record repositories, the National Crime Prevention and Privacy Compact 
Council, and representatives from the private sector and labor organizations. In addition to 
these entities, w'e sought broad input from a variety of stakeholders with an interest in this issue, 
and received a great deal of information and diverse points of view' that w'ere extremely useful in 
preparing the report. 

The Attorney General's Report recognized that improving criminal history background 
checks involves several different, and sometimes competing, interests. They include: 

• employers’ interest in being aware of the criminal history of a job applicant in order to 

assess w'hether they can bear the risk of hiring the individual; 
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• the need to find efficient ways to deliver to users reliable and accurate criminal 
history information; 

• protecting the privacy rights of individuals subject to a criminal background 
check; 

• ensuring that users of the information follow state and federal equal employment 
opportunity laws and do not to unfairly exclude persons with criminal records 
from employment opportunities when they are otherwise qualified for a position; 
and 

• the broad social interest in facilitating the reentry and continued employment of 
ex-offenders. 

The Report attempted to account for this range of interests in recommending ways 
to provide broader private sector access to FBI criminal history' information. We agree 
that there is a need to revisit the authorities under which checks of this information can be 
made for non-criminal justice purposes. Many employers can and do seek criminal 
history information from other public and commercial sources, but frequently find those 
sources to be inefficient, incomplete, or inaccurate. FBI criminal records would add 
significant value to such checks by providing a nationwide database of records based on 
the positive identification of fingerprints. The fi'amew'ork for broader access authority 
suggested in the report seeks to avoid the need to enact separate statutes that create 
inconsistent levels and rules for access to these records. The basic question we 
considered is: How can this be done in away that allow's the responsible use of this 
infoimation to protect public safety while at the same time protecting privacy and 
minimizing the negative impact criminal screening may have on reasonable efforts to 
help ex-offenders reenter and stay employed in the w'ork force? 

We answ'ered that question by recommending that access be authorized for all 
employers, but that the access be subject to a number of rules and conditions. We 
emphasized that private sector access to FBI criminal records must be prioritized by the 
Attorney General to enable the scaling of the system to meet the demand in a way that 
does not interfere with the use of the system for criminal justice and national security 
purposes. To avoid government agencies having to make suitability decisions for private 
employment, the report recommends authorizing dissemination of the records to the 
employer or a consumer reporting agency acting on the employer’s behalf. The access 
would be under rules protecting the privacy interests of individuals in ensuring that the 
infoimation is accurate, secure, and used only for authorized purposes. The rules also 
would require record screening to account for federal and state laws that limit access to 
criminal records for private employment purposes. In addition, the mles would require 
an employer’s acknowledgment of legal obligations under federal and state equal 
employment opportunity law's. Consideration also should be given to providing 
employers guidance on suitability criteria to be used in criminal records screening. When 
possible, the access should be through states that agree to participate and that meet 
minimum standards for processing these checks, including a response time of no more 
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than three business days. The Attorney General would establish a means of doing the 
checks in states that do not opt into the program. 

The report’s recommendations are forward-looking. Given the competing law 
enforcement and national security demands on the FBI’s system and resources, all- 
employer access under the proposed rules would likely take many years to implement. 
However, the report recommends that the Attorney General should be authorized to 
provide access to priority employers as FBI system capacity and other necessary 
resources allow. 

Noting the importance of record completeness for this use as w'ell as the myriad of 
other uses made of the FBI criminal history record system, the report also calls for a 
“renewed federal effort to improve the accuracy, completeness, and integration of the 
national criminal history records system.” The report notes that in recent years the 
National Criminal History Improvement Program (NCHIP) has been funded at smaller 
and smaller fractions of the amount requested in the President’s Budget. At the same 
time, the purposes for which the money is to be used have increased, such as participation 
by the states in the National Sex Offender Registry and the creation of files on sharing 
infoimation. including civil protection orders on domestic violence. The report also 
recommends that “federal funds should be targeted at reaching national standards 
established by the Attorney General relating to prompt disposition reporting and record 
completeness, including declinations to prosecute and expungement and sealing orders, 
so that there is uniformity in improvements by repositories nationwide.” 

Several key points underlie the Report’s recommendations: 

• Conducting criminal history background checks is a reasonable step that 
employers and volunteer organizations take to protect their customers, their 
employees, their assets, and the public. Employers want to make informed hiring 
decisions. While not all criminal records are relevant to a person’s qualifications 
for a job, some records clearly are relevant to a placement decision, and there is 
no way of knowing w^hether a relevant record exists unless an employer screens 
applicants for criminal history. 

• As a result, private employers can and do ask applicants about their criminal 
history. In some states, how' that question is asked is subject to restrictions, but in 
all states some form of criminal background screening is permitted for 
employment purposes. When they ask the criminal background question, 
employers seek out information on whether an applicant’s response is truthful and 
complete. 

• Employers w'ho do not have access to FBI criminal history information go to 
other sources of this public record information, including courthouse searches, 
available state criminal record repositorj' information, and commercial data 
providers and background screening companies. .According to a recent SEARCH 
survey cited in the report. 25 of 34 states responding to the survey now make both 
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name-only and fingerprint searches of their state criminal history record 
infoiTnation available to any member of the public. 

Private sector criminal history checks will continue regardless of whether FBI 
information is made available for that purpose. Making FBI criminal history 
information available for private sector background screening will not necessarily 
lead to more criminal histor>' checks than already occur. FBI fingerprint checks 
are more expensive and less convenient than name checks. The private sector is 
in the best position to identify the unregulated jobs that require this level of 
criminal history screening. 

FBI criminal history information, while not complete, is one of the best sources 
available - it covers all 50 states and, even when missing final disposition 
infoimation, it can provide leads to complete and up-to-date information. FBI 
statistics show an annual hit rate for its civil fingerprint submissions of 1 1.62 
percent. 

To enhance data quality, state repositories should be checked whenever possible, 
so that the states' more complete disposition records can be part of the response to 
authorized users. According to the Bureau of Justice Statistics, approximately 70 
to 80 percent of state-held arrest records have final dispositions, as compared to 
the approximately 45 to 50 percent of FBI-maintained arrest records with final 
dispositions. 

Use of FBI criminal history information can enhance privacy through positive 
identification. Fingerprint checks reduce the risk of the false positives and false 
negatives produced by name checks. With FBI fingeiprint checks, it is less likely 
that another person’s record would be wrongly associated with an applicant, it is 
also less likely that an applicant’s criminal record will be missed. 

The cuirent access scheme has created a patchwork of statutes, including over 
1,200 state statutes under Public Law 92-544. This patchwork allows access to 
FBI criminal histoiy information inconsistently across states, inconsistently across 
industries, and even inconsistently within industries. 

Since all employers are able to access criminal historj-' information through other 
sources, such as the courts, state repositories, and commercial vendors, it would 
be reasonable to provide all employers access to FBI records for criminal 
background checks without the need for separate statutory enactments, if two 
important conditions are met: first , that private employers satisfy requirements for 
privacy protection and fair use of the information, and second , that the FBI have 
the necessary resources and infrastructure to service the increased demand for 
civil fingerprint checks without compromising, delaying, or otherwise impeding 
important criminal justice and national security uses of the information system. 
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If expanded access is allowed, the FBI and state repositories should be authorized 
to disseminate the records directly to employers. The general limitation on 
disseminating FBI criminal histoiy information only to governmental agencies 
that do the suitability determinations has meant that many types of authorized 
checks do not get done. State repositories and government agencies do not have 
the resources, nor, in most cases, do they see it as part of their mission, to perforai 
suitability reviews for private employment or volunteer placement. 

The role of the state and federal record repositories should be limited to that of 
record providers, leaving the suitability determinations to the users or their agents. 
The access process must avoid federal and state agencies acting as clearinghouses 
that make employment or volunteer suitability determinations for unregulated 
private employers or entities. Repositories should be allowed to continue to focus 
on their mission, with the support of user fees, of maintaining and updating 
criminal justice infoimation and efficiently delivering that information to 
authorized users. 

Under certain conditions, the existing private sector infrastructure for background 
screening, including consumer reporting agencies subject to the Fair Credit 
Reporting Act (FCRA), should be allowed to access these records on behalf of 
enrolled employers. Consumer reporting agencies also could assist in finding 
final dispositions of airest records since the FCRA requires them to ensure that 
the information they report is complete and up to date. Consumer reporting 
agencies allowed such access, however, should meet minimum standards for data 
security and training in applicable consumer reporting laws. 

Detailed privacy and fair infomiation practice requirements should be imposed as 
part of expanded access authority, including protections similar to those in the 
FCRA. These requirements include user enrollment, use limitations. Privacy Act 
compliant consent and notice, rights of review' and challenge, a new'ly streamlined 
and automated appeal process, limits on redissemination, information security 
procedures, compliance audits, and statutory rules on the use, retention, and 
destruction of fingerprint submissions. The Report also recommends giving an 
individual the option to review his or her record before applying for a job and 
before it is provided to a private employer. The latter recommendation is 
something that goes beyond current FCRA requirements and helps to address the 
fact that many FBI-maintained arrest records are missing final dispositions. 

Most FBI civil fingerprint submissions typically are collected by law' enforcement 
agencies, such as police departments and jail facilities. These locations are not 
the appropriate venues for fingerprint submissions for private sector criminal 
history screening. Fingeiprints for these checks should be collected through an 
unobti'usive electronic means, such as flat prints, in non-law' enforcement settings. 

When providing FBI criminal history information to private employers, we should 
not undermine the reentry policies that state and federal consumer reporting law's 
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seek to promote by limiting the dissemination of certain kinds of criminal record 
infonnation by consumer reporting agencies. Expanded private sector access to 
FBI criminal history information should therefore include record screening in 
accordance with consumer reporting laws. This screening should be done to 
respect the limits those laws place on the dissemination of certain criminal 
histories for use in employment decisions. Congress and the state legislatures 
may change those restrictions from time to time, depending on the balance they 
wish to strike between promoting privacy and reentry and allowing the free flow 
of public record information to users making risk assessments to promote public 
safety. Our recommendations in this area include suggestions to consider changes 
in the FCRA to provide some greater uniformity and predictability in access to 
criminal history information among the states. 

• Finally, suitability criteria can play an important role in the screening process by 
helping guide a determination by an employer of the relevance of criminal history 
to the duties or responsibilities of a position. For that reason, the report 
recommends that Congress consider whether guidance should be provided to 
employers on appropriate time limits that should be observed when specifying 
disqualifying offenses and on allowing an individual an opportunity to seek a 
waiver from the disqualification. Federal and state equal employment opportunity 
laws and regulations bear on the use of criminal records in deciding an 
individual’s job suitability. Therefore, as required by the FCRA, private 
employers allowed expanded access to FBI criminal histoiy information should 
certify that information under this expanded access authority will not be used in 
violation of those laws. 

The Report concludes that if the information is handled properly, allowing 
dissemination of FBI criminal histoiy records to private employers can not only provide 
more accurate and reliable information for use in suitability screening, but also enhance 
individual protections for privacy and fair use of the infoimation. I hope today’s hearing 
helps to shed further light on a fairly complex set of issues. 

Thank you for the opportunity to appear before this Subcommittee today. I would 
be happy to answer your questions. 
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Mr. Scott. Thank you, Mr. Campbell. 

And before Mr. Emsellem starts, I want to recognize the gen- 
tleman from Texas, Mr. Gohmert, the gentleman from North Caro- 
lina, Mr. Coble, and the gentleman from California, Mr. Lungren, 
who are with us, and they have statements. We will accept them 
for the record when they desire. 

Mr. Emsellem? 

TESTIMONY OF MAURICE EMSELLEM, 

NATIONAL EMPLOYMENT LAW PROJECT, OAKLAND, CA 

Mr. Emsellem. Chairman Scott, Members of the Committee, 
thank you for this opportunity to testify on the issue of criminal 
background checks for employment, which affects about one in five 
adults in the United States who have a record that will show up 
on a routine background check. 

I will focus today on two issues that we believe are critical to 
workers, employers and the integrity of criminal background 
checks authorized by Federal law. 

First, there is a serious need for standards in Federal laws to 
better protect those workers who have old or irrelevant criminal 
records that routinely deny them all sorts of jobs. 

The many Federal laws now on the books have often evolved in 
isolation, producing some laws with helpful standards and many 
without any. 

Today we will highlight the best of the Federal standards that 
now exist and talk about how to adopt them more broadly. 

Second, I will focus on the major problems with the FBI’s rap 
sheets, now used to screen more than 5 million workers a year for 
employment and licensing purposes. 

These concerns take on special significance, given the Attorney 
General’s proposal to vastly expand access to the FBI’s criminal 
records to private employers and to private screening firms. 

We believe the system of FBI background checks produced for 
employment purposes specifically is now broken. Now is the time 
to fix the rap sheets, in our view, before expanding them. 

With regard to the question of standards, you will hear later 
about how the railroad workers and others have been treated arbi- 
trarily as a result of background checks produced by private 
screening firms. 

Unfortunately, the situation is not much better in the case of 
those criminal background checks authorized by many Federal 
laws. 

Take the case of the Department of Homeland Security, which 
screens workers in Federal buildings to identify potential national 
security risks. 

In a recent publicized case from Pittsburgh, DHS decided that 
two women employed for decades in the Federal building’s cafeteria 
were, “unsuitable for employment,” one based on a 10-year-old 
shoplifting offense and the other for no offense at all, it turned out. 

As a result, the two women were literally escorted from the 
building and docked their pay. Their congressman, Mike Doyle, 
personally intervened to have the workers reinstated after they 
and his staff were denied information by DHS on their standards 
in the appeal process. 
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How does this kind of arbitrary and unfair treatment happen? 
The problem is that the Federal laws that require background 
checks or authorize access to the FBI’s criminal records fail to set 
any meaningful limits or guidelines on the background check proc- 
ess. 

These include many of the laws most recently passed by Con- 
gress, including the laws regulating private security officers, school 
employees and nursing home workers. 

For example, under each of these recent laws, employers are au- 
thorized to receive information on any felony conviction in the FBI 
system, no matter the age or seriousness of the offense, in addition 
to most misdemeanors. 

However, we know from major studies that 40 percent of employ- 
ers won’t hire someone once they know that that person has a 
record. 

The studies also say that anyone who hasn’t committed a crime 
in 5 years, in more than 5 years, is statistically no more likely to 
commit another offense compared to someone who has never had 
any involvement in the criminal justice system. 

So once the cat is out of the bag as allowed under current law, 
there is a good chance the person will never be hired for the job, 
even if they have a solid work history and they have turned their 
lives around. 

What is the alternative, then? We believe all Federal laws should 
follow the lead of the terrorism screening laws that now apply to 
the Nation’s port workers and truck drivers who haul hazardous 
material. Almost 3 million workers right now who are screened by 
TSA. 

These laws and the TSA regulations impose a 7-year age limit 
on all disqualifying felony convictions, and they limit the disquali- 
fications to selected felonies, not including drug possession, welfare 
fraud, bad check writing, for example. 

Equally important, these transportation laws also include a 
“waiver procedure” that allows most workers, except those con- 
victed of especially serious security crimes, to prove to TSA that 
they have been rehabilitated and that they are not a security risk, 
even if they have a disqualifying felony record. 

We believe this framework can be successfully incorporated into 
most Federal background check laws. 

Second, what is wrong with providing FBI rap sheets to more 
employers and to private screening firms as proposed by the A.G.? 
For starters, when you have a chance, take a look at the rap sheets 
that we have included. 

The first rap sheet that we have included in the appendix to our 
testimony. 

You will notice right away that unless you are an experienced 
law enforcement official, they are often difficult to interpret be- 
cause they include most every entry reported by the States, includ- 
ing every arrest and conviction, usually without any editing to help 
evaluate the actual number of convictions or the seriousness of the 
offense. 

So the first concern is that the FBI rap sheets were never de- 
signed to be read by non-law enforcement professionals, which 
means there is a huge potential for error and abuse by employers. 
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In addition, according to the A.G.’s report, 50 percent of the 
records in the system are incomplete, mostly because the States 
failed to report the outcome of many arrests to the FBI, despite 
Federal regulations that give them 120 days to do so. 

So the FBI rap sheets routinely report arrests even if there has 
been no conviction, which ends up costing many workers their jobs 
or a chance at employment. 

Where there is a will, there is a way, however, to deal with this 
problem. With gun checks, the FBI has a policy of tracking down 
missing dispositions. According to the A.G.’s report, they track 
down 65 percent of missing dispositions on arrest within 3 days. 

While it is not cheap to take the time necessary to clean up the 
record before it is released to employers, until the States are better 
at reporting the information right away, we believe that is what is 
now required of employment checks as well. 

Finally, to make matters worse, the FBI recently proposed a reg- 
ulation to start reporting non-serious offenses on the FBI’s rap 
sheets produced for employment purposes. 

That means that any offense that involved fingerprinting, now 
including many juvenile arrests in some States and minor crimes 
like vagrancy and public drunkenness, will also appear on the 
FBI’s rap sheets for employment purposes. 

We have many serious concerns with this policy, but suffice it to 
say there is no compelling justification, and none was offered in the 
regulations, to make this information available to employers, given 
the overwhelming prejudicial impact on workers. 

As Congresswoman Waters and Chairman Scott stated in their 
letter to the Attorney General, this policy should not be adopted 
until its impact has been reviewed more closely by Congress. 

The FBI’s proposed regulation is an important reminder that the 
Federal system of criminal background checks that has evolved has 
been driven by the needs of the criminal justice system, not by 
what is necessary and reasonable to screen workers for employ- 
ment. 

Mr. Scott. Could you try to wrap up a little bit? 

Mr. Emsellem. We hope this hearing is the first step to help cre- 
ate a more fair system that better balances these concerns. Thank 
you. 

[The prepared statement of Mr. Emsellem follows:] 
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Prepared Statement of Maurice Emsellem 


Testimony of Maurice Emsellem Before the U.S. Congress. 

House of Representatives, Judiciary Committee, 

Subcommittee on Crime, Terrorism and Homeland Security 
April 26, 2007 

Chairman Scott and members of the Committee, thank you for this opportunity to testify 
on the subject of the growing reliance on criminal background checks on the job, which 
affects about one in five adults in the United States who have a criminal record that will 
show up on a routine criminal background check. 

My name is Maurice Emsellem, and 1 am the Policy Director for the National 
Employment Law Project (NELP), a non-profit research and advocacy organization that 
specializes in the employment rights of people with criminal records. NELP’s Second 
Chance Labor Project promotes a more fair and effective system of employment screening 
for criminal records. The Project seeks to protect public safety and security while 
supporting the rehabilitative value of work and the basic employment rights of all workers, 
including those with a criminal record. 

At this critical juncture in the evolution of criminal background checks for employment, 
it is especially important that Congress properly evaluate the impact and effectiveness of 
cun'ent federal policy. Before considering proposals by the Attorney General to further 
expand criminal background checks and access to the FBI’s criminal records by more 
employers and the growing industry of private screening firms, it is also necessary to 
sciutinize the problem of incomplete FBI records and other areas of concern that seriously 
prejudice large numbers of workers, especially people of color. 

The good news is that there are also new model policies in federal, state and local laws 
that can significantly reduce unnecessary barriers to employment of people with criminal 
records. If incorporated more broadly into federal law and policy, as described below, these 
innovative reforms can go a long way to create a more fair and effective process of criminal 
background checks that serves the interests of workers, employers and the community. 

1. The Scope & Impact of Criminal Background Checks for Employment 

Before evaluating the federal criminal background check laws and policies, it helps to 
appreciate the vast expansion of criminal background checks of today’s workers driven by 
concerns for national security and public safety and the extent to w'hich this new reality 
impacts everyday workers and their families. 

In 2006, the FBI performed more fingerprint-based background checks for civil puiposes 
that for criminal investigations. In the past ten years, the number of civil requests for 
criminal records has more than doubled, exceeding 12.5 million in 2006. In 2004, nearly 5 
million of the FBI’s criminal record requests w'ere conducted specifically for employment 
and licensing purposes.* 


’ Steve Fisher, FBI, Criminal Justice Information Serruces Division, Office of Mitliimedia, Response to 
Infonnation Request from Maurice Emsellem, National Emplovonent Law Project (dated July 22, 2005). 
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State criminal background checks for emplo)Tnent and licensing purposes have also 
expanded as a result of the many new law's mandating screening of w'orkers employed in a 
broad range of occupations and industries. For example, in California alone, about 1 .5 
million background checks are conducted by the state’s criminal record repositoiy pursuant 
to state laws, which accounts for roughly one in ten adult Californians employed in hundreds 
of industries. In addition, background checks conducted by private screening firms have 
increased at a record rate, with 80% of large employers in the U.S. now' screening their 
workers for criminal records (an increase of 29% since 1996).^ 

What then do we know about those workers and communities who are most likely to 
show a criminal record as a result of the vast prevalence of background checks for 
employment? 

• An estimated one in five adults in the United States have a criminal record on file 
with the states.’’ Thus, there are literally millions of U.S. workers with a criminal 
record that will show' up on a routine criminal background check, including large 
numbers of people with airests that never led to convictions. 

• A record 700,000 people are now released from prison each year, looking to find 
work in their communities and a new way of life. Three out of four individuals 
being released from prison have seived time for non-violent offenses, including 
property crimes (40%) and drug offenses (.17%). Nearly half of all non-violent 
offenders (48%) are African-American and another 25% are Latino.'* 

• Drug “trafficking” is the single largest category' of all of the van'ous state felony 
convictions, representing over 20% of all cases, followed by drug possession, w'hich 
accounts for another 12,1% of all state felonies.’’ 

• Large numbers of arrests and convictions are for especially minor crimes, like 
drunkenness and disorderly conduct (which account for almost 10% of all arrests in 
the United States, or over 1,2 million cases),'* According to a Minneapolis study, 
.4frican Americans are 15 times more likely than Whites to be arrested for low-level 


^ Press Release, “SHRM Finds Employers are Increasingly Conducting Backgrormd Checks to Ensure 
W'orkplace Safety” (Society for Hmnan Resources Management, January 20, 2004). 

’ .'According to the latest official state survey, there are 64.3 million people with criminal records on file with 
the states, including serious misdemeanors and felony arrests. Bureau of justice Statistics, Survey of Stale 
Criminal Hietoiy Syslenie, 2001 (.'August 2003), at Table 2. Because of over counting due to individuals w'ho 
may have records in multiple states and other factors, to arrive at a conservative national estimate we reduce 
this figure by 30% (4,3 million). Thus, as a percentage of the U.S. population over the age of 1 8 (209 million 
according to the 2000 Census ), an estimated 2 1 .5% of the U.S. population has a criminal record on file with the 
states. 

'' Bureau of Justice Statistics, Prevalence of Imprisonment in the US., 1974-2001 (.'Vugust 2005), at page 1 , 

^ Bureau of Justice Statistics, felony Senlences in Stale Courts, 2002 (December 2004), Table 1. 

'’U.S. Department of Justice, Federal Bureau of Investigation, Crime in the United States, 2004 (2005 ), at 
Table 4.1.2004. 
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offenses, but less that 20% of African American an'ests for these offenses result in 
convictions.' 

Finally, what does the research say about how employers evaluate criminal records? 
According to a major suivey, 40% of employers w'ill not ev'en consider a job applicant for 
employment once they are aware that the individual has a criminal record.* African- 
Americans are far more likely than Whites to he denied an interview as documented in 
“testing” studies that specifically control for the individual’s criminal record. Indeed, White 
applicants were three times more likely to get a call back than similarly credentialed 
African-Americans.® 

In contrast to this evidence that employers make broad negative conclusions about 
workers with a criminal record, the research also shows that those people who have not had 
any involvement with the criminal justice system over a limited period of time are no more 
likely than anyone else to commit another crime. Specifically, a recent study found that 
those w'ith a prior record who have not been arrested or convicted of a crime over a period of 
five years are statistically no more likely that someone with no prior record to commit a 
crime.'® Not surprisingly, those who have been employed even for a year or less are also far 
less likely to commit another crime. According to a study in Illinois which followed 1,600 
individuals recently released from state prison, only 8% of those who were employed for a 
year committed another crime, compared to the state’s 54% average recidivism rate." 

TI. Reforming Federal Laws that Deny Employment to People with Criminal 
Records 

A. The Landscape of Federal Laws Requiring FBI Background Checks 

Federal laws require or authorize FBI criminal background checks covering millions of 
workers, both in the public and private sectors. In addition to screening for criminal records, 
these federal law's often prohibit individuals with certain criminal records from being 
employed in various occupations. 

The federal laws also authorize the states to conduct FBI background checks based on 
their state occupational and licensing laws. Thus, when a state passes a law setting 
screening standards for particular occupations, like school employees, private security 
officers, or nursing home w'orkers, they can also authorize an FBI background check 
reviewed by the state licensing agency. In many cases, the states have not authorized FBI 
checks for certain occupations. The states have often questioned the significant fees 


^ Council on Crime and Justice, Low Level Offetises in Miruieapolis: AnAnalysi:^ ofArre^itv ami Tlieir 
Oiuamies (November 2004), at page 4. 

" Harry Holzer, Stephen Raphael, Michael Stoll, “Employer Demand for Ex-Offenders: Recent Evidence from 
Los Angeles,” (March 2003 ), at pages 6-7. 

^ Devah Pager, “The Mark of a Criminal Record,” 108 Am.J.Soc. 937 (200.3). 

Kurlychek, et al, “Scarlet Letters & Recidivism: Does An Old Criminal Record Predict Future Criminal 
Behavior?” (2006). 

" .American Correctional .Association, 135*^ Congress of Correction, Presentation by Dr. .Art Lurigio (Loyola 
University) Safer Foundation Recidivism Study (.August 8, 2005). 
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involved in running FBI checks (which can run $40 to $75, including the fingerprint 
processing fees) on top of other licensing fees already imposed on the workers or the 
employer. 

After the September 1 1 attacks. Congress also enacted criminal record prohibitions that 
apply to workers employed in nearly the entire transportation industry (including aviation 
workers, port workers and truck drivers who haul hazardous material). These laws, which 
are specifically intended to identify terrorism security risks, have adopted standards 
regulating the severity of disqualifying offenses (limited to selected felonies in most cases) 
and the age of the offense (limited to 7 years in the case of the laws regulating 700.000 port 
workers and 2.7 million hazmat drivers). These criminal background requirements, which 
are implemented by the Transportation Security Admiuistration (TSA). apply equally to 
current workers and new applicants for transportation jobs and licenses. 

Also significant, the TSA regulations have made an effort to remove disqualifying 
felonies that are especially broad to prevent unfair treatment and more effectively screen for 
true security risks. Thus, the regulations no longer include felony offenses for drug 
possession, welfare fraud and bad check writing as disqualifying.'^ Especially important, 
the laws regulating port workers and hazmat drivers also include a “waiver” procedure 
allowing those who have a disqualifying offense to petition to remove the disqualification 
based on evidence of rehabilitation and their employment record.* ' Finally, the laws and 
regulations also impose several “permanent disqualifications” not subject to waivers and 
time limits, like espionage and other crimes that raise special terrorism-related concerns. 

In the past decade, Congress has also enacted laws making the FBI’s criminal records 
available in the case of background checks regulating private security officers,*'* nursing 
home and home health care workers,**’ workers who “have the responsibility for the safety 
and security of children, the elderly or individuals with disabilities,”"* and school 
employees.*’ Often, these laws make the FBI’s criminal records directly available to 
employers or certain intermediary organizations, usually when the state laws regulating 
these occupations to do not authorize the use of FBI records. As in the case of the new 
private security officer law. the employer is authorized to request the FBI record, which is 
then processed by the state. 

In contrast to the post-9.T 1 transportation laws, which screen for terrorism security risks, 
the laws that authorize individual employers and intermediary organizations to request the 
FBI’s records include few, if any, minimum screening standards. For example, except for 
the 1 0-year limit on some misdemeanors in the new' private security law, none of these laws 


'* 72 Fed. Reg, 3600 (January 25, 2007). 

USA Patriot Act of 2001, 49 U.S.C. Section 51 03a (2.7 million hazmat drivers); .Aviation and 
Transportation Security .Act of 2001, 40 U.S.C. Section 44936 (unescorted access to airport security areas); 
Martime Transportation Security Act of 2002, 46 U.S.C. Section 70105 fsectired areas of ports). 

Private Security Officer Employment .Authorization .Act of 2004, P.L. 108-458, Title VT, Subtitle E, Section 
6402; 71 Federal Register 1690, dated January 11, 2006 (interim final regulations) 

P.L. 105-277, Div. A., Title I, Section 101(b). 

'(42 U.S.C. Section 51 19(a)(1). 

' 'H.R. 4472, .Adam Walsh Cliild Protection & Safety Act (signed July 27, 2006). 


4 



22 


limit the age or seriousness of the offense that can be considered by the employer or the 
Intermediary organization. Nothing in federal law specifically requires that the employer 
only consider offenses that are “job related," wbicb is the standard set forth in Equal 
Employment Opportunity Commission (EEOC) guidances inteipreting Title Vli of the Civil 
Rights Act of 1 964.** Meanwhile, these federal laws regulate occupations that employ 
especially large numbers of minority workers.*** 

Also, in contrast to the transportation security laws, the other federal laws do not require 
a “waiver” procedure, which specifically allows all individuals to make the case that they 
have been rehabilitated and that they are not a threat to safety or security on the job. The 
absence of meaningful appeal and waiver procedures not only deprives qualified workers of 
their livelihood, even after years of service to the same employer, it also undermines the 
goal of encouraging rehabilitation. As described more below, federal policies that reward 
and promote rehabilitation, including waiver procedures, are paramount to the goals of the 
reentry' movement to reduce recidivism by removing unnecessary barriers to employment of 
people w'ith criminal records. 

To help appreciate the critical need for federal standards, consider the following example 
of the kind of arbitrary treatment that workers often suffer as a result of federal background 
checks. Last year, tw'o women who were each employed for decades in the cafeteria of the 
federal building in Pittsburgh, were deemed “unsuitable” for employment by the Department 
of Homeland Security (DHS). One had a 1997 shoplifting conviction that was supposed to 
be expunged, and the other was never arrested but DHS found a record because it ran the 
wrong Social Security number."*’ The women were literally escorted from the building and 
told they could no longer work there, immediately resulting in a loss in pay. 

Congressman Mike Doyle’s office intervened with DHS to help them appeal the 
determination get them back their jobs. After the women attempted unsuccessfully to reach 
the number provided by DHS to appeal the case and the DHS refused to provide the 
Congressman’s staff with information on the appeal process, the Congressman himself 
inteivened which led to the workers being reinstated. As result of this experience, the 
Congressman called for a Congressional review of DHS background check process.*’ 

B. Priorities for Reform of Federal Screening Laws 

Recognizing the significant impact that federal and state occupational laws play in 
promoting the successful reentry of people with criminal records into society, experts in the 


'”11.3. Equal Employ'ment Opportunity Commission, Policy Statement on the Considemtion of Arrest Records 
in Employmem Decisions Under Title 111 of the Civil Rights Act of 1964. as amended, EEOC Compliance 
Manual (Sept. 7, 1990). 

PowerPoint, National Employment Law Project Presentation Before the Congressional Black Caucus 
Foundation. .7 .7’’’ .Vnnual Legislation Conference (September 24, 2005). 

“Homeland Security Clears Cafeteria W'orkers After a Puzzling 2- Week Hiatus Two Wonren Allow'ed Back 
on the Job T uesday,” FiiLslmrgh Fost-Gazette (July 1 8, 2006). 

Press Release, “Congressman Doyle Calls for Rev'lew of Homeland Security Screening Process,” (.August 3, 
2006 ). 
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field have uniformly called for a systematic review of state federal employment and 
licensing laws to limit unnecessary barriers to employment. 

Thus, the Re-Entry Policy Council, a bi-partisan panel of leading state officials and 
practitioners, recommended that policy makers “conduct a review of laws that affect 
employment of people based on criminal history, and eliminate those provisions that are not 
directly linked to improving public safety.”^" Similarly, the American Bar Association, 
adopting the recommendations of the Justice Kennedy Commission, urged the federal 
government to “limit situations in which a convicted person may be disqualified from 
otherwise available benefits, including emplo}nnent, to the greatest extent consistent with 
public safety.”’^ 

Thus, Congress should be especially cautious before authorizing any new FBI 
background checks until standards are developed based on the best of the federal laws and 
the model policies developed by the states and cities that have been leaders on this issue. 
Consistent with the recommendations of the ABA and Reentry Policy Council, we urge the 
Committee to adopt the following standards before further expanding criminal background 
checks. 


• Inventory Federal Laws & Policy : Last year. Governor Jeb Bush of Florida issued 
Executive Order 06-89 requiring an “inventor)'” of all state laws and state agency 
practices that limit employment of people with criminal records, the collection of 
data to determine the impact on employment opportunities, and state agency 
recommendations for reform including “eliminated or modified ex-offender 
employment disqualifications.”"'' This is a critical first step that the federal 
government should take to evaluate the impact of federal laws on employment of 
people with criminal records and develop proper standards that ensure a more fair 
and effective screening process while protecting public safety. 

• Adopt Minimum Federal Standards : As required by the federal transportation 
security laws regulating port workers and hazmat drivers screened by TSA (H.R. 
1401 passed by the House of Representatives also applies to private screening firms 
that conduct background checks of railroad workers), disqualifying offenses should 
be time limited, and all lifetime disqualifications should be eliminated except in 
special circumstances. Equally important, all federal laws should include waiver 
provisions. Thus, all workers with disqualifying offenses should be provided an 
opportunity to establish that they have been rehabilitated and do not pose a safety or 
security threat. 


Reentry Policy Council, Chaning the Safe and Successful Return ofFrisoners to the Community (2004), at 
page 299. 

.American Bar Association, Justice Kennedy Commission, Reports with Recommendations to the ABA House 
of Delegates ( Aueust 2004), Recommendation at page 2 (adopted by the House of Delegates on .August 4, 
2004), 

PowerPoint Presentation by Vicki Lukis Lopez, Chair, Governor's Ex-Offender Task Force, “Creating 
Employment Opportunities for Ex-Offenders: Reahzing the Goal of the Second Chance” (September 27, 
2006).' 
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• Require Disgualifi'ing Crimes to “Directly Relate” to the Job. Consistent with the 
directives of the EEOC and the emplo>'ment and licensing laws of half the states, a 
more fair and effective federal policy requires that disqnalilying crimes for 
employment and licensing “directly relate” to the responsibilities of the job. Of 
special concern, drug offenses should be closely scrutinized given their 
disproportionate impact of communities of color. In addition, broad categories of 
disqualifying offenses found in federal law's, such as “dishonesty, fraud and 
misrepresentation” should be disfavored. For e.vample, TSA excluded drug 
possession from its list of disqualifying felonies regulating security threat 
assessments of transportation workers, along with welfare fraud and bad check 
writing which previously were considered disqualifying “dishonesty” offenses.^'' 

• Limit the Background Check Until the Final Stages of the Hiring Process : To ensure 
that applicants are evaluated on the merits of their qualifications and not unfairly 
discriminated against based on an irrelevant criminal record, the federal government 
should follow the lead of several major cities (Boston, Chicago, Minneapolis, St. 
Paul, San Diego, San Francisco) in limiting consideration of criminal records until 
the final stages of the hiring process.^' Thus, except in safety sensitive positions, 
such as law enforcement and national security, job applications for federal 
employment should not be asked about their criminal record as part of the initial 
application. 

ITI, Improve the Integrity' of the FBI’s Rap Sheets Produced for Employment 
Screening Purposes 

While never originally designed to screen workers for employment, the FBI’s rap sheets 
are now the major gateway for employment for millions of workers employed in a range of 
industries and occupations. Based on the FBI’s rap sheets, large numbers of individuals are 
denied employment or licensing, often in cases where they have a long record of 
employment and their criminal record is not directly related to the job. Despite the growing 
role that FBI rap sheets play in denying employment to people with criminal records, there 
has been very limited scrutiny of this critical function performed by the FBI. 

Moreover, in the recent report to Congress {The Attorney General’s Report on Criminal 
Histoty Background Checks, June 2006), the U.S. Attorney General called for broad new 
authority to make the FBI’s rap sheets available at the DOJ’s discretion to all private 
employers not now authorized by federal law to directly access the FBI’s rap sheets.^* 


Margaret Colgate Love, Relief from the Collaleral Consequences of a Criminal Conviction: A Slale-by-State 
Resource Guide (July 205), at page 9. 

72 Fed. Reg. at 3600 (January 25, 2007). 

Editorial, “Cities that Lead the Way," New York Times (March 31, 2006); Editorial, “Tw'in Cities Adopt 
Smart Job Stances: Effort is to Help Stop Revolving Prison Door,” Star Tribune (January 2, 2007). 

" Specifically, the .Attorney General recommended that “State criminal history repositories and the FBI should 
be authorized to disseminate FBI-maintained criminal history' records directly to authorized employ'ers or 
entities and to consumer reporting agencies acting on their behalf, subject to screening and training 
requirements and other conditions for access and use of the information established by law and regulation.” Id. 
at page 61. 
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Indeed, the AG’s proposal goes further and recommends that the private screening firms that 
conduct criminal background checks, including Choicepoint and others, be authorized to 
access the FBI’s records on behalf of a private employer. Thus, this hearing is a critical first 
step to evaluate the integrity and accui'acy of the FBI’s criminal records for employment 
screening puiposes in the context of proposals to expand access to the FBI’s records. 

A. The Basics of FBI Ran Sheets Produced for Employment Screening Purposes 

First, it is important to appreciate that the FBI rap sheet produced for employment 
screening purposes is not unlike the rap sheet produced for criminal investigations. Even for 
experienced criminal justice officials, the FBI’s rap sheets are often difficult to interpret 
because they are an unedited version of nearly all the criminal record information provided 
by the states, including all arrests and convictions no matter the age of the offense. 

The rap sheet does not distinguish betw-een felonies, misdemeanors and lesser categories 
of offenses, like “violations,” which are particularly significant in evaluating an individual’s 
record for employment screening purposes. Instead, the FBI’s rap sheet indicates the 
specific offense as expressed in the state’s penal code (e.g,, “criminal mischief- 2'”*”) 
without characterizing the severity of the crime. .4s a result, expanding access to FBI 
records, especially if accessed by individual employers with no criminal justice experience, 
creates the potential for significant employer error in assuming that many offenses on an 
individual’s record rise to the level of a serious felony or other more grave offenses. 

B. Incomplete FBI Ran Sheets Undermine the Integrity of the Background 
Check Process 


Probably the most prejudicial flaw of the FBI rap sheets produce for employment 
purposes is the extent to which the state information reported is out-of-date or incomplete, 
thus also undeimining the integrity of the criminal background check process, 

According to the report by the U.S, Attorney General, the FBI’s rap sheets are “still 
missing final disposition information for approximately 50% of its records.”^’ Mostly, that 
includes arrest information which makes its way on the rap sheet after the individual has 
been fingerprinted, but the arrest information is never updated electronically by the state. In 
more than half the states, 40% of the arrests in the past five years have no final disposition 
recoi'ded. which means that the FBI’s records are similarly incomplete. 

This serious reporting gap exists despite federal regulations intended to ensure that the 
records produced by the FBI are accurate and up-to-date. Specifically, the regulations state 
that “[djispositions should be submitted by criminal justice agencies within 1 20 days after 
the disposition has occurred.’”* More generally, the FBI’s regulations also require that the 


TheAttome}’ General^ Report on Criniijial Backgivund Checks, at page 3. 

Bureau of Justice Statistics, Survey of State Criminal History Information Systems, 2002 (.\ugList 2003), at 
page 2. 

28 C.F.R. Section 20.37. 
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“information on individuals is kept complete, accurate and cument so that all such records 
shall contain to the maximum extent feasible disposition of all arrests data included therein.” 

Thus, workers who have never been convicted or a crime or have charges on their rap 
sheet that have been dismissed are seriously prejudiced by arrest infoimation that still makes 
its way onto the FBI rap sheet. This undermines the laws of a number of states that prohibit 
employers fi'om taking into consideration an individual’s airest record absent a conviction. 
When the information is reported to employers, it also conflicts w'ith the policy of the 
EEOC. Citing the discriminatoiy impact of arrest information on African-Americans and 
Latinos, the EEOC stated “[sjince using arrests as a disqualifying criteria can only be 
justified where it appears that the applicant actually engaged in the conduct for which he, 'she 
was an'ested and that conduct is job related, the Commission further concludes that an 
employer will seldom be able to justify making broad general inquiries about and 
employee’s or applicant’s arrest.”'^ 

In significant contrast to the FBI rap sheets produced for employment purposes, the FBI 
rap sheets produced for federal gun checks are far less incomplete. In the case of gun 
checks, 65% of the missing dispositions from the state are tracked down by the FBI within 
three days.®^ If more targeted federal resources are devoted to rap sheets produced for 
employment purposes, there is no apparent reason why similar results could not produced. 

In California, the law prevents the state criminal records repository from releasing state rap 
sheets for employment and licensing purposes unless it has been verified within the past 30 
days that the case is still actively in the courts or in the local District Attorney’s office. 

More resources should also be devoted to funding the states to improve their criminal record 
keeping systems. 

C. FBI’s Proposed Reaulation to Report “Nonserious” Offenses 

Seriously compounding the problem of old airests reported on FBI rap sheets, the FBI 
has proposed new regulations overturning more than 30 years of policy by allowing 
“nonserious” offenses to also be reported on the FBI's rap sheets for employment purposes 
(7 1 Fed. Reg. 52302. dated September 5. 2006). 

Nonserious offenses include juvenile arrests and convictions and any adult arrests or 
convictions, including anjdhing from vagrancy, to drunkenness to many traffic violations. 

All that is required is for the state to require the individual to be fingei'printed, which is 
happening far more often, even in the case of juvenile arrests. The current regulation (28 
C.F.R. Section 20.32(b)), which the FBI has now' proposed removing, was the product of a 
1976 lawsuit, ruling that the FBI failed to adequately remove non-serious offenses from the 
rap sheets produced for non-criminal justice purposes.'”' 


U.S. Equal Emplo>'ment Opportunity Commission, Policy Statement on the Conmleration of Arrest Records 
in Employment Decisions Under Title Vll of the Civil Rights Act of 1964, as amended, EEOC Compliance 
Manual (Sept. 7, 1990). 

The Attorneys General’s Report on Criminal Background Checks, at page 108. 

’’’ Tarllon v. Saxhe, 407 F.Supp. 1083 (D.D.C. 1976). 
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The only j ustification and evidence provided in support of the FBI’s decision to reverse 
30 years of policy was the following statement: “the FBI believes that this rule provides 
substantial, but difficult to quantify, benefits by enhancing the reliability of background 
checks for non-criminal justice employment purposes. . . . While the cnirent regulations 
limit FBI’s rap sheets for non-criminal justice purposes to “serious and/'or significant adult 
juvenile offenses,” the state records now submitted to the FBI routinely include non-serious 
offenses. Once the fingeiprint record is submitted to the FBI by the states, the FBI does not 
systematically delete these records when the rap sheets are produced for non-criminal justice 
purposes. 

We believe the FBI’s proposed regulation, which has not yet been finalized, is seriously 
misguided. Of special concern, large numbers of w'orkers will, for the first time, show an 
FBI rap sheet based on solely on a non-serious offense, w'hich is unwarranted given the 
limited safety and security threat posed by these offenses. Although cuirent figures w'ere 
conspicuously not included in the proposed regulation, when the FBI implemented its policy 
excluding nonserious offenses in the 1970s, it resulted in a 33% decrease in the total number 
of fingerprint cards retained by the FBI. In 2004, drunkenness and disorderly conduct alone 
accounted for almost 1 0% of airests in the U.S., and these offenses will now be reported for 
employment purposes on the FBI rap sheet. 

In addition, the FBI’s proposal represents a radical departure from the state policies 
protecting the privacy of juvenile records for non-criminal justice purposes and promoting 
rehabilitation. In 2005, there were more than 1 .5 million amests of people less than 1 8 years 
old, often for property crimes. Most studies indicate that only one-third of youthful 
offenders ever commit a second offense.'^* 

T o keep these sensitive juvenile records confidential and promote rehabilitation, almost 
all states authorize certain juvenile records to be expunged and sealed. However, the 
records can still be listed in the state record systems (and then reported to the FBI) unless 
and until the young person successfully petitions the courts to have them removed by the 
state.’’’ Most states never seriously contemplated that an individual’s minor juvenile 
offense, including mere arrests, w'ould make its way onto the FBI’s rap sheets and create a 
devastating stigma that will follow the individual for life, from job to job and from state to 
state. 

The FBI’s policy will also seriously undermine the civil rights of people of color, w'ho 
are more likely to be arrested for many nonserious crimes. For example, while African- 
Americans represent about 1 3% of the population, they account for about one-third of all 
those ancsted for disorderly conduct, vagrancy and juvenile offenses.’® A leading study in 


71 Fed.Reg. at 52304. 

’’’ Bureau of .Tustice Statistics, Privacy and Juveyiile Justice Records: A Mid-Decade Status Report (May 
1997), at page 4. 

Indeed, even in federal court proceedings involving juveniles, where the juvenile is required to be 
fingerprinted, the federal law the proceedings cannot be share for any employment purpose “except for a 
position immediately and directly affecting the national security.” (18 U.S.C. Section 5038(al(5)). 

’’’ U.S. Department of Justice, Federal Bureau of Investigation, Crime in the United States, 2005, at Table 
43A. For example, in 2005, .African- .Americans accounted for 27.8% of all arrests in the United States. 
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Minneapolis also documented that African-Americans are 1 5 times more likely than Whites 
to be arrested for low-level offense, but less than 20% of the African-American arrests 
resulted in convictions.'^ 

In a letter dated March 23, 2007, Chairman Scott and Congresswoman Maxine Waters 
sent a letter to the Attorney General urging the FBI “to delay implementation of the 
regulation to allow Congi'ess to conduct oversight.” A recent .Aetv York Times editorial 
recommended that Congress act to preclude the FBI from finalizing its regulations for fear 
that that they would “transform single indiscretions into lifetime stigmas.” (“Closing the 
Revolving Door,” dated Januarj' 25, 2007). Given the conspicuous absence of compelling 
evidence supporting their reliability or probative value of non-serious offenses, we urge the 
Committee to pursue the issue with the FBI, while also evaluating whether the FBI is 
actively enforcing the current regulations. 

D. Priorities for Reform of FBI Ran Sheets Produced for Employment Purposes 

Before further expanding access to the FBI rap sheets to any new industries or 
employers, the first priority of Congress should be to ensure that the five million records 
produced now for employment purposes are accurate, complete, and accountable both to the 
workers and their employers. Given the new realities of criminal background checks for 
employment, the FBI should adopt a new system of reporting that is properly tailored to the 
needs of employers and workers, similar to the rights that now govern disclosure of credit 
reports, including criminal background check reports produced by private screening firms. 

We recommend the following priorities for refotm of the FBI rap sheet produced for 
employment screening purposes: 

• Preclude Non-Serious Offenses from the FBI Ran Sheets : For the reasons 
described above,'*" the FBI should not compound the many concerns that now 
plague the FBI rap sheets by reversing its regulation precluding reporting of non- 
serious offenses. Thus, the proposed regulation should be abandoned by the FBI 
for the purposes of employment and licensing screening. In addition. Congress 
should request a review to evaluate compliance with the existing regulation to 
ensure that non-serious offenses are not making their way onto rap sheets that are 
now reported by the FBI, 

• Enforce & Improve Existing Regulations Requiring Updated Ran Sheets : In 
addition, Congress should request a revdew' of policies and procedures to improve 
compliance with the FBI regulations that call for timely and complete reporting 
of all dispositions within 120 days. As provided for FBI rap sheets produced for 


However, for several non-serious offenses, their rates of arrest were much higher, including disorderly conduct 
(33.6%), vagrancy (38.4%) and curfew and loitering violations (35.5%). 

Council on Crime and Justice, J.ow Level Offenses in Minneapolis: An Analysis of Arrests and Their 
Outcomes (November 2004). 

"" For a more detailed treatment of this issue, see the public comments to the regulations submitted on 
November 6, 2006, by NELP and a number of unions, civil rights and privacy rights organizations available 
on-line at http:././wvv vv.nelp.org/docUploads/FBl%2DNSOComments%2Epdf. 
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gun permits, the majority of missing dispositions for FBI rap sheets produced for 
employment purposes should be investigated and corrected by the FBI within 
three days. As required by California law, in no case should the FBI be 
permitted to report an arrest that has not been verified as active within the past 30 
days. 

• Provide Workers A Copy of the FBI Rap Sheet Before an Adverse Action : In 
addition to the procedures described above, which place the burden on the FBI 
and the states to generate complete and accurate records produced for 
employment screening purposes, the FBI should provide the worker with a copy 
of the record before an employer, an intermediary or a government agency makes 
an adverse determination based on the record. This proposal coiresponds to the 
protections of the Fair Credit Reporting Act which apply to private screening 
firms that conduct criminal background checks for employers.^* This consumer 
protection standard will go a long way to help correct incomplete and inaccurate 
information on the FBI’s rap sheets, while also reducing the prejudicial delays 
that occur in seeking to correct the record and make the case to the employer or 
the government agencies that the adverse determination should be reversed. 

* * 


Thank you again for the opportunity to testify on this critical issue of concern 
to millions of hard-working families and their communities. We look forward to 
working with the Subcommittee to help develop more fair and effective federal 
criminal background check policies that promote and protect public safety. 


15 U.S.C. Section 1681b(bX3)(A). 
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Appendix 

Sample FBI Rap Sheets 
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U,5. Dcparunmt of Homeland Security 
Arlington, VA22202 

Transportation 

Security 

Administration 


Re: Initial Dele^iination of Security Threat Assessment, 1 


kCDL# 


Dear 

The Transpcrtadon Security Administration (TSA) conducts security clireat assessments on 
persons who hold commercial driver's licenses (CDL) with hazardous materials endorsements 
(HME). The regulations regarding these security threat assessments may be found at Title 49. 
Code of Federal Regulations (C.FJl.), Pan 1572, a copy of which may be located on TSA‘s 
website, www.t5a.gov, 

TSA will not authonae a state to issue or renew an HME if TSA deiermines that an individual 
does not meet the security threat assessment standards described in 49 C.F.R, Section 1572.5. 
This letter serves as TSA's iniaal determination that you pose or are suspected of posing a 
security threat and may not be eligible to obtain or renew your HME on your CDL. 

BASIS FOR Il:^AL DETERMINATION OF THREAT ASSESSMENT 

After a review of certain records, TSA has determined or suspects chat you pose a security 
threat because: 

Your cnminal history record shows that you were convicted of a disqualifying criminal 
offense, Perjury, on or about January 8, 2004, and sentenced to 180 

days incarceration, In addition, your cnminal history record shows that you were arrested, 
indicted, or otherwise have an open disposition for a potentially disqualifying criminal offense. 
Perjury, on or about July 2. 2003. Under Section 1572.103, you 
are disqualified from holding an HME if cither the date of your HME application is less than 
seven years from the date of your conviction or if you were sentenced to a period of 
incarceration, the date of your application is less than five years since you were released from 
jail, prison, or other correctional institution. 



05/04/06 THU 06:D8 


ht-Tir 

Please provide TS A with written proof within 45 days after the date of service of this letter 
that the aforemcntioaed legal matters did not result in a disqualifying criminal conviction and/or 
incarceration. If TSA does not receive proof in that time and you take no further action, TSA's 
security threat assessment will aiuomatically become final 45 days after the date of service of 
this letter and you will not be pOTnitted to renew or obtain an HME on your CDL. 

Please note, convictions for certain offenses wiD permanently preclude you frora holding an 
HME, while convictions for other offenses will only preclude you from holding an HME for a 
period of time. Please refer to TSA's website for a complete list of disqualifying criminal 
offenses which constitute a permanent ban and those offenses which are a temporary ban from 
holding an HME. 

Prior to TSA directing the state whether to issue or renew your HME, you may seek 
releasable materials upon which this initial determination of security threat assessment is based, 
submit an appeal, and/or request a waiver. For information on how to do any of the foregoing, 
please refer to the insert provided with this letter. 

mSTRUCTIONS TO SEND CORRESPONDENCE TO TSA 

All correspondence to TSA should have the TSA HAZMAT Request Cover Sheet attached to 
the front of your correspondence. This cover sheet can be found at the end of this letter and 
includes your full name, mailing address, and CDL number. Please change any information on 
this cover sheet that is incorrect. You should check one of the request boxes on this cover sheet 
and attach it to the front of your correspondence. 

Correspondence must be mailed to: 

Transportation Security Administration 
TSA HAZMAT Processing Center 
P.O.Box 8117 

Fredencksfaurg, VA22404-8117 

You arc not required to obtain an attorney to seek releasable documents, dispute this initial 
determination, and/or seek a waiver and/or time extension, but may do so at your own expense. 


Sincerely, 



Frank Skroski 

Program Manager, Adjudication Center 

Enclosure 
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Mr. Scott. Thank you. 

We have been joined by the gentleman from Ohio, Mr. Chabot. 

Ms. Dietrich? 

TESTIMONY OF SHARON M. DIETRICH, MANAGING ATTORNEY, 

EMPLOYMENT AND PUBLIC BENEFITS, COMMUNITY LEGAL 

SERVICES (CLS), PHILADELPHIA, PA 

Ms. Dietrich. Thank you, Chairman Scott. Thank you. Members 
of the Committee, for hearing from me today. As was said before, 
my name is Sharon Dietrich. I am the managing attorney for em- 
ployment and public benefits at Community Legal Services in 
Philadelphia. 

I have had the honor of representing poor people in employment 
law matters for 20 years there, and I see my potential contribution 
today as talking about how background checking is affecting people 
with criminal records on the ground. 

When I started at CLS as a young employment lawyer 20 years 
ago, this simply was not an issue that I ever saw in my case load. 
I still remember the first time somebody came in and said I can’t 
get a job because of my criminal record, because it was such a 
unique request for service from us. 

And flash forward from that time years ago to now. People hav- 
ing employment problems because of their criminal record is the 
single most common reason people come to CLS for help. 

We now are serving hundreds of people every year, or attempting 
to serve hundreds of people every year, who cannot get a job, can- 
not keep a job, are facing background check reports that are inac- 
curate. 

It is simply a burgeoning demand as a result of the greater avail- 
ability of background check information. 

Now, as Chairman Scott said. Title VII does, in fact, apply to 
people with criminal records, and it has been construed to mean 
that if an employer has a policy to check records, it should try to 
narrowly tailor it to exclude the risks that they are to exclude. 

But I am sorry that I am here to say that, in fact, we see that 
for many people, any record, no matter how old, no matter how 
minor, is just a barrier to employment. 

I can’t tell you how many people I have represented who have 
not even a misdemeanor, who have what are called summary of- 
fenses in Pennsylvania — shoplifting when they were 18 years old 
20 years ago who now cannot get jobs. 

I can tell you that many of our clients have convictions that are 
decades old and have had exemplary histories since they had their 
interaction with the criminal justice system — can’t find a job. 

I remember one of my clients told me that it is more difficult for 
him to get a job now than it was when he came out of prison in 
1980, because of the background checking and employers’ zero-tol- 
erance for people with criminal records. 

Sure, there are some employers that are trying to make a 
nuanced determination and write nuanced policies so that they are 
excluding people who provide a threat. 

But in my experience, there are many more employers who sim- 
ply wait for the background check to come back, and if it says any- 
thing other than no record, that person is rejected. 
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In addition, I need to talk about the background screening indus- 
try, because that is another growth industry that we have wit- 
nessed in my practice over the years, over, I would say, the last 
10 years. 

Again, this used to be something that was non-existent. But now 
there are literally hundreds of background screening companies, 
and many of our clients come in after they have been fired from 
their jobs or rejected from their jobs with reports that were pre- 
pared by background screeners. 

And the same as with the suitability requirement, there is a Fed- 
eral law that ostensibly applies here. The Fair Credit Reporting 
Act (FCRA) applies to the background screening industry. 

But there is very little enforcement of that law. And we regularly 
see product from the background screeners that is incorrect or oth- 
erwise prejudicial. 

I can’t tell you how often we have seen people who come in with 
criminal records from background screening agencies that are actu- 
ally reporting somebody else’s criminal record, often somebody with 
a similar name, maybe even their father, who is senior, and they 
are a junior. 

But I am about to file a FCRA case on behalf of a woman who 
has a fairly common name, and there was another person with a 
similar date of birth, and the background checking company did a 
criminal record check in the Philadelphia court system and decided 
they were the same person. My client was fired from her job. 

This is not rare. This is something that is happening fairly regu- 
larly. And again. Federal laws exist. But I will say I do not think 
that the Equal Employment Opportunity Commission (EEOC) has 
ever made a priority of enforcing the standards around Title VII. 

The Federal Trade Commission is not making a priority of regu- 
lating the background check industry. 

And I urge you that so long as we are having these problems 
with the existing information that is available that Congress and 
the Federal Government not make FBI records available. 

As was pointed out earlier, they are even more unreliable, more 
inaccurate. It will only make the situation for my clients who are 
just really trying to support their families and themselves even 
more difficult. Thank you. 

[The prepared statement of Ms. Dietrich follows:] 
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Prepared Statement of Sharon M. Dietrich 


Testimony of Sharon M. Dietrich 

Before the U.S. Congress, House of Representatives, Judiciary Committee, Subcommittee 
on Crime, Terrorism and Homeland Security 
April 26, 2007 


Chairman Scott and members of the Committee, thank you for this opportunity to testify on 
the subject of the growth of criminal background checks in employment. This subject is perhaps the 
least acknowledged significant employment problem hindering millions of Americans from 
supporting their families and themselves. 

My name is Sharon Dietrich. 1 am the Managing Attorney for Employment and Public 
Benefits for Community Legal Services, Inc. (CLS), in Philadelphia, PA. CLS is the larger of the 
two legal services programs serving low income people with civil legal problems in Philadelphia; 
we are not funded by the Legal Services Corporation. CLS is among the few legal services 
programs in the country that have long-standing employment law practices, with ours dating to the 
early 1970s. We see about 1,000 new clients seeking employment law representation every year. 

I have been practicing employment law at CLS for almost 20 years. When I began my career, 
criminal background checking simply was not an issue for CLS’s clients. Tliat began to change 
about a decade ago, when clients began presenting us with cases in which their criminal records 
acted as a barrier to employment. The number of persons with criminal record issues seeking 
employment representation by CLS has grown steadily ever since, increasing from 36 in 1 999 to 293 
in 2006. Meanwhile, the number of legal and policy issues associated with criminal records on 
which we have worked has exploded. Attachments A and B illustrate the types of individual 
representation and systemic advocacy in which CLS engages on behalf of people with criminal 
records facing employment barriers. 

Today, 1 will speak about two significant problems faced in the employment context by 
people with criminal records: (1) employers failing to consider whether criminal records are job- 
related or render the workers unsuitable for employment; and (2) inaccurate and unfairly handled 
criminal records, especially when prepared by commercial background screeners. These problems 
implicate two federal laws of general applicability. Because employcrpolicies rejecting persons with 
criminal records have a racially disparate impact. Title VII of the Civil Rights Act of 1964 requires 
that employers have a business necessity in order to justify such policies. Moreover, commercial 
background screeners are subject to the standards of the Fair Credit Reporting Act. Nevertheless, 
the application of these laws to criminal background screening is little known and less enforced. 
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I. Federal Law Must Require Employers to Eliminate Overbroad Bans on Employment 

of People with Criminal Records and to Instead Consider the Job-Relatedness of a 

Comiction 

From representing hundreds of people with criminal records over the last decade, 1 can tell 
you that no criminal record is so minimal or so old that it will not present employment barriers for 
the person who has it. Many employers have hiring policies that absolutely bar the employment of 
people with criminal records. If the background check report does not say “no record,” the person 
docs not get the job. They do not apply any “suitability criteria” to evaluate whether a criminal 
record really indicates whether a job applicant is likely to be a potential threat or liability in the 
workplace. 

No federal law specifically creates any limits to employers’ decisions predicated on criminal 
records, and only four states comprehensively regulate the consideration ofcriminal records in public 
and private employment and occupational licensing.^ As aresult, the most important law restricting 
employer consideration of criminal records is Title VII of the Civil Rights Act of 1964," the federal 
law prohibiting race discrimination in employment, even though criminal records are not its focus. 

Title Vn is applicable because racial minorities are much more likely than whites to have 
criminal records. Taken together, African-Americans (39%) and Hispanics (18%) comprised a 
majority of those who have ever served prison time.^ Almost 17% of adult black males had ever 
served prison time, a rate twnce that of Hispanic males (7.7%) and six times that of white males 
(2.6%)."^ Thus, employer policies that reject job applicants and employees with criminal records, 
while neutral on their face, have a racially disparate impact. 

For decades, neutral policies that have a racially disparate impact have violated Title VII.^ 
After disparate impact has been proved. Title Vll requires the employer to demonstrate that the 


^ Margaret Colgate Love, Reliel' Ifoni the Collateral Consequences ol'a Criminal 
Conviction: A Statc-by- State Resource Guide (William S. Hein & Co., Inc. 2006) [hereinafter 
Relief from Collateral Consequences] , at 64. The four states are Hawaii, New York, 
Pennsylvania and Wisconsin. 

^ 42 U.S.C. §2000e ef seq. Title VII is enforced by the U.S. Equal Employment 

Opportunity Commission (the EEOC). 

Thomas P. Bonezar, Prevalence of Imprisonment in the U.S. Population, 1974- 
2001 (U.S. Dept, of Justice, Bureau of Justice Statistics Aug. 2003), at 5. 

" Id 

The disparate impact doctrine was adopted by the U.S. Supreme Court in Griggs 
v. Duke Power Co. , 401 U.S. 424 (1971). 
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policy is “consislenlwilhbusinessnecessily.”^ Aplainliffcari still prevail even ifbusiness necessity 
is demonstrated, if there is an alternative practice which the employer has not adopted.^ 

Almost as long as there has been disparate impact case law under Title Vn, there have been 
decisions rejecting employer policies absolutely barring the employment of people with criminal 
records.^ Until recently, the most notable decision concerning convictions was Green v. Missouri 
Pacific Railroad Co., 523 F.2d 1 290 (8^^' Cir. 1 975), on appeal after remand , 549 F.2d 1158 (8^'' Cir. 
1977). The injunction in Green prohibited the automatic denial of employment based on a criminal 
conviction, but permitting the employer to consider convictions “so long as defendant takes into 
account the nature and gravity of the offense or offenses, the time that has passed since the 
conviction and/or completion of sentence, and the nature of the job for which the applicant has 
applied,” Green , 549 F.2d at 1 160. 

In 1985, the EEOC, then chaired by Clarence Thomas, promulgated a policy codifying the 
three factors set forth in the Green injunction as the business necessity standard for the consideration 
of convictions. EEOC Compl. Man. § 604 App [hereinafter EEOC Policy Guidance on 
Convictions]. The three business necessity factors are; 

(1) the nature and gravity of the offenses; 

(2) the time that has passed since the conviction and/or the completion of the sentence; 
and 

(3) the nature of the job. 

Thc EEOC Policy Guidance on Convictions characterizes the first and third factors as bearing upon 
the job-relatedness of the conviction, and the second factor as covering the time frame involved. It 
also elaborated that the first factor “encompasses consideration of the circumstances of the offense{s) 
for which an individual was convicted as well as the number of offenses.” 

The most recent EEOC policy guidance on a related subject is "Policy Guidance on the 
Consideration of Arrest Records in Employment Decisions under Title VII of the Civil Rights Act 
of 1964, as amended, 42 U.S.C. §§ 2000c ct scq. (1982)" (Sept. 7, 1990) [hereinafter the EEOC 


42 U.S.C. §2000c-2(k)(l)(A)(i). 

^ 42 U.S.C. §2000c-2(k)(l)(A)(ii). 

^ E.g. Greeny. Missouri Pacific Railroad Co., 523 F.2d 1290 (8^'^ Cir. 1975), on 
appeal after remand , 549 F.2d 1 158 (8"' Cir. 1977); Carter v. Gallagher , 452 F.2d 315, 326 {8‘^ 
Cir.), cert, denied. 406 U.S. 950 (1972); Field v. Orkin. No. 00-5913, 2001 WL 34368768 (E.D. 
Pa. Oct. 30, 2001); Washam v. J.C. Penney Co., Inc. , 519 F. Supp. 554, 561 (D. Del. 1981); 
Dozier v. Chupka , 395 F. Supp. 836, 842-43 (S. D. Ohio 1975). 
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Policy Guidance on Arrests], also contained in Section 604 ofthe EEOC Compliance Manual, Vol. 
II. The EEOC Policy Guidance on Arrests reaffirmed the three-pronged business necessity test of the 
EEOC Policy Guidance on Convictions. It also states that with respect to consideration of arrests, 
“a blanket exclusion of people with arrest records will almost never withstand scrutiny.” 

From the promulgation of EEOC ’ s policies on criminal records until recently, there was little 
case law on this subject, notwithstanding the enormous expansion ofcriminal background checking 
by employers during that period. Nor has the EEOC taken leadership in prioritizing criminal record 
cases or in public education on the issue. In my experience, there is little employer knowledge of 
the EEOC’s policies on criminal records. While the number of people with criminal records being 
rejected from jobs has increased exponentially, application and enforcement of Title VII standards 
in this context has been almost non-existent. 

On March 1 9, 2007, the Court of Appeals for the Third Circuit rendered the first appellate 
decision on the application on Title VII to people with criminal records since Green . In El v. 
Southeastern Pennsylvania Transportation Authority , 479 F.3d 232 (3d. Cir. 2007), the court found 
that the plaintiff, who had a 47 year old murder conviction, had not as a factual matter rebutted the 
transportation authority’s criminal rccordhiring policy for its paratransit subcontractors. Aside from 
its holding concerning the application of SEPTA’ s policy to Mr. El and the factual record in the case, 
the decision was very instmetive for the crafting of criminal records policies that will pass muster 
under Title VII. 

The Third Circuit thoroughly analyzed the history of Title VIFs business necessity defense 
in disparate impact cases and determined that the standard that it had previously articulated - 'That 
discriminatory hiring policies accurately but not perfectly distinguish between applicants’ ability to 
perform successfully the job in question” - could be adapted to the context of criminal conviction 
policies .'^ The court concluded that Title VII requires that criminal record policies “accurately 
distinguish between applicants that pose an unacceptable level of risk and those that do 
In footnotes describing the application of its test, the court distinguished between applicants who 
pose "minimal level of risk” and those who do not,^^ making clear that an employer cannot reject 
persons with criminal records on the grounds that the level of risk cannot be brought down to zero. 

The ^ court did not adopt the EEOC Policy Guidance on Convictions as the standard, 
indicating that it was not entitled to great deference. The court suggested that while the policy 


Id. at 244. 

Id at 245. 

Id at 245 n. 13 & 14. 
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guidance codified the Green decision, it lacked the thorough and persuasive analysis that entitled it 
to deference.^' 

Finally, the ^ court gave some idea of the nature of the analysis that it expects employers 
to engage in when constructing criminal record policies. SEPTA’s policy created seven-year 
exclusions rather than lifetime bars for many offenses, yet the court articulated concerns about how 
it was drafted. For instance, it indicated that it would have expected SEPTA to explain how it 
decided which offenses were in which category, why the seven-year lime period had been chosen, 
and why a crime like simple assault was in the lifetime ban category.'’ Notably, the court had 
previously indicated that business necessity case law requires “some level of empirical proof that 
challenged hiring criteria accurately predicted job performance. 

The H decision, then, presents several lessons. (1) Employers may refuse to hire some 
persons with criminal records, despite the racially disparate impact. (2) However, to avoid violating 
Title VII, they must carefully craft their criminal record exclusionary policies, based on empirical 
evidence as to whether a person with a criminal record presents more than a minimal risk. In my 
experience, relatively few employers are crafting criminal record policies with anything approaching 
this degree of care. To the contrary, absolute bars are more the norm. 

Thishistoryofthe application ofTitle Vllto criminal records raises several implications for 
the role of the federal government in limiting employers’ decisions involving criminal records. 

► EEOC should make enforcement and public education of the Title VII legal standards 
applicable to criminal records a high priority. Given the huge number of Americans 
affected by employers’ criminal record policies, this issue should be at the forefront of 
EEOC’s agenda. It fits easily into EEOC’s newly announced “E-RACE” initiative, which 
it describes as “an outreach, education and enforcement campaign to advance the statutory 
right to a workplace free of race and color discrimination.”^^ 


Id at 244. 

Id at 248. 

Id at 240. 

EEOC, “EEOC Takes New Approach to Fighting Racism and Colorism in the 2P‘ 
Century Workplace” (press release Feb. 28, 2007). According to the press release and its 
website, the E-RACE initiative will identity issues, criteria and barriers that contribute to race 
and color discrimination, explore strategies to improve the administrative processing and the 
litigation of race and color discrimination claims, and enhance public awareness of raee and eolor 
discrimination in employment. On its webpage explaining the need for the initiative, EEOC cites 
to disparities caused by employer polieies looking at arrest and conviction records. 
]illp://vvww.eeQC.gov/imliaiives.-''e"racc/why e-racc-hloil 
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EEOC should update its policy guidances related to criminal records. The EEOC should 
Lake the O court’s criticism of its policy guidances to heart and improve upon them. These 
guidances were written before criminal background checks became ubiquitous; indeed, they 
were written before the Civil Rights Act of 1991 revised the Title Vn standards for disparate 
impact cases. They should take into account recent research on the likelihood of 
reoffending^^ and describe the necessary tailoring of employerpolicies discussed by the Third 
Circuit. 

Congress should enact a law that deals directly with employer consideration of criminal 
records. While Title VII currently plays an important role as the only federal law applicable 
in this context, it is not well-suited to the task. Title VII disparate impact lawsuits are 
extremely complicated and costly to bring.particularly to adduce statistical pro of of disparate 
impact. Moreover, not all people with criminal records are covered by Title Vll. The 
problem of employer consideration of criminal records is nuanced and widespread enough 
to merit its own statute, rather than relying on the application ofa law of general applicability 
to race discrimination issues. 

Congress should direct the U.S. Department of Justice to undertake empirical research 
helping employers assess risk. Alternatively, Congress should allocate funding for such 
research. 

Congress should not make more criminal record information available to employers 
without better application and enforcement of suitability criteria. So long as employers 
arc not being made accountable to have criminal record screening policies that arc tailored 
to the risk for which they are screening, Congress should not permit yet more potentially 
harmful information to be made publicly available. So, for instance, the Attorney General’s 
recent recommendation for the expansion of the availability of FBI information should be 
rejected.^" 


For instance, a recent study found that after six or seven years without 
reoffending, a person with a criminal record presents little more risk than a non-offender. Megan 
Kurlychck ct al., “Scarlet Letters and Recidivism: Docs an Old Criminal Record Predict Future 
Offending?” Criminology and Public Policy , Vol. 5, 1 101-22 (July 18, 2006). The authors 
“believe that [their] research supports explicit time limits in any statutory restrictions on 
employment.” 


’ ' The Attorney GeneraTs Report on Criminal History Background Checks (June 
2006) (available at httpi/'ww'w.iisdoi.gov/olp/ag bgchecks feport.pdf) , at 59. This 
recommendation was made despite the fact that FBI records arc notoriously unreliable. For 
instance, a recent report found that of 174 million arrests on tile with the FBI, only 45% have 
dispositions. Craig Winston, “The National Crime Information Center: A Review and 
Evaluation” at 6 (Aug. 3, 2005). 
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11. Federal Law Must Require that Criminal Background Reports Be Fair and Accurate 

Employers conducting criminal background checks can get them from a variety of sources. 
Sometimes, employers obtain “rap sheets” directly from public sources, such as the courts or their 
state’s central repository.”^ However, many employers purchase criminal background reports from 
commercial background screeners, which in turn obtain the information from public sources and 
prepare reports. 

The burgeoning growth of the commercial background screening industry is well 
documented. Arecentreportby theNationalTaskForce on the Commercial Sale of Criminal Justice 
Record Information was the first comprehensive examination of the role of commercial vendors. ' 
Although the task force was unable to quantify the number of vendors or the checks they produced, 
it estimated that there arc hundreds, maybe even thousands, of regional and local companies, in 
addition to several large industry players."*^ Among the latter, the report noted that ChoicePoint 
conducted around 3.3 million background checks in 2002, most of which included a criminal record 
check.’’ USIS Transportation Services reported having 30,000 clients and processing more than 14 
million reports per year.'^ 

The industry’s members are “consumer reporting agencies” governed by the Fair Credit 
Reporting Act (FCRA).’’ Like Title VII, FCRA is a statute of general applicability, and it is more 
commonly associated with the credit reporting industry than with criminal background checks. 


Indeed, laws that mandate background checks in certain industries frequently 
require that records be obtained from the central repository, which is often the State Police. 

SEARCH, the National Consortium for Justice Information and Statistics, Report 
of the National Task Force on the Commercial Sale of Criminal Justice Record Information 
(2005) [hereinafter National Task Force Report on Commercial Sale of Criminal Record 
Infomiationl , at vi. 

Id at 7. 

" M: 

Id at 8. 

15 U.S.C. §§ 1681-1681U. See Dalton v. Capital Associated Industries , 257 F.3d 
409, 415 (4‘'' Cir. 2001); Poore v. Sterling Testing Systems, Inc. , 410 F.Supp.2d 557, 569 (E.D. 
Ky. 2006); Obabueki v, ChoicePoint. Inc. , 145 F.Supp.2d 371, 394-96 (S.D.N.Y. 2001), alTd, 
319 F.3d 87 (2d Cir. 2003). FCRA is enforced by the U.S. Federal Trade Commission (the 
FTC). 
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Nevertheless, numerous FCRA rights are implicated when a criminal background report is prepared 

by a commercial background screener.^'’ 

Among the duties on commercial background screeners compiling criminal background reports for 

employers are the following. 

► Commercial background screeners may not report arrests or other adverse information (other 
than convictions of crimes) which are more than seven years old, provided that the report 
docs not concern employment of an individual who has an annual salary that is $75,000 or 
more.'' 15U.S.C. §§ 1681c(a)(5), 1681c(b)(3). 

► Commercial background screeners must use “reasonable procedures” to insure “maximum 
possible accuracy” of the information in the report. 15 U.S.C. §1681c(b). Note, however, 
that commercial background screeners are not strictly liable for mistakes in their reports. 

► A commercial background screener reporting public record information for employment 
purposes which “is likely to have an adverse effect on the consumer’s ability to obtain 
employment” must cither notify the person that the public record information is being 
reported and provide the name and address of the person who is requesting the information 
or the commercial background screener must maintain strict procedures to insure that the 
information it reports is complete and up to date. 15U.S.C. §1681k. 

Among the duties that FCRA imposes when an employer uses a criminal background report 

provided by a commercial background screener for purposes of a hiring decision arc the following. 

► The employer must provide a clear witten notice to the job applicant that it may obtain a 
consumer report. 15 U.S.C. § 1681b(b)(2). It also must obtain written authorization from 
the job applicant to get the report. 15 U.S.C. § 1681b{b)(3). Therefore, in situations where 
a commercial background screener is involved, persons with criminal records ought to be 
made aware that their criminal record will be scrutinized, which often is not the case when 
criminal records are obtained directly by the employer from public sources. 

► If the employer intends to take adverse action based on the criminal background report, a 
copy of the report and an FTC Summary of Rights must be provided to the job applicant 


FCRA docs not, however, apply to information obtained from public sources of 
criminal record information, such as the courts or central repositories. National Task Force 
Report on Commercial Sale of Criminal Record Information , supra note 19, at 58. 

" For many years, the seven year limit also applied to reporting of convictions. 
However, this seven year limit was eliminated by Congress in the Consumer Reporting 
Employment Clarilicalion Act of 1998, P.L. 105-347, Sect. 5. 
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before the action is taken. 15U.S.C. § 1681b(b)(3). The obvious reason for this requirement 
is to permit a job applicant to address the report before an employment decision is made. 

► Afterwards, the employer, as a user of a consumer report, must notify the job applicant that 
an adverse deeision was made as a result of the report and must provide, among other things, 
the name, address and telephone number of the commercial background screener and the 
right to dispute the accuraey or completeness of the report. 15 U.S.C. § 1 681 m(a). 

Given the volume of people with criminal records whom we represent, CLS regularly secs 
cases in which the criminal record leading to a client being rejected was generated by a commercial 
background scrccncr. Despite these companies being covered by FCRA, we have noted many 
inaccuracies with the reports and other non-compliance with FCRA’s requirements by the 
commercial background scrccncrs and the employers. 

1. Inaccurate reports: Sometimes, datasimply is reported incorrectly, such as when the grade 
of the offense (felony, misdemeanor, etc.) is wrong. 

2. “Mismatching'’ of records: Wc have seen numerous cases w^hcrc a criminal record is 
reported by the commercial background screener that belongs to a different person, of a same 
or similar name (also sometimes called a '‘false positive”)- This danger is especially present 
for people with common names and for Hispanic names. Often, the commercial background 
screener has ignored data indicating that the record did not belong to the subject of the 
background check, such as a date of birth, middle initial, or suffix (such as “Sr.” or “Jr.”). 

CLS is preparing FCRA litigation against a commercial background scrccncr which wrongly 
reported a conviction to our client. Although the person who vvas convicted had a name 
match with our client, their dates of birth did not match. Moreover, the scrccncr had also 
obtained a clear report on our client from the Pennsylvania State Police (the PSP) as well as 
having looked at court records. The PSP report was more reliable, because its database is 
searchable by social security number as well as date of birth. Nevertheless, the conviction 
was reported to my client, who was fired as a result of it. 

In another “mismatching” case, the commercial background scrccncr searched the database 
of the Administrative Office of Pennsylvania Courts for a client with a common name. It 
reported 1 8 different criminal cases against my client - none of which was his. The screener 
failed to examine the year of birth connected with each case; almost none of the defendants 
were even bom in the same decade as our client! This case illustrates why searches by name 
only should never be permitted. 

3. “Over-reporting” information: Sometimes if an employer is not sure about amatch, it will 
report a case in a manner such as the following: “There is a conviction wdth Mr. X’s name 
on it. This may or may not be your Mr. X.” Unfortunately, employers usually assume that 
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the commercial background screener has done the work for them andrejecis the person rather 
than inquiring further. 

4. Not understanding criminal identity theft: Criminal identity theft occurs where someone 
who was arrested used the victim’s name and personal identillers as an alias, resulting in the 
perpetrator’s record being reported as the victim’s record. Criminal identity theft is a 
surprisingly common problem, with the primary criminal justice report examining this 
phenomenon estimating that 400,000 Americans were victimized in a year’s period.'^ 
However, we have had cases of criminal identity theft where the conmiercial background 
screeners refused to correct their reports upon proof being provided. 

5. Not presenting the criminal record information in a way that an employer can 
understand it: For instance, the information may be laid out so that several charges 
connected with one arrest look like they involve multiple incidents. 

6. Maintaining their own databases and not eliminating expunged cases: Several of the 
larger commercial background screeners sometimes create their own “shadow databases’’ 
from information that they have obtained from public sources. However, when a case has 
been expunged in the public record, it sometimes remains in the company’s database."' 

1 , Reporting arrests that do not lead to convictions: As noted above, FCRA allows 
commercial background screeners to report arrests that have occurred in the last seven years, 
and the screeners usually supply this information. However, as is true in some other states, 
Pennsylvania law does not permit arrests to be taken into account when employment 
decisions are made.^^ Moreover, as noted above, EEOC’s Policy Guidance on Arrests also 
indicates that arrests usually should not be the basis of employment decisions, go so far as 
to state that “a blanket exclusion of people with arrest records will almost never withstand 
scrutiny.” Thus, commercial background screeners’ common practice of reporting arrests 
serves little purpose beyond inviting employers to make illegal employment decisions. 

8. Lack of employer compliance with their FCRA responsibilities: If, for instance, 
employers complied with their obligation to pro vide j ob applicants with a copy of their report 
prior to an adverse employment decision, many of the errors and mis-matches might be 
worked out. Moreover, even people whose records are reported correctly could have an 


Report of the BJS/SEARCH National Focus Group on Identity Theft 
Victimization and Criminal Record Repository Operations (Dec. 2005), at 2. 

"" Adam Liptack, Criminal Records Erased by Courts Live to Tell Tales . New Y ork 
Times, Oct. 17, 2006. 

Cisco V. United Parcel Services, Tnc. , 476 A. 2d 1340, 1343 (Pa. Super. 1984). 
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opporlunily lo pul iheir best fool forward, to explain why they present minimal risk despile 
their records. However, in our experience, employers seldom comply with this obligation. 

Given these problems with commercial background screeners, the federal government should 
move to ensure that minimum standards of accuracy and fairness are being enforced in the industry. 

► The FTC should begin an initiative to monitor and regulate the commercial 
background screening industry and its customers. To date, the burgeoning industry has 
faced little to no regulation. On the private enforcement side, fewer than a dozen reported 
FCRA cases have been brought against commercial background scrccncrs and employers 
using their products . Given the inaccuracies and other F C RA violations that my organization 
has seen and the high stakes faced by workers losing their livelihoods as a result of these 
actions, I urge that FCRA enforcement regarding the commercial background screening 
industry be made a priority. 

► Congress should enact a law that deals directl)^ with the accuracy and fairness of 
criminal records. As in the analogous context of Title Vll, it would be better if criminal 
records were regulated by a statute geared to the issues that they present, rather than being 
regulated as a FCRA afterthought. A better federal law would: 

* Cover all criminal record reports obtained by employers, whether directly from 
public sources or from commercial background screeners;"^ 

* Create screening standards for the industry; 

* Establish a higher standard of accuracy than FCRA currently provides; 

* Mandate that for criminal record information to be provided to an employer, at least 
two of four criteria must match exactly (name, date of birth, social security number 
or fingerprints); 

* Prohibit the reporting of arrests; 

* Restore the seven year time limit on the reporting of convictions;^'' 


Recognizing a need for uniformity no matter the source of a report, the National 
Task Force on the Commercial Sale of Criminal Justice Record Information recommended that 
FCRA apply to all records used by employers and others. National Task Force Report on 
Commercial Sale of Criminal Record Information , supra note 19, at 72. 

See note 25. 
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* Eliminate FCRA’s preemption of stricter state statutes and/or stale common law 
claims. 

Alternatively, FCRA could be amended to correct these flaws in existing law as applied to 
commercial background scrccncrs. 

On behalf of the hundreds of people with criminal records that my organization represents 
every year, I thank you for the opportunity to testify today. 
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ATTACHMENT A 

Community Legal Services’ Representation 
of Ex-Offenders in Employment Cases 

Note that CLS represents only low income Philadelphia residents. 

AlsOy our ability to provide representation depends on the merits of a case and 
the availability ofstajf. 

Cases in which CLS may be able to represent : 

□ An ex-offender is denied a job or fired because of his/her criminal record even though the 
record is not related to the job and/or is old. CLS might be able to write a demand letter to 
the employer, file an EEOC (discrimination) charge, or in extraordinary cases, file a lawsuit. 

□ An ex-offender cannot work in a nursing home, home health care agency, mental health or 
mental retardation facility’, or other facilities covered by the Older Adults Protective Services 
Act (OAPSA). Tn some cases, employers might “ovcr-apply” the law, turning down people 
with certain convictions who could be employed despite the law. In other cases, there might 
be an exception to the law, such as when a facility is sold and the person with the record 
already works there. In such cases, CLS can try to convince the employer that it can and 
should hire or keep employing the person. But in many cases, the person will not be allowed 
to work under OAPSA. CLS is working to curtail the law, and we will talk to workers who 
arc affected so we can tell them if and when our efforts arc successful and advise them about 
their options in the meantime. 

□ An ex-offender is denied entrance to a job training program for a profession for which 
his/her record does not prohibit the person from working. CLS can try to convince the 
training program that the person should be admitted. 

□ An ex-offender 's occupational license is threatened because of his/her criminal record. We 
might be able to represent the person in a licensing hearing. 

□ An ex-ojfender who is providing child care for a parent is denied a Welfare Department 
subsidy. DPW may not have proper grounds for denying the subsidy. We can look into it. 

□ A person who was adjudicated delinquent as a juvenile is having problems with that record. 
CLS can determine whether the employment problem is in violation of the law and can 
advise whether the record might be able to be expunged. 

□ An ex-offender completed Accelerated Rehabilitative Disposition (ARD) in one of the 
counties, but his/her record has not been expunged. We can try to help get the expungement 
if there is no legal assistance for that problem available in the county. In Philadelphia, the 
Defender Association handles these expungements. We provide assistance in these cases 
only if employment is affected by the criminal record. 



50 


□ An ex-offender is willing to do the work to try to get a pardon but wants legal advice. Except 
for cases involving ARD, almost all convictions can only be erased by a Governor’s pardon. 
The person applying for a pardon must be prepared to do the legwork, such as collecting 
documents and information and writing answ^ers to the pardon application. But ifhe/she is 
committed to the process, CLS may be able to provide advice and. in rare cases, 
representation at a pardon board hearing. We provide assistance in these cases only if 
employment is affected by the criminal record. 

□ A person needs expungement of arrests for which he/she was not convicted. CLS handles 
such cases in rare circumstances. The Defender Association of Philadelphia provides 
representation in cases where they represented the person in the criminal case; in other cases, 
the person can seek assistance from Pre-Trial Services. We w^ould only consider providing 
assistance if neither of these organizations can help and if employment is affected by the 
criminal record. 

□ A person who is not an ex-offender has a criminal record that is wrong. An example would 
be a case in wkich the person is a victim of identity theft. CLS can try to help correct the 
record. We provide assistance in these cases only if employment is affected by the criminal 
record. 


Cases in which CLS usually cannot help or will offer only brief advice : 

□ CLS cannot help ex-offenders find jobs. We are not an employment agency or job coaches. 
We do have a resource manual of programs that might be able to help. 

□ CLS will not provide representation in criminal proceedings. Again, these services are 
provided by the Defender Association. 


People seeking representation by CLS's Employment Unit should begin by coming to our Intake 
Unit, Monday through Friday, 9:00 a.m. to noon, at 1424 Chestnut Street, Philadelphia. The 
intake paralegal will screen for eligibility, take information, and collect documents. The new file 
will then be assigned to the Employment Unit 

For more information about ex-offenders’ legal rights, see CLS’s website at 
http://www\clsphila.org/Ex-Offcndcrs_Tnformation.htm 


Prepared. 2/21/02 
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ATTACHMENT B 

Community Legal Services’ Legal and Policy Advocacy 
Assisting Ex-Offenders 

Community Legal Services of Philadelphia has developed expertise in the civil (i.e., non-criminal) 

legal problems faced by cx-offenders. Although CLS docs not have an "cx-offender unit," per sc, 

several of our legal units do provide assistance to ex -offenders with civil legal problems caused by 

their criminal records. Those units include: 

♦ Employment; 

♦ Public benefits; 

♦ Familyadvocacy(representingparents involvedwith the Philadelphia Department of Human 
Services); 

♦ Public housing and Section 8. 

Highlights of CLS’s systemic advocacy efforts for cx-offenders include the following: 

♦ We have co-counsclcd litigation under the state constitution challenging the Pennsylvania 
Older Adults Protective Services Act (GAPS A), which created a lifetime bar preventing most 
cx-offenders from working in nursing homes, home health care agencies and other long-term 
care facilities. On December 1 1, 2001, the Pennsylvania Commonwealth Court ruled in our 
favor by a five to two vote. Nixon v. Commonwealth of Pennsylvania. 789 A.2d 376 (Pa. 
Conimw. 2001). The Stale appealed, and on December 30, 2003, the Pennsylv ania Supreme 
Court also ruled in our favor by a six to one vote. 

♦ As a Senior Soros Justice Fellow. CLS Supervising Attorney Amy Hirschpreparedthemost 
in-depth study of the effect of the TANF and food stamps felony drug ban. Amy E. Hirsch, 
‘Some Days Are Harder Than Hard’: Welfare Reform and Women with Dma Convictions 
in Pennsylvania (Center on Law and Social Policy, December, 1999). Ms. Hirsch has led 
efforts to educate the Pennsylvania legislature about the harmful effects of the felony drug 
ban. On December 23, 2003, the Governor signed Act 44 of 2003, which eliminated the ban 
on cash assistance and food stamps in Pennsylvania. 

♦ In April 2002, CLS joined the Philadelphia Consensus Group on Ex-Offender Reentry and 
Reintegration, facilitated by Search for Common Ground. This group includes 
representatives of the prisons, the district attorney, the defender association, the courts, the 
probation and parole department, service providers, and other stakeholders. The Group 
analyzed the barriers to prisoner reintegration in Philadelphia and made recommendations 
for their removal. Its report is available from our website. 
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♦ Our Family Advocacy Unit has begun elTorls to improve the ability of incarcerated parents 
to participate in child welfare system proceedings, increase visitation, and improve services, 
with the goal of strengthening families and avoiding the termination of their parental rights. 
We are advocating for changes in the Department of Human Services, the Philadelphia 
Prison System, and the Family Court to improve their systems to better serve incarcerated 
parents and their children. 

♦ The culmination of our work to date for ex-offenders was the release in May 2002 of Every 
Door Closed: Barriers Facing Parents With Criminal Records, a joint publication of the 
Center for Law and Social Policy and CLS, funded by the Charles Stewart Mott Foundation. 
The report documents the legal challenges that parents released from incarceration will face 
in successfully caring for their children, finding work, acquiring safe housing, going to 
school, and accessing public benefits. An “Every Door Closed Action Agenda” scries of 
one- page fact sheets based on recommendations from the report was released in 2003 and 
has been widely distributed to policymakers across the country. The full report, executive 
summary, and fact sheets are available on CLASP’S website, and can be accessed from a link 
on CLS’s website. 

CLS also provides frequent community education sessions for social service staff and participants 
in wclfarc-to-work programs, drug and alcohol treatment programs, AIDS education programs, ex- 
offender groups, the Philadelphia jails, and other settings in which we reach signilicant numbers of 
people with criminal records and their advocates. 

T 0 learn more about CLS ’s work for cx-offenders, and to view our reports and community education, 
see our website at: hiip:.'As'vvvv',c]spliila.or£>yE.x--01Teiiders Inromialioa.him, 


Community Legal Services, Inc. 
1424 Chestnut Street 
Philadelphia, PA 19102 
(215) 981-3700 
-yy^wvv. c 1 .si> h i i a ■ 0 rg 


Prepared by Community Legal Services. Inc. (9/7/03, updated 10/25/04) 
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Mr. Scott. Thank you. 

Mr. Hawley? 

TESTIMONY OF RONALD P. HAWLEY, EXECUTIVE DIRECTOR, 

SEARCH, THE NATIONAL CONSORTIUM FOR JUSTICE INFOR- 
MATION AND STATISTICS, SACRAMENTO, CA 

Mr. Hawley. Mr. Chairman and Members of the Subcommittee, 
I am Ron Hawley, executive director of SEARCH. It is a great 
honor to have the opportunity to testify before you today. 

As you know, we have submitted testimony for the record, and 
I would like to take a few minutes to highlight key points of that 
testimony. 

SEARCH is a State criminal justice support organization com- 
prised of governor’s appointees from each State. Dues are paid by 
each State to support the work of search. 

And it is important to note that in most cases our members ad- 
minister the criminal history records within their State. 

SEARCH is dedicated to improving the criminal justice system 
and the quality of justice through better information management, 
effective application of information and identification technology, 
and responsible law and policy. 

Although search has not taken a position on the many rec- 
ommendations in the report, we believe that the report is excep- 
tionally comprehensive, identifies the appropriate issues and asks 
the right questions. 

The 50 gubernatorial appointees who govern SEARCH are com- 
mitted to the State-based approach to national background check- 
ing that is sensitive to privacy considerations. 

As Members of Congress continue to review the report, we expect 
to work with you, keeping these values in mind. 

Our work in the field dates back to our beginning in 1969 when 
we first explored sharing criminal history data from State to State. 

Throughout, we have steadfastly sought to properly balance an 
individual’s right to privacy with society’s need for criminal history 
information. 

In fact, it is fair to say that our report, known as technical report 
number 13, included recommendations that helped to craft regula- 
tions adopted in March 1976 as 28 CFR Part 20. 

Most recently, we hosted, along with the Bureau of Justice Sta- 
tistics, an all-day conference around the Attorney General’s report 
that gave varied interest groups the opportunity to further what 
we believe is an essential national discussion. 

We believe resolution of these complex issues requires congres- 
sional action, and we commend the Chair and the Committee for 
beginning the process. 

Much progress has been made through the congressional support 
of the Interstate Identification Index, or III, administered by the 
FBI in partnership with the States; creation of the National Crime 
Prevention and Privacy Compact that established the Compact 
Council; and funding initiatives such as the National Criminal His- 
tory Improvement Program. 

Nevertheless, more work needs to be done, and your continued 
support is needed. I would like to make the following points in the 
time remaining. 
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All the research — and indeed, the Attorney General’s report — in- 
dicates that the most complete record resides within the State re- 
positories. This is, in part, the reasoning behind the III approach. 
Therefore, we believe it is essential that any future system con- 
tinue to access State’s records. 

We believe that utilizing the existing infrastructure is critical to 
the long-term success of any system moving forward. Ill and the 
Compact Council provide the foundation. 

However, III is also the infrastructure relied upon by the State 
and the Federal criminal justice system to provide daily support for 
public safety and homeland security work. 

Based on these first two points, we believe that the revenue cur- 
rently generated through State fees for these checks must continue 
to be available to the States so that they can continue their part 
of the partnership that supports this system. 

We also support, as an option, allowing the record to be returned 
to a non-governmental entity. In a recent survey of the State re- 
positories, SEARCH found that the current restrictions were a sig- 
nificant obstacle to increasing access to national searches. 

However, this increased access must be coupled with proper 
training and safeguards to ensure persons reading the record are 
qualified to correctly interpret the information. 

Work has begun to standardize these record reports, and it would 
go a long way toward solving this problem if that could be com- 
pleted. 

We urge congressional funding to greatly expand the adoption of 
this standard report. 

Finally, we believe that any national system authorized by Con- 
gress should rely on the fingerprint-based databases maintained by 
the FBI and the State repositories. 

Criminal history background checks have become almost a rite of 
passage in our society for homeland security, for public safety, for 
risk management. 

But how do we determine who should be checked? How do we as- 
sure that the checks are accurate? How do we assure that the 
checks meet high standards for privacy? And how do we assure the 
offenders get the real second chance to reenter society? 

These are hard questions, and hard work lies ahead. We at 
SEARCH look forward to working with Congress, the Justice De- 
partment and all stakeholders on the critically important issue. 

On behalf of SEARCH and its governor’s appointees, I thank you 
for this opportunity, and I would be glad to respond to questions. 

[The prepared statement of Mr. Hawley follows:] 

Prepared Statement of Ronald P. Hawley 

INTRODUCTION 

On behalf of SEARCH, the National Consortium for Justice Information and Sta- 
tistics (“SEARCH”). I want to thank you Mr. Chairman and members of the sub- 
committee for this opportunity to testify regarding The Attorney General’s Report 
on Criminal History Background Checks. 

SEARCH is a nonprofit membership organization created by and for the States 
and is dedicated to improving the criminal justice system and the quality of justice 
through better information management, effective application of information and 
identification technology, and responsible law and policy. SEARCH is governed by 
a Membership Group comprised of one gubernatorial appointee from each of the 50 
States, the District of Columbia, Puerto Rico and the Virgin Islands. Each state 
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pays dues in support of the work of SEARCH. Members are primarily State-level 
justice officials responsible for operational decisions and policymaking concerning 
the management of criminal justice information, particularly criminal history infor- 
mation. 

Since our founding in 1969, when the federal Law Enforcement Assistance Admin- 
istration created Project SEARCH to explore the feasibility, practicality and cost-ef- 
fectiveness of developing a computerized criminal history records system and of elec- 
tronically exchan^ng these records across state lines we have steadfastly sought to 
balance the individual’s right to privacy with society’s need for criminal history in- 
formation. In 1970, SEARCH first published findings and recommendations regard- 
ing the security, privacy and confidentiality of information contained in computer- 
ized criminal history files. Subsequent revisions led to a comprehensive rethinking 
of criminal justice information policy in the form of a publication known as Tech- 
nical Report No. 13. By any measure, the standards in Technical Report No. 13 had 
an important impact upon law and policy with respect to criminal justice informa- 
tion. The standards served in large measure as a basis for the Law Enforcement 
Assistance Administration’s development of comprehensive regulations for criminal 
history record information adopted in March 1976 as 28 C.F.R. Part 20. 

The SEARCH Membership Group has not taken a position on the Attorney Gen- 
eral’s Report. However, we find it to be an exceptionally comprehensive discussion 
of meaningful issues and it asks the right questions. Most of these issues and ques- 
tions are not new to the SEARCH Membership. Our testimony today focuses on sev- 
eral concepts and strategies which would contribute significantly to an improved na- 
tional system for conducting national criminal history record checks for national se- 
curity, employment, and licensing, as well as the screening of prospective volunteers 
who have access to the young infirm or elderly. 

SEARCH has a long history of involvement with criminal record background 
checks, not only how these checks are administered by our members but also con- 
tributing to the formulation of national and state policies that guide the scope and 
use of criminal record background screening. I will mention but a few recent rel- 
evant activities. In 2005, SEARCH published the Report of the National Task Force 
on the Commercial Sale of Criminal Justice Record Information. We believe this re- 
port is the first-ever comprehensive look at the role that commercial background 
screening companies play in the collection, maintenance, sale and dissemination of 
criminal history record information for employment screening and other important 
risk management purposes. In 2006, we concluded the work of the National Task 
Force on the Criminal Backgrounding of America. The Task Force Report, as well 
as other SEARCH activities, helped to inform the Attorney General’s Report on 
Criminal History Background Checks and are referenced in the Attorney General’s 
Report. This past February SEARCH hosted an all day conference entitled Expand- 
ing Access to Criminal History Information and Improving Criminal Record 
Backgrounding which brought together and gave varied interest groups the oppor- 
tunity to further what we believe is an essential national discussion. Because this 
discussion can only move toward final resolution through congressional action, I 
commend the Chair and this committee for holding these hearings. 

THE NEED FOR CONTINUING CONGRESSIONAL LEADERSHIP AND SUPPORT 

The Attorney General’s Report and much of my testimony today will refer to the 
national system, administered by the FBI, for exchanging criminal history record in- 
formation known as the Interstate Identification Index, or III. Similarly, both the 
Attorney General’s Report and my testimony will refer to the National Crime Pre- 
vention and Privacy Compact and “Compact Council” established under the Crime 
Identification Technology Act of 1998 (PL 105-251). 

It should be noted that although today we are talking about the Interstate Identi- 
fication Index in the context of noncriminal justice purpose background checks, it 
is this same system, the III, upon which detectives depend when conducting crimi- 
nal investigations, prosecutors rely when making charging decisions, judges rely 
when passing sentences, corrections officials depend on when classif 3 dng inmates 
and it is the III that supports an array of other criminal justice system tasks. It 
is the same system that is used in part to screen prospective hazardous materials 
drivers and a host of other homeland security related applications. In short, any- 
thing that impacts the Interstate Identification Index, either positively or nega- 
tively, may effect the functioning of our state and federal criminal justice systems 
as well as the national system for conducting criminal record background checks for 
homeland security, employment, licensing and other authorized purposes. 

Ideally, any undertaking to improve the national criminal history record check 
system should build upon the existing infrastructure governed by the National 
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Crime Prevention and Privacy Compact. The Compact governs the use of the Inter- 
state Identification Index (III) System for conducting national criminal history 
record searches for noncriminal justice purposes, such as background screening for 
employment, licensing and volunteering. The States and the Federal Government 
have invested a great deal of expense and effort over a period of more than 25 years 
to implement the III system, which provided access to more than 60 million criminal 
history records as of March 2007. 

Much of the growth of the III system can be credited to the Congress’s creation 
and continuing support of the National Criminal History Improvement Program 
(NCHIP), an umbrella program that implements provisions of the Crime Identifica- 
tion Technology Act of 1998, the Brady Handgun Violence Prevention Act, the Na- 
tional Child Protection Act of 1993 and several others. Since the inception of NCHIP 
in 1995, the number of automated criminal history records held by state criminal 
record repositories and available for sharing between the States and the FBI under 
III increased by an estimated 98 percent. As of March 2007, 95 percent of the crimi- 
nal history record information in the FBI administered database was contributed by 
State and local law enforcement, courts and other local justice entities, typically 
through a State-level criminal record repository. 

We believe that the framework for discussion of how best to conduct criminal his- 
top' background checks would not today be taking place but for the Congress’s initi- 
ation and continuing support of various grant programs and especially NCHIP 
which has nurtured the extraordinary success of the cooperative partnership be- 
tween the States and the Criminal Justice Information Services Division of the FBI 
that is HI, the Interstate Identification Index. 

With the ongoing need to replace technology, enhance technology and process an 
ever growing statutorily mandated criminal background check workload, homeland 
security related workload, as well as efficiently addressing continued growth of 
criminal justice applications, we believe that NCHIP and related grant programs 
must be sustained and expanded. 

BACKGROUND CHECKS TODAY — STATE REPOSITORIES, FINGERPRINTS AND THE FBI 

As the Attorney General discusses in his report access to criminal history records 
is far from universal and constrained by such issues as who has statutory authoriza- 
tion, inconsistent costs, privacy concerns, and whether the search of a criminal 
records database is based on matching biometric identifiers (e.g., fingerprints) or 
merely names. Beyond, or perhaps supplemental to accessing official records is the 
data available for purchase from commercial information providers. It is useful to 
recognize that at both the state and national levels criminal record background 
screening relies on databases that were originally established to serve the needs of 
the criminal justice community. As previously noted, those needs remain in place 
although at the federal level and in many states it is now common to find that the 
volume of inquiries for background checks surpasses the criminal justice related vol- 
ume. 

More than 1200 state laws, often referred to as Public Law 92-544 statutes have 
been approved by the Attorney General as sufficient to provide access to the na- 
tional criminal records database as part of a background screening process. Typi- 
cally, a request for a national search for a noncriminal justice purpose authorized 
by a State statute is submitted to the State’s criminal history record repository and 
begins with a fingerprint-based search of the repository’s criminal history record 
database. Commonly, an FBI search follows if the State repository fails to identify 
the applicant as having a State record. In other instances, the applicant fingerprints 
are submitted to the FBI independent of whether an identification and record have 
surfaced at the State level. In these instances, both the State level and national 
level information is forwarded to the adjudicating entity. Either of these approaches 
provides a more comprehensive search than a search conducted by the FBI alone, 
since State databases are more complete than the centralized database of State of- 
fenders maintained by the FBI. The Attorney General’s report recognizes the impor- 
tance of the state held records and urges that under any scenario those records be 
accessed. We recommend that any improvement to conducting criminal history back- 
ground checks retain a check of the state held records. In addition to providing the 
most reliable search, the fees charged by State repositories for such searches provide 
funds that the States rely upon to support their criminal history record systems, 
which are the foundation not only for employment and licensing decisions but also 
for an array of critical criminal justice decisions such as charging, bond setting, sen- 
tencing and others. 

We would be opposed to the development of any system that fails to take advan- 
tage of state-maintained records. These records have been shown to be more com- 
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plete than those maintained by the FBI. State-maintained databases contain arrests 
that may not be included in the FBI’s files, and are more apt to include dispositions 
of arrest charges. This is the primary reason why the FBI and State officials agreed 
25 years ago to begin the phased implementation of the III system, which is de- 
signed ultimately to make State repository records available for all national search 
purposes instead of FBI records. 

FBI-held offender records continue to be the primary database used for national 
noncriminal justice search purposes. Many of the records provided as a result of 
such searches lack disposition information. In some instances, such as requests 
through the National Instant Criminal Record Background Check System (NICS), 
the burden of providing this missing disposition information falls primarily upon the 
State repositories, which do not receive compensation for this activity other than 
from their own legislatures. 

To the extent that the national system that may be authorized by the Congress 
permits additional noncriminal justice entities to bypass the State repositories and 
apply directly to the FBI or to some other national-level organization, the problem 
of missing dispositions will worsen and the burden on State repositories will in- 
crease. Any resulting loss of funds that repositories receive for conducting non- 
criminal justice background checks would seriously impede their ability to collect, 
search and forward criminal records to the FBI, resulting in the steady erosion of 
the quality of criminal records maintained by the FBI. Meanwhile, the FBI’s work- 
load would increase significantly. Sizing for the FBI’s Integrated Automated Finger- 
print Identification System was based, in part, on the well-recognized fact that two- 
thirds of arrested individuals have previous criminal histories; identification of 
these individuals at the State level would spare the FBI from having to conduct a 
repetitive search. 

For these reasons, we urge the Committee to recommend that appropriate federal 
funding be provided to compensate State repositories if they are expected to con- 
tribute services to a national check system that deprives the States of existing fees. 

A 2005 SEARCH survey of the state criminal record repositories indicated that 
the greatest obstacle to increased State participation in programs to provide na- 
tional searches for noncriminal justice purposes is the fact that current Federal law 
does not permit the repositories to make criminal history records, or parts of them, 
available to private noncriminal justice entities, such as volunteer agencies covered 
by the National Child Protection Act or non-governmental entities authorized under 
State statutes enacted pursuant to Public Law 92-544. Instead, the States must 
designate State agencies to make fitness determinations and forward them to the 
applicant noncriminal justice agencies. 

We urge the Committee to recommend that the States and the FBI be authorized, 
as an option, to make criminal history records disseminated by the FBI or accessed 
by a State from the FBI available to nongovernmental agencies, such as private em- 
ployers and agencies that deal with children, the elderly and disabled persons. We 
believe these agencies are able to make their own fitness determinations concerning 
their applicants as an alternative to State agencies that may not be familiar with 
all of the circumstances concerning applicants’ duties and the environments in 
which they will be employed or may volunteer. This recommendation is not intended 
to abrogate governmental determinations relating to regulatory responsibilities asso- 
ciated with licensing or certification for various positions. 

We recognize that some private noncriminal justice agencies may need training 
or instructions to help them interpret and understand criminal history records. We 
recommend that such agencies be required to enter into user agreements that con- 
tain such requirements as training, security and perhaps making the criminal his- 
tory records reviewed during applicant processing available to the applicants them- 
selves to help ensure that they are accurate and complete. Applicants should be 
given the opportunity to correct erroneous information and to appeal adverse deci- 
sions. We believe that this approach recognizes and is consistent with privacy pro- 
tections and consumer rights. Such agreements should also require compliance au- 
dits and provide penalties for noncompliance. 

Criminal history records vary in presentation format, content and intelligibility 
from state-to-state and between states and the FBI. “Rap Sheet” literacy can at 
times be a challenge for even those who routinely review criminal record informa- 
tion. To address this problem SEARCH, NLETS — the International Justice and Pub- 
lic Safety Sharing Network (an organization founded by the States), the Criminal 
Justice Information Services (CJIS) Division of the FBI, and the CJIS Division’s Ad- 
visory Policy Board have banded together in a Joint Task Force which has formal- 
ized the specifications for a standardized criminal history record. The FBI, Ken- 
tucky, Wisconsin and Maine have implemented the specification and other states 
are moving in this direction. Given the wide ranging benefits that would be derived 
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from national implementation, such as ease of understanding the criminal history 
record and the ability to create summary and chronologically merged information, 
we urge the committee to support funding to expand adoption of the standardized 
“Rap Sheet” through funding for programming and training. 

BACKGROUND CHECKS TODAY — NAME BASED CHECKS 

The Attorney General’s Report discusses the expansion of access to criminal his- 
tory record information. As previously noted, official State and FBI files can only 
be accessed when authorizing statutory authority is in place. These statutes typi- 
cally require the submission of fingerprints and fees which vary widely from state- 
to-state. Policy makers, based on an April 2006 SEARCH survey, in at least 25 
states make name-only searches of criminal history information available to the 
public through a website maintained by the criminal records repository in 15 states 
or the state court system in 10 states. In addition some of these states accept 
mailed-in, telephone and in-person requests. In states that offer this service it is 
common to find that the volume of name-based inquiries is ten-fold or greater than 
the number of noncriminal justice purpose fingerprint transactions. 

The National Task Force on the Commercial Sale of Criminal Justice Record In- 
formation found it difficult to quantify the number of criminal record related trans- 
actions processed industry-wide. “In addition to a few large companies there are 
hundreds, perhaps even thousands, of local and regional companies.” Further, there 
are wide differences in the number and scope of records maintained or accessed by 
companies. 

We believe that the criminal history record databases maintained by the FBI and 
the State repositories should continue to be the basis for national criminal history 
searches for noncriminal justice purposes. While some employers or volunteer orga- 
nizations may wish to conduct name-based criminal record searches from the States 
or commercial databases compiled by private vendors, we believe that the databases 
that from the basis of a national system should be based on positive identification — 
fingerprint-based identification. 

In his testimony to Congress in May 2000, former Assistant FBI Director David 
Loesch shared the results of an analysis conducted by the Bureau of the 6.9 million 
records submitted for employment and licensing purposes in Fiscal Year 1997. Ac- 
cording to Loesch, 8.7 percent or just over 600,000 of the prints produced “hits.” 
Loesch further noted that 11.7 percent of the “hits” or 70,200 civil fingerprint cards 
reflected different names than those listed in the applicants’ criminal history 
records. These individuals would have been missed entirely by name-only back- 
ground checks. This and other studies have repeatedly substantiated that back- 
ground checks based on names rather than positive identification consistently miss 
a substantial number of criminal records while erroneously associating applicants 
with criminal record information that does not relate to them. 

Criminal information databases maintained by private vendors are also not as 
complete as the official records maintained by State and Federal criminal record 
managers. Official records are populated with information from all segments of the 
criminal justice process, from arrest, trial, adjudication and correctional activity. In- 
formation in private databases is often collected from only one or two of the justice 
process components, such as courts or corrections. Further, access to records that 
are sealed or expunged from official databases is often provided in commercial data- 
bases, interfering with public policy efforts to give former offenders an opportunity 
to rebuild their lives. However, it is worthwhile to note that these databases would 
be the preferred choice in some circumstances and may also contain information not 
available in the governmentally administered records sets. For example, an em- 
ployer may be very interested in vehicle related offenses committed by applicants 
for driving positions yet this kind of information is rarely included on the “Rap 
Sheet.” 

A full discussion of the privacy protections built into the Fair Credit Reporting 
Act is not within the scope of this hearing. However, while the FCRA provides com- 
prehensive protections that are imposed on commercial providers, it should be noted 
that governmentally provided information varies significantly on the restrictions 
that are applied. For example, in the case of the courts, they are often more open 
than that available from the private sector — even when both sets of information are 
name based. 


CONCLUSION 

In our post 9/11 world we concur with the Attorney General’s Report that there 
is a need to improve access for the private sector to criminal record information. 
Better access however does not necessarily mean universal unfettered access to all 
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information for all employers and all positions. We know a great deal about recidi- 
vism rates but far less about evaluating the predictive value of a specific conviction 
over time when it comes to assessing public safety risk, integrity, or performance 
in a particular job. And after all isn’t that the purposes of the criminal record back- 
ground check? 

The Attorney General’s Report reco^izes that there must be a balance between 
appropriate access and privacy rights if we are to have an effective policy. The Re- 
port breaks some new ground in this area. While the SEARCH Membership has not 
taken a position on the privacy related recommendations in the Report the Com- 
mittee should be aware that every state has a process which affords an opportunity 
to review a record and correct inaccuracies on that record. 

We are confident that the concepts, processes and procedures described above 
would contribute significantly to a noncriminal justice background check system 
that provides the public with meiximum safety benefits while ensuring the viability 
of all justice entities that contribute criminal record data. Once again, we appreciate 
the opportunity to provide these comments, and we urge you to contact us if we can 
provide additional information concerning this vitally important matter. 

Mr. Scott. Thank you, Mr. Hawley. 

Mr. Clarke? 

TESTIMONY OF FLOYD I. CLARKE, VICE PRESIDENT FOR COR- 
PORATE COMPLIANCE, MAC ANDREWS & FORBES HOLD- 
INGS, INC., PHILADELPHIA, PA 

Mr. Clarke. Chairman Scott, Ranking Member Forbes and 
Members of the Subcommittee, thank you for the opportunity to 
testify today about the experiences of Allied Barton Security Serv- 
ices in attempting to use the criminal history database of the FBI 
to help screen applicants, as well as our views on the Attorney 
General’s June 2006 report on criminal history background checks. 

I am a member of the board of managers for Allied Barton, and 
previously I spent 30 years working at the FBI, retiring in January 
1994 after having served as the acting director of the bureau. 

Thus, I approach this issue with the benefit of the perspective of 
both the FBI and the private sector. 

Allied Barton is the largest American-owned security officer serv- 
ices company, with more than 48,000 security officers and over 100 
offices located across the United States, including Virginia, from 
which we help protect the facilities, employees and customers of 
approximately 3,300 clients. 

Private security officers provide a primary line of defense for 
much of our country, securing countless lives, tens of thousands of 
important and valuable sites from coast to coast. 

For the safety of the people at these locations and the facilities 
involved, the companies employing these officers want to do all 
that we reasonably can to ensure that the officers that we hire are 
trustworthy and not likely to commit violence or, at worst, aid or 
support terrorists. 

At a minimum, this requires that our companies have a reliable 
and timely way of learning about any serious criminal history of 
our applicants and employees. 

The Attorney General’s report concludes that comprehensive and 
reliable criminal history background checks cannot be accomplished 
without timely access to the records of the Criminal Justice Infor- 
mation Services Division of the FBI. 

And we agree, but let me explain why this is so important. With- 
out access to the Federal records, the only records available to an 
employer are those in the States and their political subdivisions. 
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where the records are typically kept at the courthouses in each of 
the countries. 

Since there is no practical way to check all 3,000 clerks of courts 
around the country for every employee, employers usually will re- 
quest a record check in the counties in which the applicant says 
they have recently lived or worked. 

This leaves the employer blind to any criminal history records in 
States for which the applicant failed to disclose contacts. 

How can we rely upon a system to weed out untrustworthy and 
dangerous applicants when the process necessarily depends upon 
the honesty and forthright nature of every applicant? 

Mr. Chairman, I want to stress that Congress and, in particular, 
this Committee is to be commended for having endeavored to ad- 
dress this problem by enacting the Private Security Officers Em- 
ployment Authorization Act in 2004 which allows Allied Barton 
and other firms to submit requests through the States to screen 
employees against the FBI’s criminal history records. 

Unfortunately, for a variety of reasons. States have generally not 
exercised this authority, and employers still cannot regularly 
screen prospective employees against the national database. 

We work closely with the State regulators and, for the most part, 
they fully and competently fulfill their State role. However, the 
States with which we work have not prioritized the next step in 
seeking an FBI records check, despite the 2004 statute permitting 
them to do so. 

In addition, several States have no background check process at 
all. Thus, without direct access to the FBI database, it is extremely 
difficult to verify applicant’s backgrounds in these States. 

It is equally important that record checks be completed in a 
timely manner. Significant delays in getting responses are unfair 
to employers and applicants and present potential security risks. 

Hiring needs are typically time-sensitive. When records are slow 
in coming in, the employer is compelled to either pass over the ap- 
plicant or to place him or her on the job pending the results of a 
State background check, leaving potentially unreliable and dan- 
gerous persons as protectors of loved ones, valuable sites and some- 
times they are there for weeks. 

To address these problems, the Attorney General’s report rec- 
ommends that private sector employers be able to screen job appli- 
cants against the FBI’s criminal history records, with the State 
serving as the primary access point for criminal background checks 
only if they can meet standards set by the Attorney General. 

The report recommends that in order to participate. States must 
meet standards specified by the Attorney General within the pa- 
rameters set by statute for the scope of access and the methods and 
time frames for providing access and responses for these checks. 

Specifically, a State or the FBI should be required to respond to 
an approved submitting agency within three business days of the 
submission of the fingerprints. 

Thus, the Attorney General recommends that access to FBI- 
maintained records should be available to employers when States 
do not opt to participate. 
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Based upon our experience, we strongly support this rec- 
ommendation and urge Congress to strengthen current law by pro- 
viding statutory authority for such access. 

In conclusion, I want to point out that our experience indicates 
that protections afforded to employees of the kind that Congress 
wisely included in the Private Security Officers Employment Au- 
thorization Act have worked well to protect the important privacy 
rights, ensure fairness of the process, and to support essential poli- 
cies to promote appropriate reentry of ex-offenders. 

These protections are consistent with the recommendations in 
the Attorney General’s report. 

I want to thank you again for the opportunity to address the 
Subcommittee today. The Attorney General’s report rightly recog- 
nized a serious homeland security issue and has provided very 
helpful recommendations to remedy that problem. 

I am confident that implementing these recommendations will 
make our Nation safer. Thank you. 

[The prepared statement of Mr. Clarke follows:] 

Prepared Statement of Floyd I. Clarke 

I. INTRODUCTION 

Chairman Scott, Ranking Member Forbes, and Members of the Subcommittee, 
thank you for the opportunity to testify today about the experience of AlliedBarton 
Security Services in attempting to use the criminal history database of the Federal 
Bureau of Investigation (FBI) to help screen applicants, as well as our views on the 
Attorney General’s June 2006 Report on Criminal History Background Checks 
(“AG’s Report”). 1 

I am the Vice President for Corporate Compliance of MacAndrews & Forbes Hold- 
ings, Inc. and a Member of the Board of Managers for AlliedBarton Security Serv- 
ices. Previously, I spent 30 years working at the Federal Bureau of Investigation, 
ending in January 1994 as Acting Director of the Bureau. Thus, I approach this 
issue with the benefit of the perspective of both the FBI and the private sector. 

AlliedBarton Security Services, headquartered in King of Prussia, Pennsylvania, 
is the largest American-owned security officer services company. Established in 
1957, AlliedBarton is a trusted leader with proven expertise in providing highly 
trained security officers to a number of markets, including manufacturing and in- 
dustrial, financial institutions, colleges and universities, commercial real estate, 
government services, healthcare, residential communities, and shopping malls and 
other retail facilities. AlliedBarton has more than 48,000 security officers and over 
100 offices located across the United States from which we help protect the facili- 
ties, employees, and customers of our approximately 3,300 clients. 

Congress, and in particular this committee, should be commended for having rec- 
ognized, in 2004, the imperative for having “professional, reliable, and responsible 
security officers for the protection of people, facilities, and institutions” and that 
these private security officers “should be thoroughly screened and trained.” ^ As part 
of the Intelligence Reform and Terrorism Prevention Act of 2004, Congress enacted 
the Private Security Officer Emplo 3 mient Authorization Act to allow Allied Barton 
and other private security officer firms to submit requests through the states to 
screen employees^ against the FBI’s criminal history records. Unfortunately, for a 
variety of reasons, states have generally not exercised this authority and private se- 
curity officer employers still cannot regularly screen prospective employees against 
the national database. 

Mr. Chairman, I know from my experience at the FBI how important it is to ob- 
tain timely criminal history record checks. In my years with AlliedBarton, I have 
seen how important it is in the private security officer context as well. My testimony 
today briefly discusses why this access is so important and how it has worked — and 
not worked — for AlliedBarton over the last two years. 


1 United States Department of Justice, The Attorney General’s Report on Criminal History 
Background Checks (June 2006). 

2P.L. 108-458, section 6402. 

^ References to “employees” in this statement should he understood to also include applicants. 
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II. RELIABLE PRIVATE SECURITY OFFICERS ARE CRUCIAL TO OUR NATION’S SECURITY 

Private security officers provide a primary line of defense for much of our country, 
securing countless lives and tens of thousands of important and valuable sites from 
coast to coast. The Intelligence Reform and Terrorism Prevention Act of 2004 (Pub. 
L. No. 108-458) found that “the threat of additional terrorist attacks requires co- 
operation between public and private sectors and demands professional, reliable, 
and responsible security officers for the protection of people, facilities, and institu- 
tions.” Noting that the private sector controls 85% of the critical infrastructure in 
the nation, the 9/11 Commission concluded that, “unless a terrorist’s target is a mili- 
tary or other secure government facility, the ‘first’ first responders will almost cer- 
tainly be civilians.”'^ 

Those civilians are likely to include private security guards, counted on as the 
prime protectors of homes (apartment buildings, dormitories, and private commu- 
nities), offices, financial institutions, factories, public sector facilities, hospitals and 
other critical elements of the infrastructure of our nation. For the safety of the peo- 
ple at these locations and the facilities involved, the companies employing these pri- 
vate security officers want to do all that we reasonably can to ensure that the offi- 
cers we hire are trustworthy and not likely to commit violence or, at worst, aid or 
support terrorists. At a minimum, this requires that our companies have a reliable 
and timely way of learning about any serious criminal history of our applicants and 
employees. 

Reliable Criminal History Checks Require Access to FBI-Maintained Records 

The Attorney General’s Report concluded that a comprehensive and reliable crimi- 
nal history background check cannot be accomplished without timely access to the 
records of the Criminal Justice Information Services Division of the Federal Bureau 
of Investigation. We agree. Let me explain why this is so important. 

Without access to federal records, the only records available to an employer are 
those in the states and their political subdivisions, where the records are typically 
kept at the courthouse in each county. Since there is no practical way to check all 
3,000 clerks of court around the country for every employee, employers usually will 
request a record check in the counties in which the applicant says they have re- 
cently lived or worked. This leaves the employer blind to any criminal history 
records in states for which the applicant failed to disclose contacts. How can employ- 
ers rely on a system to weed out untrustworthy or dangerous applicants when that 
process necessarily depends on the honesty and forthright nature of every applicant? 

There are commercial databases that aggregate criminal history information from 
multiple states but, as the AG Report found, these are not truly national in scope 
because not all states, courts, or agencies make their records available to such com- 
pilers. Moreover, these databases are only updated occasionally and, thus, may lack 
current data. These commercial databases, therefore, are not adequate substitutes 
for screening against the FBI-maintained database. 

Congress acted in 2004 to provide private security officer employers with access 
to that federal database. Unfortunately, in doing so. Congress required that the em- 
ployers always go through the state identification bureaus in order to get that ac- 
cess. In other words, we must submit the employee information to the state bureau, 
which then decides whether to forward the request to the federal level. 

We work closely with state regulators of private security officers and, for the most 
part, they fully and competently fulfill their state role. However, the states with 
which we work have not prioritized the next step of seeking an FBI records check, 
despite the 2004 statute permitting them to do so. In addition, several states have 
no background check process at all. Thus, without direct access to the FBI-main- 
tained database, AlliedBarton and other security officer employers have no way to 
verify applicants’ backgrounds in these states. 

It is equally important that record checks be completed in a timely manner. Sig- 
nificant delays in getting responses to criminal history record requests are unfair 
to employers and applicants, and present potential security risks. Hiring needs are 
typically time-sensitive, which means either passing over the applicant because the 
records are not in, or, where permitted, placing a private security officer applicant 
“on the job” pending the results of a state background check — leaving potentially 
unreliable and dangerous persons as the protectors of loved ones and valuable sites 
for weeks. 


^The National Commission on Terrorist Attacks on the United States (“9/11 Commission”), 
The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks on 
the United States, 397-98 (July 2004). 
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The Attorney General’s Report found that the processing time for states, from the 
date of the fingerprint capture to the date of submission to the FBI ranged up to 
42 days.® This is consistent with AlliedBarton’s experience over the last 2 years 
under the current statute. 

III. RECOMMENDATIONS: PROTECTING OUR NATION 

To address these problems, the AG’s Report recommends that private sector em- 
ployers be able to screen job applicants against the FBI’s criminal history records, 
with the states serving as employers’ primary access point for criminal background 
checks only if they can meet standards set by the Attorney General. The Report rec- 
ommends, “In order to participate, states must meet standards specified by the At- 
torney General, within parameters set by statute, for the scope of access and the 
methods and time frames for providing access and responses for these checks.”® 
Specifically, the Attorney General concluded, “A participating state or the FBI 
should be required to respond to an enrolled employer, entity, or consumer reporting 
agency within three business days of the submission of the fingerprints.”'^ 

Importantly, this means that an employer in a state that cannot, or chooses not 
to, provide timely background check results that incorporate both state and FBI 
data should be able to make direct requests to the Fill, through an entity des- 
ignated by the Attorney General, for criminal history records. The Attorney Gen- 
eral’s Report stated it this way: “Access to FBI-maintained criminal history records 
should be available to employers when states do not opt to participate, either be- 
cause they lack the authority, the resources, or infrastructure (such as system ca- 
pacity) to process such checks, or because the access they can offer is limited in 
scope or does not meet the national standards set for this system.” ® 

Based on our experience, we strongly support this recommendation and urge Con- 
gress to strengthen current law by providing statutory authority for such access. 

There are sound reasons for employers seeking comprehensive criminal histories 
to also check state repositories. The Attorney General’s Report noted that the “ra- 
tionale for requiring the submission of fingerprints through a state record repository 
is based on the fact that the FBI-maintained records are not as complete as the 
records maintained at the state level.”® The FBI’s records also have more limited 
information regarding disposition of arrests, with only 50 percent of its arrest 
records containing final dispositions, compared to the states that range from 70 to 
80 percent. 1® Thus, even if employers are permitted to submit requests without first 
going through the state, they are likely to use the federal response as an indicator 
of which states contain records regarding the employee, and then they will check 
the records in those states. This process, however, will avoid the delays involved in 
having to go through the states just to get the FBI response. 

Guaranteeing Employee Protections 

AlliedBarton’s experience indicates that the protections afforded to employees that 
Congress wisely included in the Private Security Officer Employment Authorization 
Act have worked well to protect important privacy rights, ensure the fairness of the 
process, and support essential policies to promote appropriate re-entry of ex-offend- 
ers. These protections are consistent with the recommendations in the Attorney 
General’s Report and include: 

• Written, informed consent of the employee 

• The opportunity for the employee to review the information received 

• Specific quahf 3 dng crimes, where states do not have their own standards 

• Criminal penalties for misuse of the criminal history information 

IV. CONCLUSION 

In conclusion, I want to thank you again for the opportunity to address the Sub- 
committee today. The Attorney General’s Report rightly recognized a serious home- 
land security issue, and has provided very helpful recommendations to remedy that 
problem. I’m confident that implementing these recommendations as applied to the 
private security industry — specifically by insuring employers’ timely access to FBI 
criminal records while preserving employee rights — will make our nation safer. 


s/d at 22. 
s/d at 87. 
’’Id at 94. 
s/d at 88. 
9/d at 27. 
10 Id. 
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Mr. Scott. Thank you. 

Mr. Davis? 

TESTIMONY OF ROBERT F. DAVIS, INTERNATIONAL VICE 

PRESIDENT AND NATIONAL LEGISLATIVE DIRECTOR, 

TRANSPORTATION COMMUNICATIONS INTERNATIONAL 

UNION, ROCKVILLE, MD 

Mr. Davis. Chairman Scott, Ranking Member Forhes and Mem- 
bers of the Committee, thank you for the opportunity to speak to 
you today on the subject of criminal background checks for employ- 
ees of railroad contractors. 

My name is Robert Davis, and I am an international vice presi- 
dent and the national legislative director of the Transportation 
Communications Union, commonly known as TCU. 

TCU is a labor organization representing employees, most of 
whom are employed in the railroad and related industries, includ- 
ing employees of contractors providing service to the railroads. 

Let me emphasize at the start that there is nothing more impor- 
tant to our union than the safety and security of our members. We 
acknowledge that some control over access to railroad property is 
an important component of assuring their safety. 

Consistent with legitimate security concerns, we must also pro- 
tect employees subject to background checks from arbitrary loss of 
employment by providing them with fundamental procedural pro- 
tections. This is one of the most important aspects in assuring ac- 
curacy in criminal background checks. 

During 2006, each of the four major Class I railroads, including 
the Burlington Northern Santa Fe (NSF) implemented a program 
requiring its contractors to use the services of e-RAILSAFE to con- 
duct background checks, including the criminal background, of 
their employees. 

The railroads advised their contractors that this program was 
adopted to meet “government security recommendations, directives 
and regulations.” There are, however, no such government require- 
ments. 

While this background check program raises serious questions of 
equity, our current labor laws do not afford a meaningful avenue 
for redress. As an example. Transportation Communications Inter- 
national Union (TCU) has, for many years, represented employees 
of Pacific Rail Services employed in Seattle, Washington. PacRail 
provides the labor to load and unload freight at an intermodal yard 
owned by the BNSF. 

This yard is adjacent to a port facility where freight is routinely 
transferred between BNSF and ocean-going vessels. In the fall of 
2006, BNSF advised PacRail that its employees would be required 
to participate in the e-RAILSAFE background check program. 

PacRail employees were required to sign a waiver authorizing e- 
RAILSAFE to obtain consumer reports, including any reports pro- 
viding information on the employees’ “character and general rep- 
utation.” 

No explanation was offered to the employees or TCU as to which 
criminal offenses would disqualify them from entering BNSF prop- 
erty. No explanation was offered as to what mitigating factors, if 
any, would be considered. 



65 


While there is an appeal process, that process is totally con- 
trolled by BNSF, with no redress before a true neutral. BNSF has 
refused to respond to requests from TCU and PacRail for informa- 
tion about this program. 

As a result of this background check program in Seattle, two em- 
ployees lost several weeks of employment, and one has perma- 
nently lost employment. 

While these employees had criminal records, PacRail was well 
aware of this fact from the time they were hired. Each of these em- 
ployees had worked for PacRail for several years without incident, 
and absent BNSF’s demands, PacRail would have taken no discipli- 
nary action against them. 

To summarize, employees who honestly reveal their criminal 
records at the time of hiring, after years of an unblemished work 
records, have been barred from entering their work site because of 
their criminal records, which were previously known by their em- 
ployer. 

While these actions were supposedly taken in the name of secu- 
rity, no explanation was offered as to how these employees are se- 
curity risks. 

The so-called appeal process controlled by the BNSF has refused 
to give information to the contractor or the affected employees. 

While BNSF designed and imposed the background check pro- 
gram, it was not obligated to bargain or arbitrate with TCU about 
this program, since TCU’s collective bargaining relationship for the 
involved employees is with PacRail, not BNSF. 

TCU has filed a grievance over the implementation of this pro- 
gram with PacRail. PacRail has defended its actions by maintain- 
ing that it had no choice but to put this program into effect at the 
insistence of BNSF. 

BNSF, not PacRail, barred these employees. This matter is cur- 
rently pending arbitration. We will soon learn the outcome. 

But even assuming that the arbitrator finds PacRail violated its 
collective bargaining agreement, he will be unable to provide the 
employee who has been permanently barred from his workplace 
with the traditional remedy of reinstatement. 

Traditional collective bargaining and arbitration have proven to- 
tally ineffective. Since the tools the law currently provides employ- 
ees and their unions are not up to this task, we have turned to 
Congress to deal with this issue. 

The port security Transportation Workers Identification Creden- 
tial (TWIC) program mandates a robust appeal and waiver process 
with the right to redress before an administrative law judge. 

We want to add our voices to those supporting H.R. 1401, the 
“Rail and Public Transportation Security Act of 2007.” 

This bill provides for a waiver process much like the TWIC pro- 
gram so that affected employees can demonstrate, through rehabili- 
tation or other factors, that he is not a security risk. It provides 
a meaningful appeal process and, most importantly, a meaningful 
redress process. 

Significantly, these procedures bind the rail carriers and their 
contractors and therefore provide the basis for relief. 

Again, thank you for this opportunity to testify, and I will be 
happy to answer any questions the Committee has. 
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[The prepared statement of Mr. Davis follows:] 

Prepared Statement of Robert F. Davis 

Chairman Scott, Ranking Member Forbes and members of the Committee, thank 
you for the opportunity to speak before you this day on the subject of efficiency and 
accuracy in criminal background checks for employees of railroad contractors. My 
name is Robert Davis, and I am an International Vice President and National Legis- 
lative Director of the Transportation«Communications International Union, an affil- 
iate of the International Association of Machinists, referred to as TCU. 

TCU is a labor organization representing approximately 45,000 active employees, 
most of whom are employed in the railroad and related industries. TCU represents 
employees employed in the clerical, carman and supervisor crafts and classes em- 
ployed by each of the nation’s Class I railroads, Amtrak, and various commuter au- 
thorities. In addition, TCU represents the employees of some of the contractors pro- 
viding service to the Class I railroads. 

Let me emphasize at the start that there is nothing more important to our union 
than the safety and security of our members. We accept that some control over ac- 
cess to railroad property is an important component of assuring their safety. Con- 
sistent with legitimate security concerns, we can, and we should, also protect em- 
ployees subject to background checks from arbitrary loss of employment, providing 
them with fundamental procedural protections. This is one of the most important 
aspects in assuring accuracy in criminal background checks. 

During 2006 each of the four major Class I carriers — Union Pacific Railroad (UP), 
Burlington Northern Santa Fe Railroad (BNSF), CSXT and Norfolk Southern Rail- 
road (NS) — implemented a program requiring its contractors to use the services of 
e-RAILSAFE to conduct background checks, including the criminal background, of 
their employees. ^ Each of these carriers advised their contractors that this program 
was adopted to meet “government security recommendations, directives, and regula- 
tions.” As acknowledged by the President of the Association of American Railroads, 
and a representative of the Department of Homeland Security, in their testimony 
before the Subcommittee on Transportation Security and Infrastructure on February 
16, 2007, this claim was erroneous.^ There are no requirements for employee crimi- 
nal background checks for railroad contractors. As I will demonstrate, where such 
background checks are required, unlike the railroads’ program, federal law affords 
important protections to affected employees. 

The implementation of this background check program raises serious questions of 
equity. Even where there is a collective bargaining relationship with a contractor, 
our current labor laws do not afford a meaningful avenue for redress. In order to 
make this point, I will now describe in some detail how this program impacted the 
employees of Pacific Rail Services, referred to as PacRail, who are represented by 
TCU. 

TCU has for many years represented PacRail’s employees employed in Seattle, 
Washington. PacRail provides the labor to load and unload freight at a rail yard 
owned by the BNSF. This yard is adjacent to a port facility where freight is rou- 
tinely transferred between BNSF and ocean-going vessels. PacRail’s employees work 
in close proximity to longshoremen responsible for the loading and unloading of 
cargo. The BNSF facility in Seattle is commonly referred to as an intermodal yard. 
The facility provides a critical link between rail, ship and truck modes of transpor- 
tation. 

In the fall of 2006 BNSF advised PacRail that its employees would be required 
to participate in the e-RAILSAFE background screening program. As a result 
PacRail’s employees were required to sign a waiver authorizing e-RAILSAFE to ob- 
tain consumer reports including any reports providing information on the employees’ 
“character and general reputation.” No explanation was initially offered to PacRail’s 
employees or their union as to the need for such a broad waiver, though, in response 
to subsequent inquiries, TCU was advised by PacRail that the broad waiver was 
needed to assure the accuracy of the criminal background check. No further expla- 
nation was given. No explanation was offered to employees or TCU as to which 
criminal offenses would disqualify them from entering BNSF property. No expla- 


1 As a result of this program, several employees of a UP contractor were denied access to their 
work site in the Chicago area because they had failed this background check. The affected em- 
ployees are represented by the Teamsters, and a representative of that organization also testi- 
fied at hearings held February 16, 2007, by the Transportation Security and Infrastructure Sub- 
committee. 

2 We thank Chairman Conyers for his interest in this issue and his attendance at that hear- 
ing. 
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nation was offered as to what mitigating factors, if any, were to be considered. 
While there is an appeal process, that process is totally controlled by BNSF, with 
no redress in front of a true neutral. 

As a result of this background check, two employees lost several weeks of employ- 
ment, and one has permanently lost employment. While these employees had crimi- 
nal records, PacRail was well aware of this fact from the time they were hired. Each 
of these employees had worked for PacRail for several years without incident, and 
absent BNSF’s demands, PacRail would have taken no disciplinary action against 
them. 

BNSF imposed the requirement that PacRail employees undergo criminal back- 
ground checks, designed the process for the background check, dictated the scope 
of the employee waiver, selected the company that conducted the background check, 
and designed the appeal process, which it controlled. Though BNSF maintains that 
it is responsible only for barring affected contractor employees from their property, 
and not for their termination of employment, the effect of the system is to deny 
PacRail employees an opportunity to work. Though BNSF designed, imposed and 
controlled the background check procedures, it was not obligated to bargain or arbi- 
trate with TCU about that program, since TCU’s collective bargaining relationship 
for the involved employees is with PacRail, not BNSF. 

Under the National Labor Relations Act, PacRail is obligated to bargain over this 
program with TCU, but since it was not the moving party, there was no basis to 
engage in meaningful bargaining with the party responsible for their program. TCU 
filed unfair labor practice charges against PacRail for failing to bargain over this 
background check program, but investigation of these charges has been deferred 
pending arbitration. Further, PacRail was so uninvolved with the program that it 
was unable to respond to TCU’s information requests, nor was it able to get BNSF 
to do so. BNSF also declined to respond to TCU’s direct requests to it for informa- 
tion about this program. 

To summarize, employees who honestly revealed their criminal records at the 
time of hiring, after years of an unblemished work record, have been barred from 
entering their work site because of their criminal records about which their em- 
ployer was well aware. While these actions were supposedly taken in the name of 
security, no explanation was offered as to how these employees are security risks. 
While there is an appeal process, it is controlled by the railroad, and BNSF has re- 
fused to provide its contractor, the affected employees, or their union the most basic 
information about this process. It is hard to believe this situation is happening in 
America. And to make it even worse, this entire mess has been justified by the rail- 
roads as stemming from their compliance with non-existent requirements from the 
Department of Homeland Security. 

TCU has filed a grievance over the implementation of this program with PacRail. 
PacRail has defended its actions by maintaining that it had no choice but to put 
this program into effect at the insistence of BNSF and that BNSF, not it, barred 
employees from going to work. This matter is pending arbitration, and we will soon 
learn whether the arbitrator accepts this defense. But even assuming the arbitrator 
finds that PacRail violated its collective bargaining agreement with TCU, he will be 
unable to provide the employee who has been permanently barred from his work 
place with the traditional remedy of reinstatement. Since BNSF is not party to the 
collective bargaining agreement, it will not be bound by the arbitrator’s decision, 
and the arbitrator has no means to require BNSF to permit the employee onto its 
property. 

Traditional collective bargaining, negotiations, information requests, grievances, 
and arbitration have proven totally ineffective to deal with this issue. Since the tools 
the law currently provides employees and their unions are not up to the task, we 
have turned to Congress to deal with this issue. We believe at a minimum that sim- 
ple fairness and traditional concepts of fundamental due process require that (1) a 
time period be established for considering felony convictions; (2) a background check 
procedure be transparent — the list of disqualif 3 dng felonies be clearly articulated for 
all interested parties; (3) there be a nexus between the involved felonies and home- 
land security — rail contractor employees should be subjected to no greater scrutiny 
than Congress has imposed on port employees; (4) mitigating factors such as the 
facts surrounding the conviction and rehabilitation should be considered; and (5) 
there be a meaningful appeal process where a disqualifying decision could relatively 
promptly be reviewed by a true neutral. 

The Transportation Worker Identification Credential (TWIC) program called for 
in the Port Security Act of 2006 already provides these protections to longshoremen 
and truck drivers carrying hazardous materials. PacRail employees work closely 
with both. The TWIC program was passed with bipartisan support in Congress and 
signed into law by President Bush. 
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The TWIC program calls for a robust appeal and waiver process with the right 
to redress before an Administrative Law Judge. The TWIC program lists specific 
crimes by statute for which an employee could be disqualified and provides that 
such crimes must have direct nexus to “terrorist and security risk.” The railroads’ 
original appeal process, as well as recently revised procedure, contains none of the 
protections of the TWiC program. 

Fortunately Congress is in the process of addressing this problem. We want to add 
our voices to those supporting the Perlmutter Amendment to the Public Transpor- 
tation Act, Section 120 of H.R. 1401. We thank Congresswoman Jackson Lee for 
being a co-sponsor of that amendment. That amendment provides for a waiver proc- 
ess in which the affected employees can demonstrate that through rehabilitation or 
other factors he is not a security risk, a meaningful appeal process, and, most im- 
portantly, a meaningful redress process. Significantly, these procedures bind the rail 
carriers and their contractors and, therefore, provide the basis for relief. We believe 
that fundamental fairness warrants support of this bill, which we understand has 
been passed by the House. A companion bill has been passed by the Senate, and 
the two bills are heading to conference committee. We are hopeful that the con- 
ference committee report will retain the protections described above and that a bill 
will soon be on its way to President Bush. 

Thank you again for this opportunity to testify. 

Mr. Scott. Thank you, Mr. Davis. 

We have heen joined by the gentleman from Georgia, Mr. John- 
son. 

We will now ask questions. We will be subject to the 5-minute 
rule. And I will recognize myself first for questions. 

First, Mr. Davis, are workers still being denied employment be- 
cause of the background checks? 

Mr. Davis. Yes, sir, they are. The two that I indicated that were 
suspended for quite some time — they, in fact, are back. The other 
individual is still barred from the property, as the B.N. says. And 
there is also a similar situation in Chicago 

Mr. Scott. Well, is it clear that the Federal Government is not 
requiring that result? 

Mr. Davis. Yes, it is clear that they are not requiring that result. 

Mr. Scott. Okay. 

Mr. Davis. That was so stipulated, as a matter of fact, in a hear- 
ing before the Homeland Security Committee by the president of 
the AAR, Mr. Hamburger. 

Mr. Scott. Okay. 

Does anybody think that it is appropriate to release to employers 
records of arrests as part of the record? 

No one feels that way? Okay. 

Ms. Dietrich, should the employer have the right to use its own 
judgment to decide what record would disqualify somebody from a 
job? 

Ms. Dietrich. I suppose it depends how they exercise that judg- 
ment. I certainly would agree 

Mr. Scott. Well, not whether they are exercising good judgment 
or bad judgment, but should that be the right of the employer? 

Ms. Dietrich. It depends what industry we are talking about. I 
understand that there are some industries in which Congress and 
the State legislatures will mandate certain background criteria, 
and I — where there are particularly vulnerable populations at risk. 
And that is sort of taken away from them there. 

In other cases, I think there should be at least a recognition that 
across-the-board bars of people with records should not be per- 
mitted to happen. 
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Mr. Scott. You are not talking about it is bad judgment. You 
said it should be illegal? 

Ms. Dietrich. Yes. 

Mr. Scott. If an employer has a choice of someone with a record 
and someone without a record, should they not be able to discrimi- 
nate in favor of the one without a record? 

Ms. Dietrich. Not under Title VII, sir. There is a requirement 
that they use a business necessity in order to simply disqualify peo- 
ple whose records don’t allow them to satisfy their hiring needs. 

Mr. Scott. Is that under Title VII? 

Ms. Dietrich. Yes. 

Mr. Scott. That would require a disproportionate — disparate im- 
pact. 

Ms. Dietrich. That is correct. Now, some States also have laws 
that prohibit people from being rejected unless there is a relation- 
ship between the job and the record. 

So for instance, in Pennsylvania, we have such a law, but still 
there is obviously a lot of wiggle room that the employers have 
under that law because, as I described, many Pennsylvanians are 
losing jobs for records that are not related to the job they applied 
for. 

Mr. Scott. Now, you mentioned the background screening — that 
we have laws involving background screening, like you have fair 
credit reporting laws. Are there any sanctions if the records are 
being released with significant inaccurate information? 

Ms. Dietrich. Under the Fair Credit Reporting Act, there is a 
requirement that background checkers use maximum reasonable 
efforts to get the information correct. But the sanctions there, of 
course, are either that the FTC has to enforce that, or that there 
be a private lawsuit. 

And so far, there are only a dozen, fewer than a dozen, cases that 
have been brought against the background screening industry for 
violations of that law. 

Mr. Scott. Is there any statute of limitations, Ms. Dietrich, 
about how long something ought to stay on your record? 

Ms. Dietrich. I would argue that it is 

Mr. Scott. With credit, you can’t include stuff that is very old, 
is that right? 

Ms. Dietrich. That is correct. For arrest information, FCRA — 
Fair Credit Reporting Act — limits it to 7 years. However, in 1998 
Congress eliminated the 7-year restriction for convictions. 

It used to be there was a 7-year limitation that background 
checkers could report convictions, but Congress eliminated that and 
made it an open-ended amount of time. 

Mr. Scott. Now, where is the prohibition against — if you get a 
record, it would not include any arrests more than 7 years old? 

Ms. Dietrich. Yes, that is part of the more general obsolete in- 
formation provisions of the Fair Credit Reporting Act. 

Mr. Scott. What about record checks? Is that under the Fair 
Credit Reporting Act? 

Ms. Dietrich. Yes. Yes, if they are being done by background 
check companies. If a public source of information is used by an 
employer — let’s say somebody goes to the Pennsylvania State Police 
or to the Philadelphia courts — the Fair Credit Reporting Act does 
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not apply there. But it does apply to the background check compa- 
nies. 

Mr. Scott. So if someone went and got direct access to the FBI 
report, it would include all arrests and all convictions as far back 
as you can go. 

Ms. Dietrich. As far as I know, unless different standards were 
laid out by Congress. 

Mr. Scott. Mr. Campbell, is there any — is that right? 

Mr. Campbell. Well, our recommendations don’t recommend that 
the raw rap sheet be provided to the employer if this kind of ex- 
panded access is allowed. 

We do a number of — we make a number of recommendations in 
that regard. First, we say that there be an effort to find missing 
dispositions, and that the repositories be given up to 3 business 
days to find those dispositions if there are arrests that don’t have 
them. 

We also suggest that we screen the records in accordance with 
State and Federal consumer reporting laws and any other State 
laws that might restrict the use of criminal history information by 
employers, so we respect the policies underlying those laws. 

We also indicate that the records should be designated as a fel- 
ony, a misdemeanor, or some lesser offense, something which 
doesn’t happen in the raw rap sheets now. 

We also recommend that rap sheets be standardized so that they 
are more easily comprehensible by non-criminal justice users. 

We also recommend that in order to get access to these kind of 
records, employers be certified in reading and interpreting criminal 
records before they can even get access, that they have some kind 
of training in reading and interpreting records, and that a Web site 
and toll-free assistance number be provided so that employers can 
get assistance if they need it in interpreting the records. 

So I think there is a series of — to the extent that we expand this 
to the private sector, we have recommended that not just the raw 
FBI rap sheet, which is used by criminal justice agencies, be dis- 
seminated, but rather a series of steps be done to screen them and 
make them more usable. 

Mr. Scott. Thank you. 

Mr. Forbes? 

Mr. Forbes. Thank you, Mr. Chairman. 

And thank all of you again for being here and for your expertise. 

Ms. Dietrich and Mr. Clarke, I would like to ask your impres- 
sions on something that is just a dilemma to me. I don’t know the 
answer to this. 

But over and over again, on some of the hearings that we have 
come before us, we pound on employers because we say that they 
are hiring people here illegally and they are not checking those 
people to see whether or not they should be in the country and 
whether they have their documentation. 

And the reason we hear is because we need so many positions 
filled for jobs. And I know that is what employers are telling me 
over and over again, “We have all these jobs that we need.” 

Then we have a hearing like this that we come in and say, “All 
these employers are fighting to keep people and not hire people be- 
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cause they are finding anything they can on their records to keep 
from hiring them.” 

And I know that is true. I am not disagreeing with that. But the 
question I have is what is the motivation for these employers. Do 
we also need to look at some of our tort liahility laws? 

Because I know, Mr. Clarke, in your situation, you are saying we 
need people — we are dealing in the security industry, and we want 
people that we can market and people feel safe. 

And, Ms. Dietrich, I am hearing over and over again from em- 
ployers, “The reason we do this is because if we slip up one time, 
we are going to just get nailed, and it is not whether we lose the 
suit or not, it is the cost of litigation over and over again because 
somebody is going to say we didn’t check out everything we 
should.” 

What is your response, both of you, to the tort situation that our 
employers are in? 

Ms. Dietrich. I couldn’t agree more. I think it is necessary to 
take a look at the extent to which employers are put sometimes in 
a Catch-22. 

I, frankly, think that often that is sort of oversold as a reason 
for doing this, because there are, I think — and part of it is tort li- 
ability. That is a concern. Part of it is that everybody is doing it, 
and somehow you are not conducting your human resources cor- 
rectly if you are not doing it. 

But tort liability, if those laws were addressed, would certainly 
help people with records get jobs. 

Mr. Forbes. Mr. Clarke? 

Mr. Clarke. I don’t think that tort liability motivates us. 

Mr. Forbes. No, but other employers. 

Mr. Clarke. I don’t know how to answer that specifically, but 
ours is mainly to be sure that we know that we are not putting 
people into a job that they are supposed to be providing security 
when, in fact, they represent a high security risk. 

We just need to be sure — and especially when you consider that 
85 percent of this country’s critical infrastructure is owned by the 
private sector, and our society is depending upon the private sector 
to provide adequate security for those industries. 

Mr. Forbes. Mr. Campbell, if we adopt the recommendations of 
the A.G.’s 2006 report, and we basically are kind of opening some 
floodgates for requests to the FBI, would this inhibit in any way 
the FBI’s primary mission of servicing the criminal justice commu- 
nity? 

Mr. Campbell. Well, one of the main conditions that we think 
needs to be included is the authority of the Attorney General to 
scale the system and only grant access to priority employers as the 
system can handle the demand, without interfering with the law 
enforcement and national security uses of the system. 

So there is excess capacity to a certain extent now. We also know 
that there are many national security type uses that will be coming 
down the road that will increase demand on the system. 

So obviously, this can only be expanded as the system allows for 
its use beyond those primary uses of the system. 

Mr. Forbes. The A.G.’s report recommends authorizing dissemi- 
nation of the records to the employer or consumer reporting agency 
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acting on the employer’s behalf, but it is limited by several sug- 
gested rules, including ensuring accurate reports. 

Would the FBI be responsible for ensuring that accuracy? And 
wouldn’t that really require the FBI to obtain literally thousands 
of unreported dispositions? And basically, can the FBI comply with 
all these requirements? 

Mr. Campbell. Well, I think the idea behind the report is that 
we recognize the problems posed by missing dispositions when the 
records go out to private employers and suggest that the FBI and 
the repositories do seek to complete those dispositions. 

It will cost more money. Obviously, that effort will take addi- 
tional resources and will have to be added to any fee that is 
charged to the user in getting the information. 

The other thing we recommend in that regard — and this goes be- 
yond the FCRA — is that the individual be provided an opportunity 
to see their record before they apply for the position so they can 
correct it before they apply; also, that they see it before it goes to 
the employer so if they see an inaccuracy there, they have a chance 
to correct it before the cat is out of the bag, so to speak, and they 
can correct the record, as well as before adverse action. 

So we recommend a number of things that would help to protect 
an individual seeking dispositions and giving them the opportunity 
to review and challenge through an automated and streamlined ap- 
peal process. 

Mr. Forbes. And thank you all. We appreciate your work in this 
area. We know it is a very important area. 

And I yield back, Mr. Chairman. 

Mr. Scott. The gentleman from Georgia? 

Mr. Johnson. Thank you. 

Mr. Davis, you alluded to a situation involving the railroad work- 
ers in Chicago. Would you update us on that situation? 

Mr. Davis. Well, I just have passing knowledge of it, but I will 
tell you what I do know about it. First of all, the same as the situa- 
tion in Seattle. 

These employees worked for a contractor, not directly for the rail- 
road, and they were dismissed under the same type of circumstance 
that I described in Seattle, that the e-RAILSAFE criminal back- 
ground check revealed something or other that the railroad in Chi- 
cago that employs the contractor didn’t like and so they “barred 
them from the property.” 

I am not sure at this point where that matter stands as far as 
either legally or through an arbitration procedure or anything, be- 
cause it involves a different union from mine. 

Mr. Johnson. All right. How many railroad workers, if you 
know, throughout the country have been harmed by criminal back- 
ground record checks? 

Mr. Davis. Well, I can only speak to the ones that I know di- 
rectly about — would be, as of this time, keeping in mind that this 
program only went into effect last year, the three that were in Se- 
attle — and I am not exactly sure of the number in Chicago. I have 
seen numbers around 30 or a little more there. 

And there were a couple of other individuals that I am aware of, 
again in Chicago, a different contractor, a different company, early 
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on, I would say maybe April of last year, but — those are the only 
ones I have direct knowledge of. 

Obviously, we would only know about it if, in fact, one, the em- 
ployees were represented by us or perhaps by some other union. If 
they worked for a contractor that is non-union then, you know, I 
wouldn’t know about those. 

Mr. Johnson. All right. Thank you. 

Mr. Campbell, in the Attorney General’s report to Congress, you 
wrote about the problem that FBI rap sheets are often incomplete. 

Can you explain how the FBI addresses this incompleteness 
problem in order to ensure that information is complete for pur- 
poses of conducting Federal gun checks? 

Mr. Campbell. Well, the Brady Act provides 3 business days in 
which the National Instant Criminal Background Check System 
can respond to a gun dealer on whether a prospective buyer is pro- 
hibited from possessing or receiving a firearm. 

And using those 3 business days, the NICS and the point of con- 
tact States that conduct background checks before purchases of 
guns in those States seek missing dispositions and other informa- 
tion that might reflect on the person’s ability to purchase a fire- 
arm. 

So for example, if there is an arrest for a felony but there is no 
disposition, NICS personnel make efforts to obtain that disposition 
within 3 business days. 

If at the end of 3 business days the disposition is not found, the 
dealer is advised that the sale may proceed — or actually, they say 
the sale is delayed, but they can — under the Brady law they can 
transfer the firearm after 3 business days. 

NICS continues the search for the missing disposition for 20 days 
after the initial call. 

Mr. Johnson. I see. And then if something is found within that 
20 days, then — what happens? 

Mr. Campbell. They would contact the gun dealer to advise 
them, for example, if they find that the person was convicted of the 
felony and is, in fact, disqualified, they advise the gun dealer that 
they are changing the response to denied. 

And if the gun has been transferred, they refer that case to the 
ATF for retrieval of the firearm. 

Mr. Johnson. I see. And approximately how many times per 
year does that happen? 

Mr. Campbell. I would have to get back to you to give you exact 
numbers. 

Mr. Johnson. Well, approximately. 

Mr. Campbell. There are many thousands of cases where miss- 
ing dispositions are not obtained within the 3 business days every 
year. I believe that is the case. 

Mr. Johnson. Well, from the standpoint of the weapon has then 
been transferred during that 20-day period, and the agency has to 
then get back with the dealer to let them know that the certifi- 
cation, if you will, has been rescinded, approximately how many 
times does that happen per year? 

Mr. Campbell. I think there are several reports that the FBI has 
put out that cite those numbers. I think they are in the range of 
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3,000 to 5,000 per year. I would have to look to give you exact 
numbers. 

But I think that is the number of cases where they find a dis- 
position that shows the person was prohibited and they find out 
from the gun dealer that the gun was transferred, and then they 
refer the case to ATF. 

Mr. Johnson. And then do you have any idea as to how many — 
on how many occasions does the ATF actually retrieve weapons 
from persons whom the authorization has been revoked? 

Mr. Campbell. I don’t have those numbers with me, but I am 
sure the ATF can help us get those numbers to you. Congressman. 

Mr. Johnson. All right. Thank you. 

I will yield back. 

Mr. Scott. Thank you. 

And in order of appearance, the gentleman from North Carolina, 
Mr. Coble? 

Mr. Coble. Thank you, Mr. Chairman. 

Ms. Dietrich, employers who seek broad criminal history reports 
and do not have access to the FBI database — how do they get the 
reports? 

Ms. Dietrich. They can get them from a number of different 
sources. They can try to get them themselves from, say. State po- 
lice, central repositories. They can send a runner over to the court- 
house to look at the court records. Or they can buy something from 
a commercial vendor. 

Commercial vendors have different access, depending on what 
their situation is, so they may have their own databases that they 
have created from purchasing information from those other 
sources. They may send runners to the courthouses. 

They probably are searching in places where the person has lived 
in order to see whether they have a record there. 

Mr. Coble. And generally, is this reliable? 

Ms. Dietrich. Well, there are even problems with public records, 
to be quite honest. 

Mr. Coble. Yes. 

Ms. Dietrich. A lot of my work has to do with fixing public 
records that are incorrect as well. 

But often, in the translation, when you have somebody else run- 
ning out to get the record for you, that is another level of evalua- 
tion of the information where they may or may not get it right. 

So in fact, in my practice, inaccurate records have become one of 
the growing issues that I have had to work on. 

Mr. Coble. Thank you. 

Mr. Hawley, if you will, elaborate a little more in detail about 
the Compact Council and the role of other organizations that are 
important contributors to the criminal history record information 
policy. 

Mr. Hawley. All right. The Compact Council, as I indicated in 
my remarks, was established to govern over the use of these 
records. State records and the FBI records, for a non-criminal jus- 
tice purpose. 

It established a council that has 15 members. Of those members, 
11 are State repository folks who are responsible for administering 
these records back in the States. 
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One of the things that they have done is to recognize the impor- 
tance of getting these records in a timely fashion. Their own record 
is suggesting that these records must he returned consistent with 
the turnaround time that is used for the NIGS system. 

In addition to that, other entities that are involved include orga- 
nizations like Global, which is an advisory group. 

And the reason that is important — there has heen a lot of talk 
today about reading the rap sheet or understanding the criminal 
history record. 

And as I mentioned in my remarks, an awful lot of work has 
been done in that area to standardize on that. That would go a 
long way to enabling us to train and educate people to interpret 
those records. 

Global is an organization that works on that standardization. 
The FBI CJIS division has been involved for many years in stand- 
ardizing that rap sheet along with the States. 

And all of those efforts are essential to us moving this forward 
in a positive way. 

Mr. Coble. I thank you, sir. 

Mr. Davis, in the PacRail example that you gave, do you know 
how BNSF obtained the criminal history records, since I am told 
that there are no requirements for criminal history background 
checks regarding railroad contractors? 

Mr. Davis. No, sir. Directly, I can’t tell you that. All I can tell 
you is that together with the other major railroads in this country, 
BNSF retained — some people have said created — this e-RAILSAFE 
company. 

They obtained the records. How they did it or where they got 
them, they won’t tell us. They don’t answer our questions — they 
meaning the BNSF. 

Mr. Coble. But am I accurate when I say that there are no re- 
quirements — 

Mr. Davis. No, there are no requirements for the kind of work 
that these individuals do. There are requirements relative to 
hazmat and certain situations involving customs and things like 
that, but not in this particular area of work that we are talking 
about. 

Mr. Coble. I thank you. 

Thank you all for being with us. 

Mr. Chairman, I thank you and I yield back. 

Mr. Scott. Thank you, Mr. Coble. 

Ms. Jackson Lee? 

Ms. Jackson Lee. Thank you very much, Mr. Chairman. Thank 
you for this hearing. 

And I thank the witnesses and apologize that we are holding, in- 
terestingly enough, another hearing on immigration, and some of 
the issues really overlap. 

Let me just, as a brief backdrop, indicate that I think we are all 
committed to this important question of security, but, more impor- 
tantly, to have accurate information and to protect the workplaces. 

I am reminded of the week that we have experienced. This was 
not a worker, but this was a student — and had an unfortunate epi- 
sode in their background. It was not a criminal history, but it cer- 
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tainly had to do with a mental instability. And the question is no- 
tice to people that they were associated with. 

Recently in Houston, at NASA, someone created havoc on the 
basis of a mental condition, not criminal. But we certainly would 
have wanted to have the information to be able, possibly, to protect 
the environment. 

I want to thank Mr. Johnson for asking the question. And in his 
absence, before I ask Mr. Campbell and Mr. Emsellem questions, 
Mr. Johnson posed a question to you, Mr. Davis. It so happens that 
I have direct and, I think, accurate information about that. 

Our Committee, under the leadership of Chairman Thompson 
and myself as the Homeland Security, Transportation Security 
Subcommittee chair, felt it was an important enough issue to hold 
a hearing and to correct it in a rail security bill. 

And we worked with Mr. Lungren, who is on this Committee, to 
respond to the utilization of information on the pretense that it had 
been required by the Department of Homeland Security, that there 
was a homeland security risk. 

And we corrected it to clarify that that was not the case. But we 
also corrected it to provide a procedure in that bill for individuals 
who might be charged with being ineffective because of either a 
criminal background or to suggest that it had a security impact. 

In this day, we are going to be using a lot of those issues to, I 
think, deny hard-working individuals the opportunity to work. And 
I am concerned. 

I think Mr. Clarke was very honest by saying that the private 
sector controls 85 percent of the critical infrastructure, another 
part of my Committee work in another hat. And I think that is an 
important review. 

But I want to — Mr. Campbell, I know that you have gone over 
this, so just for my sake, if you would — your office has acknowl- 
edged that the existing system is riddled with quality issues from 
substandard fingerprinting imaging to incomplete records. 

That is a big challenge to then release everyone’s records with 
complete lack of sensitivity. And so I raise that question to you. 

And, Mr. Emsellem, if you would follow by reiterating or trying 
to get us to understand the impact of an arbitrary system, an un- 
fair system, an arbitrary treatment of employees, that there are no 
meaningful limits, no guidelines. 

What impact does that have to the, if you will, sense of commerce 
moving back and forth but also the ability to be employed and also 
the ability of an employer to be fair? 

Mr. Campbell, what do we do with a system that seems to be 
fractured? 

Mr. Campbell. Thank you. Congresswoman. The recommenda- 
tions we make make it clear that we are not recommending that 
if the private sector be provided access to this information that we 
provide the raw FBI rap sheet. 

We recommend that before any kind of response is provided that 
the record repositories make an effort for 3 business days to seek 
missing dispositions on arrests. 

So as you noted and as the report noted, approximately 50 per- 
cent of the arrest records that the FBI has are missing dispositions. 
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We would recommend that we would screen those records, and 
we would attempt to obtain those dispositions before those records 
are released. 

In addition, we recommend that if a record is to be released, we 
give the individual — that is incomplete in some respect, even if it 
is not necessarily obviously incomplete on its face, we give the indi- 
vidual the opportunity to see that record before it goes to the em- 
ployer, so if they know something about the record that is incom- 
plete or inaccurate, they have a chance to correct it before it goes 
to the employer. 

This goes beyond the protections that are currently provided 
under the Fair Credit Reporting Act. For example, that could relate 
not only to a missing arrest disposition, it could also relate to a 
conviction that has been expunged. 

And if there is no evidence that the conviction has been ex- 
punged, or if there are laws that say expunged convictions cannot 
be produced to employers, if the individual sees the record, they 
can take some kind of steps through an appeal process to correct 
the record. 

Ms. Jackson Lee. Thank you. 

Mr. Emsellem, you could finish the answer. Thank you. 

Mr. Emsellem. Yes. I mean, I would say our concern, which we 
tried to make clear in our testimony, is that this is a system that 
a lot of workers have to deal with now. There are 5 million back- 
ground checks — 5 million rap sheets produced for employment pur- 
poses right now, and there is a big problem right now. 

We really appreciate and have great regard for the report and its 
recommendations to improve the standards, to create accuracy of 
records, but we are not aware of very much that is going on right 
now to take the problem and fix it. 

And as it applies to employment — FBI checks done for employ- 
ment purposes — so just to, you know, give you an example, if it 
helps, in our testimony toward the back we represented a worker 
who went through the TSA process that was described earlier, very 
routine, where there is an incomplete record. 

As a result of the incomplete record which is on the rap sheet 
here, the person was denied a good job with a major carrier as a 
truck driver. This person was released and had one major felony 
on his record, but he was released from prison several years ago. 

He got a good job. This denial threatened the existence of his job 
and puts everybody back to the wrong place as a result. We were 
able to help them because there exists this waiver process and ap- 
peal process to clean up that record and get it right. 

We are trying to say that is what needs to be done now. I really 
appreciate all the recommendations about future things that need 
to be done. We are trying to say there is a big problem now that 
needs to be fixed. 

Ms. Jackson Lee. Thank you. 

Thank you, Mr. Chairman. 

Mr. Scott. The gentleman from Texas, Mr. Gohmert? 

Mr. Gohmert. Okay. Thank you, Mr. Chairman. I won’t use all 
my time, but I appreciate the hearing. I think this is an important 
issue. 
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I have had increasing concerns of the Orwellian nature, it seems 
like, of our government, the information they have obtained, the re- 
cent revelation about the abuse of the NSL records and information 
that it was obtained — also concerned about what some of you all 
have touched on. 

The safeguards that we need to 

Mr. Scott. Would the gentleman suspend for just a moment? 

Mr. Gohmert. Yes. 

Mr. Scott. I advise the gentlelady from Texas that we are hav- 
ing a markup as soon as one more Member would walk in. And if 
you could remain, we would appreciate it. 

Thank you. 

Mr. Gohmert. Okay. 

And we do need a better ability to clean up the records, to make 
sure they are accurate. But I was shocked by one of the responses. 

If I understood correctly, when the Chairman asked do any of 
you — as I understood the question, do any of you feel that employ- 
ers should have access to arrest records, and I didn’t see anybody 
indicate to the affirmative. 

Nobody here believes that if we had accurate records, ability to 
clean them up easily enough when there is an error, that an em- 
ployer — as Mr. Clarke indicated, 85 percent of our critical infra- 
structure is in the hands of private sector. 

And you are hiring a security guard that is going to protect en- 
riched uranium that the whole world would pay millions of dollars 
to get, and you don’t want to even know if they were arrested? 

Let me also advise you, we had a hearing down in New Orleans 
in the last few weeks, and we learned there that, you know, where- 
as New York has six murders per 100,000 people, before Hurricane 
Katrina New Orleans had 50 murders per 100,000 people. 

And since this D.A. went into office, only one in 10 are arrested 
for those murders, and if you are arrested, only 12 percent are ever 
convicted. 

You also could have an example, say, hypothetically — I realize 
this is far-fetched. Say you had some guy in a university who goes 
around and kills over 30 students in cold blood and doesn’t kill 
himself but is arrested and is acquitted at trial for insanity. 

Now, you are hiring security guards to protect enriched uranium 
or to protect school children. None of you would want to know if 
a potential guard had been arrested? 

And I realize, Mr. Clarke, you said you are not motivated by tort 
liability. Are you a privately — you work for a privately held com- 
pany or a publicly traded? 

Mr. Clarke. It is privately held. 

Mr. Gohmert. Okay, because publicly traded, if you make that 
statement, you are in trouble, because the stockholders have a 
right to have you concerned about tort liability. All right. 

Now I am going to go back to the question. Anybody want to an- 
swer? You are not concerned about arrest records, wouldn’t want 
to know? 

Mr. Clarke. The reason I didn’t respond to that — because it is 
not an easy question to answer “yes” or “no” to. Absolutely, I, as 
a security service provider, would definitely want to know that. 
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But in terms of looking at how you would structure a process 
that is fair, there could be guidelines set up that the employer 
themselves never see the rap sheet, that the standards are set up 
so that when it is processed through the entity that has been de- 
scribed, we will get either a red light or a green light in terms of 
whether we could hire them or not. 

The other part of that question also deals with, you know, if a 
person is arrested and acquitted, I am not sure that that kind of 
information should be floating out there in the hands of all employ- 
ers. 

Mr. Gohmert. If he is acquitted by reason of insanity so there 
is — because some States have that provision. If you are acquitted 
by reason of insanity, you are acquitted. You wouldn’t want to 
know that? 

Mr. Clarke. I definitely would want to know that. And you have 
an individual who is arrested multiple times for sex offenses and 
acquitted, or for one reason or another the prosecution ends up 
finding them innocent, and you are trying to hire somebody to pro- 
vide security at a grade school facility, would I want to know that 
he has been arrested? Absolutely, I would want to know that. 

I think that is part of how we describe how this process, in fair- 
ness, is vetted so that it is applied equally, uniformly and consist- 
ently. But I think that is all part of this — that we need to get to 
as to how it is processed. And if it is 

Mr. Gohmert. Okay. My time has expired. 

But let me just hear from one other person. 

Mr. Campbell. I will say. Congressman, that my understanding 
is that many of the — or at least some of the State laws that author- 
ize access to FBI fingerprint checks have criteria, suitability cri- 
teria, that include arrest records as being relevant to the question 
of suitability. 

And one of the examples I frequently heard is that when there 
is a requirement for background checks on school bus drivers, if 
there are a series of drunk driving arrests, that can disqualify the 
individual for employment. 

And I also know, for example, in the area of gun background 
checks, one of the disqualifiers under the gun control act is an un- 
lawful user or possessor of illegal drugs. And the ATF regulations 
define 

Mr. Gohmert. And a lot of States have a disqualifier as being 
domestic violence as well, but anyway. 

Mr. Campbell. But there are circumstances where arrests are 
clearly thought to be relevant. And I believe the EEOC’s guide- 
lines — 

Mr. Gohmert. Well, I certainly think so, but I was surprised 
that nobody from the panel indicated so. 

Thank you, Mr. Chairman. 

Mr. Scott. The gentleman from California? 

Mr. Lungren. Thank you very much, Mr. Chairman. 

There are so many questions to ask. I mean, we stand here and 
we talk about the records system as if it is a perfect system. 

When I took over the California Department of Justice in 1991, 
we had the most advanced fingerprint automated system in the 
world, largest, and the EBI was still doing manual checks. 
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But at the same time we were doing that, our disposition 
records — we were hundreds of thousands behind in disposition 
records. We were doing it manually. It took me 3 years to work 
through that. 

We have got a pretty good system now, but I am not sure how 
accurate it is across the country. So that is one of the first ques- 
tions we have got, is how accurate is the system. 

The second one is what is public knowledge now. In other words, 
how public are arrest records? Can someone tell me, generally 
speaking? I am not talking about going to somebody, but if you go 
down to the — can you go down to the courthouse and get them? 
Can you go to the police department and get them? 

Mr. Hawley. Yes, sir. That is exactly the case. And what the 
record is showing is that clearly the employers are getting access 
to this data in some form or fashion. 

Mr. Lungren. You see, that is a fundamental question. If we 
have already made a decision, public policy decision, that this is 
public information, it is not the question of whether or not it is 
public, it is the question of whether it is accessible, not because of 
the law but because of the technology that has been applied. 

And so I think that is one of the fundamental questions we have 
to look at here. 

The third thing is I have always looked at it from the other side 
of it. When I was Attorney General, I was responsible for doing the 
background checks for teachers, for law enforcement and so forth. 

And we had to make that a priority versus everything else be- 
cause of all the requests we were getting. 

And so we talk here as if it is just an instant thing that we are 
going to be able to do it, and I am not sure the FBI or the Justice 
Department is going to have the manpower, the money and so forth 
to do what we are setting out to do. 

And I think that is a concern, where we will be letting people 
have a false sense of confidence that that is available. 

The fourth thing is what kind of levels of access do we have. Se- 
curity officers — I think that is fairly simple. We want you to have 
pretty good background checks. People who are teaching in 
school — we want to make sure you have pretty good background 
checks. 

We do background checks now for people who are going to be 
teachers — or, excuse me, going to be 

Mr. Scott. Will the gentleman suspend? 

Mr. Lungren. Yes. 

Mr. Scott. We need to recess the Committee hearing. We have 
two bills we want to mark up very quickly, as we have nine people 
here. 

[Whereupon, at 11:34 a.m., the Subcommittee was adjourned.] 
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Chairman Bobby Scott 
House Judiciary Committee 
Subcommittee on Crime. Terrorism and 
Homeland Security 

B-370B Rayburn House Office Building 
Washington. DC 20515 

Dear Chairman Scott. 

I write to commend the committee for holding a hearing on the issue of 
private sector access to FBI criminal history records and ask that you 
include the attached written testimony, submitted on behalf of Business 
Roundtable's Security Task Force, as part of the record for this hearing. 


Jolw J CMUIIara 
Pmutenl 


larryO Burton 
ExooutM Ovodor 


Johanna I Schna«tef 
EmcuIim OveckM 
External Ratoluns 


Roundtable CEOs represent 160 of America's leading corporations with a 
combined workforce of more than 10 million employees and $4 trillion in 
annual revenues. We know that the private sector has an important role to 
play in homeland security and disaster response, as more than 85 percent 
of the nation's critical infrastructure is owned and operated by the private 
sector. We are committed to do our part to keep America secure and to be 
part of the national response to a catastrophe, whether it is caused by a 
terrorist, natural disaster, or industrial accident. 


As you know, mitigating the insider threat, particularly the insider terrorist 
threat, by improving employee screening has been a priority of Business 
Roundtable's Security Task Force, which was established after the attacks 
of 9/1 1 and chaired by Frederick W. Smith, Chairman. President and CEO 
of FedEx Corporation. We have been pleased to work with the committee 
on this issue. 

If you have any questions please contact Tom Lehner. Director-Public 
Policy with Business Roundtable at (202) 872-1260. 

Sincerely. 


John J. Castellan! 
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A Collaborative Strategy for 


Using National Criminal History Record Checks to 
Reduce the Insider Threat 


Written Testimony of the Business Roundtable Security Task 

Force 

Submitted to the 

Subcommittee on Crime, Terrorism, and Homeland Security 
Committee on the Judiciary 
United States House of Representatives 

April 26, 2007 


Introduction 

The Business Roundtable appreciates the opportunity to submit testimony on 
the importance of allowing private sector employers to conduct more effective 
and accurate background screening through appropriate access to FBI- 
maintained criminal history records. The Committee is to be commended for 
its interest in this important issue and for following up on the Attorney 
General’s Report on Criminal History Background Checks, released in June 
2006. That Report carefully examined issues raised by allowing private sector 
employers to request FBI criminal history record checks. In preparing the 
Report, the Department of Justice sought comment from all interested parties. 
The Roundtable submitted comments, as did many others. 

After this thorough review, the Attorney General’s Report concluded that 
“|w|hen a private employer or entity can inquire about the existence of a 
criminal record of an applicant or employee, we believe that it is reasonable to 
provide the employer a means to check maintained criminal history records to 
determine whether the response to the question is truthful and complete.” 
(Report at p.76) Thus, the Report recommends that, “Subject to conditions 
specified in federal law and Attorney General regulations, authority to request 
FBI -maintained criminal history records should be broadened ...to cover: (A) 
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priority employers, and subsequently, if capacity allows, all employers for use 
in decision regarding an individual’s employment suitability.” (Report at p.59) 

The Roundtable believes this authority is particularly important in the context 
of protecting homeland security. It is estimated that more that 85 percent of 
the nation's critical infrastructure - the power grid, financial services, 
information services, railroads, airlines and others - is owned or operated by 
the private sector. The business community, therefore, has important roles 
and responsibilities in safeguarding this essential infrastructure. The 160 CEO 
members of the Business Roundtable - with more than 10 million employees 
and $4.5 trillion in combined annual revenues - recognize and accept this 
responsibility, and have moved forward to strengthen security at individual 
companies and to help collectively in our nation's preparedness, disaster 
response, and recovery programs. 

After the attacks of September 11, 2001, the Roundtable established a Security 
Task Force that has spearheaded successful initiatives to enhance 
preparedness. These include creation of CEO COM LINKsm^ a secure telephone 
communications system to connect businesses and government for the 
exchange of timely information in the event of a terrorist threat, crisis or major 
natural disaster; development of a comprehensive risk assessment guide to 
assist CEOs and other corporate managers in strengthening homeland security 
by improving the private sector’s preparedness for infrastructure disruptions, 
natural disasters and terrorist attacks; and authoring a widely disseminated 
Crisis Communications Toolkit that offers best practices for communicating with 
employers, customers and neighbors during a crisis; and developing a white 
paper entitled Terrorism: Real threats. Real costs. Joint solutio?rs, which 
concludes that the best security solutions will come from government policies 
that encourage greater business participation and are based on collaborative 
efforts that favor flexible and focused private- sector initiatives. 

Over the last few years, the Business Roundtable Security Task Force focused 
on three key initiatives: hardening the Internet by securing cyberspace against 
attack and taking steps to ensure that essential online business functions are 
safeguarded so as to ensure safe, secure and survivable communications; 
enhancing supply chain resiliency and port security by working with 
government and business to bring a greater focus on improving security at 
points of entry for goods and materials and on developing sound security 
investment policies to maximize finite financial resources; and addressing the 
insider threat through improved applicant screening. This latter initiative is 
the focus of this testimony. 
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Enhanced Screening of Job Applicants is Critical and Consistent with the 
National Strategy for Securing Critical Infrastructures 

The Business Roundtable believes that there are homeland security, national 
security and economic securitj' needs for employers to be able to screen 
prospective employees against a national set of records in order to reduce the 
insider threat to critical industries and infrastructures. In addition, providing 
employers with the means to more accurately screen applicants will reduce the 
likelihood of individuals facing adverse employment decisions based on 
mistaken information. 

The President’s National Strategy for Physical Protection of Critical Infrastructure 
and Key Assets clearly articulates the homeland security imperative for 
providing employers with a way to use government criminal histor3r databases 
for screening of those applying for sensitive positions. That strategy notes: 

“Those who have access to and operate our critical infrastructures and key 
assets are crucial to our national protecti.ve scheme. ... Time-efficient, 
thorough, and periodic background screening of candidate employees, 
visitors, permanent and temporary staff, and contractors for sensitive 
positions is an important tool for protecting against the 'insider threat. ' 
Unfortunately, in-depth personnel screening and background checks are 
often beyond, the capabilities of private sector and. non-federa! government 
entities. Pri.vate employers also lack access to personnel reliability data — 
often in the possession of the federal govemmentr -that could help 
determine whether employees, contractors, and visitors should be 
employed at or allowed access to sensitive facilities." 


This need for private sector access to national criminal history^ records was 
echoed in the Attorney GeneraVs Report on Criminal History Background Checks 
in June, 2006, which concluded that authority to request FBhmaintained 
criminal history records should be broadened to cover private sector employers, 
giving first priority to critical infrastructure industries, regulated industries 
and professions, the placement of persons in positions of trust working with 
vulnerable populations, and other checks that the Attorney General determines 
will promote public safety or national security. 

Working with government to reduce the insider threat through more effective 
and efficient screening of potential hires in sensitive industries and facilities 
against the national criminal history database is a top priority of the Business 
Roundtable. Key industries already employ extensive background screening for 
sensitive positions. However, there are inevitable gaps in what employers can 
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accomplish without access to a national database. To meet the homeland 
security imperative to protect against the insider threat in the private sector, 
business and government must work collaboratively to fill those gaps in a 
comprehensive way, rather than the sector-specific, patchwork approach that 
has been adopted to date. 

The Roundtable is mindful that policies and procedures for providing broader 
screening against the national database must be efficient, fair, and respectful 
of privacy concerns. It will be important to avoid overburdening the already 
stretched resources of local law' enforcement, w’hich is often called upon now to 
act as intermediary for non-criminal justice records checks. In addition, as 
with the current processes in place for background screening pursuant to laws 
like the Right to Financial Privacy Act, criminal records should only be used in 
hiring decisions where appropriate for the job, and adequate procedures must 
be in place for applicants or employees who may be treated unfairly or w'hose 
records maj' be inaccurate. Moreover, safeguarding personal information 
about employees or applicants is a fundamental requirement of corporate 
security. 

While this testimony focuses on protecting critical infrastructure from an 
insider threat, there are obviously other private sector employers with a 
legitimate need to carefully screen job applicants for homeland and national 
security purposes or other reasons. For example, Congress has already 
determined that child care facilities or other places where volunteers or 
employees work closely with children should be able to get information from 
the national database. And most recently, Congress extended access to the 
database to cover private security officer companies. As the Attorney General’s 
Report notes, broader access, beyond critical infrastructure sectors, maj' be 
necessary' and appropriate. 

The National Security Imperative to Protect Critical Infrastructure 

The need to protect critical infrastructures owned or operated by the private 
sector is beyond dispute. The Department of Homeland Security has identified 
a number of critical industries with "infrastructures so vital that their 
incapacitation or destruction would have a debilitating impact on defense or 
economic security." Some of the most critical are: 

• Civilian nuclear power 

• Chemicals and hazardous materials (including oil and natural gas) 

• Electricity service 

• Food and agriculture 

• Water 

• Financial Services 
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• Emergency Services 

• Government Operations 

• Transportation 

Congress also recognizes these sectors as relevant to the national defense. For 
example, Congress has amended the Defense Production Act of 1950 to 
explicitly include the critical infrastructures (protection and restoration) as part 
of the law’s parameters. In addition, the Homeland Security Act of 2002 
includes provisions to protect from disclosure information submitted by the 
private sector to the Department of Homeland Security about vulnerabilities 
and threats to critical infrastructure, much the same way national security 
information is protected. Most recently, the Intelligence Reform and Terrorism 
Prevention Act of 2004 included a requirement for the Department of Homeland 
Security to report to Congress on its assessment of critical infrastructure 
protection needs and the readiness of the Government to respond to threats 
against the nation’s infrastructure. 

Listed below are just a few examples of damage caused by disruptions to 
elements of the nation’s critical infrastructure. While only one of these 
examples was caused by a malevolent insider, it does not require a great deal of 
imagination to move from these real life examples to envision the damage and 
economic impact if, for example, terrorists gained access to sensitive jobs in 
critical infrastructure sectors. 

• On August 14, 2003, North America experienced the largest blackout 
in history. It affected eight states in the Midwest and Northeast, and 
parts of Canada. At its peak over 50 million people were without power 
and over 100 power plants were immobilized and shut down. The 
blackout has been estimated to have cost businesses over $6 billion in 
direct costs and possibly much more in losses in goodwill and brand 
equity. ' 

• In September of 2002, a dispute between the longshoremen and port 
operators and shipping lines closed ports from San Diego to Seattle for 
eleven days. With some eeonomists estimating damage to the economy 
of $1 billion a day, the lockout caused factories to close, perishable 
cargo to rot, and retailers to face inventory shortages. " 

® In 2000, in Maroochy Shire, Australia, a discontented former employee 
was able to remotely access the controls of a sewage plant and 
discharge approximately 264,000 gallons of untreated sewage into the 
local environment. 



A Shared Security Responsibility Between the Public and Private Sectors 

In his cover letter to the National Strategy for Physical Protection of Critical 
Infrastructure and Key Assets, the President closed by remarking, 

As we work to implement this Strategy, it is important to 
remember that protection of our critical infrastructures and key 
assets is a shared responsibility. Accordingly, the success of 
our protective efforts will require close cooperation between 
government and the private sector at all levels. Each of us has 
an extremely important role to play in protecting the 
infrastructures and assets that are the basis for our daily lives 
and that represent important components of our national power 
and prestige. 

Private Sector Responsibility 

As noted above, approximately 85% of the nation’s critical infrastructure is in 
the private sector. Thus, the private sector is best positioned, and has the 
responsibility, to undertake many of the necessary steps to ensure the security 
of that infrastructure. This applies to applicant screening as well as to other 
security measures. As the Attorney General Report found, “the private sector 
is in the best position to identify the unregulated jobs that require this level of 
criminal history screening and merit the associated cost and inconvenience.” 
(Report at p. 78) 

Many employers in sensitive industries already conduct extensive screenings, 
but there are gaps that can only effectively be filled with criminal history 
information from the federal government. For example, criminal checks on 
potential hires currently can only be run against local, rather than national 
databases and are generally conducted only in locales that the applicant 
indicates as prior residences. Thus, the thoroughness of this check is 
dependent upon the accuracy and thoroughness of the application submitted 
by the prospective employee. Moreover, criminal activitj' that may have 
occurred outside the residential area will not be discovered. Access to a 
national database will fill this critical gap. 

Screening applicants against a comprehensive, national criminal history 
database will not necessarily identify suspected terrorists. However, experts 
have found that terrorists often finance themselves through criminal activity. 
Moreover, applicants who lie about their criminal history have a vulnerability 
that could be exploited by terrorists or other malevolent actors. 
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A fingerprint check can also assist critical industries to verify the identity of 
prospective hires in sensitive positions. Key to an effective personnel screening 
program is the ability to ensure that the applicant is not misrepresenting his or 
her identity. While programs like those prescribed in the REAL ID Act will go a 
long way toward addressing this problem, they will take some time to 
implement. Unfortunately, we cannot assume that time is on our side. 

U.S. Government Responsibility 

Addressing the insider threat is ultimately part of a general risk management 
strategic As with any risk management plan, this requires mapping threat 
information against vulnerabilities. As noted above, industry is best positioned 
to identify vulnerabilities, including with regard to applicant screening. 
However, the fedenil government is the repository^ of the only truly national 
criminal history database, which is kej^ to identilying potential threats. Only 
the federal government can work with all 50 states to ensure that all local 
criminal records can be appropriately accessed at a national level in a way that 
is efficient, accurate, and safeguards legitimate privacy interests. 

As the Attorneys General’s Report pointed out, currently, “[n]o single source 
exits that provides complete and up-to-date information about a person’s 
criminal history. The FBI-maintained criminal history' database, however, is 
certainly one of the better sources because it is based on positive identification 
and can provide, at a minimum, nationwide leads to more complete 
information.” (Report at p. 6) 

Need for Strategy to Strengthen Public-Private Partnership 

The Roundtable believes that private industry and the federal government 
should work collaboratively to develop mechanisms for providing employers 
with appropriate information from the national database based on a 
partnership with government. The private sector should assist the federal 
government to ensure appropriate safeguards for an applicant’s privacy and 
afford applicants adequate due process. Existing procedures and requirements 
for safeguarding applicant rights in the context of criminal history checks, 
such as those in the Fair Credit and Reporting Act, can inform policies for 
these national record checks. 

This work would build on existing policies that already permit such screening. 
For example, in recognition of the homeland security value of screening 
employees against the national database. Congress has already enacted laws 
requiring such screening for some highly sensitive jobs, including airline 
employees and hazardous cargo truck drivers. For example, the 
Transportation Worker Identification Credential (TWIG) program creates a 
nationwide credential system, including national criminal history checks for 
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key employees, designed to enhance security at U.S. transportation facilities, 
including seaports, airports, railway, pipeline, trucking and mass transit 
facilities. Rather than these patchwork, industry-specific, mandatory laws, 
however, the CEOs of Business Roundtable believe that a voluntary, across- 
the-board initiative is a more effective approach. As noted earlier, the private 
sector is in the best position to identify sensitive jobs for which this level of 
screening is needed. 

An example of this kind of voluntary screening is the Volunteers for Children 
Act, enacted in 1998, allows entitles that involve contact with children to 
choose to request fingerprint-based national criminal history record checks of 
employees and volunteers. This has led to the development of innovative 
collaborative mechanisms between the private sector, state law enforcement 
agencies, and the federal government to enhance screening and, hence, the 
safety of children. These could serve as useful models. 


Conclnsion 

The Roundtable understands that the private sector must share the heavy 
lifting as our nation prepares for the possibility of future domestic attacks by 
terrorists, and companies have taken action to improve security for our 
employees, their communities, and our companies. Working in partnership 
with the government to mitigate the insider threat by improving the voluntary 
screening process for sensitive jobs in industry has been a priority of the 
Roundtable’s Security Task Force. 

We applaud Congress for recognizing the need for a review of current laws and 
policies on non-criminal justice access to the national database and appreciate 
the opportunity to provide this testimony on the importance of broadening 
access for private sector employers as the Committee considers legislation in 
response to the Report of the Attorney General. 


"The 2003 Blackout: Economy Won't Likely Be Derailed — Cost Could Hit $6 Billion As Major Sectors 
Are Hurt; A Few Reaped Benefits," by Jon E. Hilsenrath, The Wall Street Journal, A6, August 18, 2003. 
“Record blackout over for most; Officials still in dark over failure of grid,” by Jerry Seper, The Washington 
Times, A0 1, August 16, 2003. 

" “Both Sides See Gains in Deal To End Port Labor Dispute,” by Steven Greenhouse, The New York 
Times, Page 14, Column 5, November 25, 2002. 

Critical Infrastructure: Control Systems and the Terrorist Threat,” by Dana Shea, CRS Report for 

Congress, received through CRS web, updated July 14, 2003, citing National Infrastructure Protection 
Center, Highlights. 2-03, June 15, 2002. 
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©SEARCH 

ThtHiHoniiCoiiMdiuiiilacJuMc* 
HonmllMi Mid SluMks 


April 26, 2007 

SURVEY OF STATE REPOSITORY CRIMINAL & NON-CRIMINAL JUSTICE PURPOSE 
CRIMINAL HISTORY BACKGROUND CHECKS 

A survey of slates was conducted by SEARCH in preparation for the upcoming House Judiciary 
Subcommittee on Crime. Terrorism, and Homeland Security, to be held on April 26, 2007 Slates were 
asked for statistics on the number of fingerprint supported criminal history background checks 
performed, both for criminal and non-criminal/civil purposes A total of 43 slates and Puerto Rico 
responded A summary of the results is presented below 


State 

State Repository Fingerprint-Supported Criminal History Record Checks 

Criminal Justice 
Purposes 

Non-Criminal 
Justice Purposes 

Combined 

Total 

Comments 

Alabama 

121.000 

42,000 

163,000 

2006 totals 

Alaska 

26.828 

25,912 

52,740 

2006 totals 

Arizona 

46,549 

264,046 

310,595 

2006 totals 

Arkansas 

88.510 

52,601 

141.111 

2006 totals 

California 

1.571.932 

1.679.415 

3.251.347 

FY 2005-2006 totals 

Colorado 

262,122 

111,315 

373.437 

2006 totals 

Connecticut 

95.440 

79.896 

175,336 

2006 totals 

Delaware 

37.924 

31,512 

69,436 

2006 lotals 

District of 
Columbia 





Florida 

1 ,028.991 

1,153.450 

2.182.441 

2006 totals 

Georgia 

517.170 

184,234 

701,404 

2006 totals 

Guam 








53,401 

2006 lotals 

Idaho 

74,314 

61 .229 

135,543 

2006 totals 
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State 

State Repository Fingerprint-Supported Criminal History Record Checks 

Criminal Justice 
Purposes 

Non-Criminal 
Justice Purposes 

Combined 

Total 

Comments 

Illinois 

714.234 

232.890 

947.124 

2006 totals 

Indiana 

6.659 

26,861 

33.520 

2006 totals 

Iowa 

6,072 

14,119 

20,191 

2006 totals 

Kansas 

4.570 

27,135 

31,705 

2006 tolals 

Kentucky 

194.000 

25,263 

219.263 

2006 totals 

Louisiana 





Maine 





Maryland 

193,157 

193,932 

387.089 

2006 totals 

Massactiusens 

178.000 

68,000 

246.000 

2006 totals 

Michigan 

460.000 

230.000 

690.000 

2006 totals 

Minnesota 

161,601 

27,385 

188.986 

2006 tolals 

Mississippi 

54,730 

105,100 

159,830 

10/1/05 through 
9/30/06 totals 

Missouri 

215,147 

111,792 

326,939 

2006 tolals 

Montana 

21,507 

17,802 

39.309 

2006 totals 

Nebraska 

646,166 

21,665 

667.831 

2006 totals 

Nevada 

74.269 

163.681 

237.950 

2006 totals 

New Hampshire 


161.712 


2006 total, 
additional data not 
available at this time 

New Jersey 

223.860 

347.706 

571.566 

2006 totals 

New Mexico 





New York 

557.113 

446,000 

1.003.113 

2006 totals 


192.808 

129.537 

322.345 

2006 totals 

North Dakota 

15,612 

2.485 

18,097 

2006 totals 
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State 

— 

State Repository Fingerprint-Supported Criminal History Record Checks 

Criminal Justice 
Purposes 

Non-Criminal 
Justice Purposes 

Combined 

Total 

Comments 

Oklahoma 

102.405 

31.173 

133,578 

2006 totals 

Pennsylvania 







14.000 

37.100 

2006 totals 


41.493 

1 1 .489 

52,982 

2006 totals 

South Carolina 

211.541 

35.463 

247.004 

2006 totals 

South Dakota 

26.000 

14,000 

40.000 

2006 totals 

Tennessee 

26.613 

7.532 

34.145 

2006 totals 

Texas 

46.205 

257.323 

303.528 

2006 totals 

Utah 





Vermont 

19,998 

11.212 

31.210 

2005 totals 

Virginia 

273.429 

156.501 

429.930 

2006 totals 

Washington 

276.149 

111,004 

387.153 

2006 totals 

West Virginia 

50.000 

50,000 

100.000 

2006 totals 

VMsconsin 

168.699 

27,985 

196.684 

2006 totals 

Wyoming 

14.358 

12,605 

26.963 

2006 totals 
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Congressman 


I:.' ^ 

Mike 

5 1 

T 

Doyle ^ 


1 Sorvlng Pmnnsylvanfa*s i4th Congr&sslonal District In Washington, D.C. | 


For Immediate Release 


Contact: Matt Dinke! at 202-225-2135 


Congressman Doyle Calls for Review of 
Homeland Security Screening Process 

Washington. D.C. • August 3. 2006 • U.S. Representative Mike Doyle (PA-14) called today for 
Congressional review of the process that the U.S Department of Homeland Security uses to screen people 
who work in federal buildings. 

"It seems to me that Homeland Security should use more common sense and treat Americans with 
more consideration." Congressman Doyle said today in releasing these letters. "Instead, it appears 
that DHS has taken the dictum 'shoot first and ask questions later' a little too much to heart." 

Two of Congressman Doyle's constituents, Judith Miller and Mary Broughton, after having both worked 
for decades in the William S Moorhead Federal Building cafeteria, were deemed "unsuitable for 
employment in a federal building" by the Department of Homeland Security several weeks ago. 
Congressman Doyle and his staff worked successfully with these women to file an appeal with the 
Department of Homeland Security and have their "unsuitable" determinations promptly overturned. 

"After seeing what Judy Miller and Mary Broughton went through. I want to make sure that the 
DHS security screening process works better in the future," Congressman Doyle observed. "That's 
why I've written to the Chairman and Ranking Member of the House Committee w ith jurisdiction 
over the Department of Homeland Security and asked that they review the way these background 
checks are conducted." 

"These ladies clearly posed no threat to security at the federal building, and a single phone could 
have cleared up the questions arising from their background checks." Congressman Doyle said. "But 
what happened? They were told they couldn't work there anymore and escorted out of the 
building. In the blink of an eye. they lost their livelihoods - and only after my office intervened did 
they get their jobs back." 

"These ladies lost two weeks' pay before they were reinstated," Congressman Doyle observed. 
"Needless to say. Homeland Security didn't compensate them for their economic loss or the 
embarrassment and frustration they suffered as a result of this incident. I want to make sure that 
the Department of Homeland Security treats decent, hardworking Americans more fairly in the 
future." 


The full text of these letters follows: 
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I wanted to make you aware of the recent experiences that two of my constituents have had with the Department of Homeland 
Security - and ask you to make sure that decent, hattlworking Americans are being fairly treated by DHS when it conducts 
security background checks on them. 

Judith Milier and Mary Broughton have each worked in the cafeteria of the William S. Moorhead federal building in downtown 
Pittsburgh for decades. They are excellent employees and are clearly no threat to national security. Nevertheless, on July 5, 
they were informed that the Federal Protective Service had deemed them "unsuitable" to work in a federal building. They were 
escorted from the building and told they could no longer work in the cafeteria. They were given a letter informing them that they 
could appeal the decision and that if they wanted to do so. they could call a phone number at the FPS. 

Over the next several days, these women called that number several times and left messages, but no one returned their calls. 
We subsequently learned that the person at that phone number was on vacation. These women, like many other Americans 
who might find themselves in similar situations, live paycheck to paycheck, and having to wait several days to begin the appeals 
process caused them serious financial loss. 

After several days, when they didn't receive any response from DHS, they contacted my office and asked for help in filing their 
appeals. My staff contacted the DHS congressional liaison office for Immigration and Customs Enforcement, and received a 
very brusque response. The Congressional liaison staffer handling the case seemed offended that a Member of Congress 
would have the effrontery to act as an ombudsman for one of his constituents. He refused to provide my staff with any 
Information about the appeals process, and only told my staff repeatedly that the women would have to file an appeal. Not 
satisfied with this response, and with no one yet answering the phone at the number the women had been given, I personally 
called the DHS Congressional liaison for ICE. I received a much more positive and helpful response from DHS than my staff 
did. DHS staff offered to look into the case and monitor the progress ohhe appeals process. From this point on, my staffs 
treatment by DHS personnel improved markedly, and the women's appeal was processed and satisfactorily resolved within a 
week. 

My constituents have had their "unsuitable" determination overturned, and they have returned to work. Their employer has 
decided to pay them their back wages. They are being made whole - not counting, of course, the distress that this episode 
caused them over the last two and half weeks. The attached articles provide additional information about this case. 

I am deeply concerned, however, that many other decent, hard-working Americans may find themselves in a similar situation, 
not think to ask for Congressional assistance, and end up losing their jobs. I was dismayed by my constituents' treatment in this 
affair - especially since a single phone call to each woman could have cleared up the concerns that FPS had about their 
backgrounds. This experience has left me with the strong impression that FPS should revise its procedures for conducting 
background checks on people who work on federal property. I would greatly appreciate it if the Homeland Security Committee 
would review this process, determine whether problems like those experienced by my constituents are widespread, and take 
appropriate measures to make this process less of an ordeal for the millions of Americans who may go through it in the future. 

While these background checks and the appeals process may seem routine and unexceptional to the people at FPS who 
conduct them, they often appear quite mysterious and intimidating to people who don’t spend their lives dealing with secretive 
bureaucracies. Moreover, the consequences of an adverse determination can be devastating. 

I don't think that a Member of Congress should have to intervene in order for DHS to treat American citizens fairly. At the very 
least, I would think that DHS would give Americans the courtesy of a phone call before it denies them their livelihoods. In 
addition, since many of these people can ill afford to miss even one week's pay, it seems to me that FPS appeal information 
lines should always be staffed during the regular work week. FPS might also consider providing all of the information and forms 
necessary to file an appeal with each letter identifying someone as unsuitable for employment on federal property. In addition, 
given that the financial impact that even a week out of work would have on many workers, Congress might want to look at how 
long it is taking FPS to process such appeals. Finally, it appears that FPS might want to encourage its employees to treat other 
Americans with a little courtesy and respect. Athoughtful review of this process virauld probably suggest other reforms that are 
called for as well. 

In closing, I want to reiterate my strong concern that the FPS background check system as it is currently operating may be 
causing an unacceptable level of "collateral damage." On behalf of my constituents and an unknown number of Americans who 
have seen their lives disrupted and damaged by an arbitrary and unresponsive government agency, I urge you to carefully 
review this matter. Thank you for your consideration of this request. 
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Congress of tfje Mnifeb ^toteg 

SSaSljtngton, 0C 20315 


March 23. 2007 


VIA FACSIMJI.F: 2n2-.3n7.(i777 
The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Robert F. Kennedy Building 
950 Pennsylvania Avenue, N.W. 

Washington, D.C. 20530-2000 

Dear Mr. Gonzalez: 

As members of the Committee on the Judiciary in the House of Representatives, 
responsible for oversight of the Federal Bureau of Investigations (FBI), we express our 
concern with a proposed regulation that would authorize the FBI to include “non-.serious” 
offenses, including juvenile arrests, as part of the Criminal History Record Information 
(CHRI) or rap sheets ’ it provides for employment screening purposes. 

Because of the extremely prejudicial impact that this proposed policy would have 
on the employment prospects of people with especially minor criminal histories, many of 
whom were never convicted of a crime, we request tliat you delay issuance of this 
proposed regulation in order to allow Congressional oversight on this issue. 

On November 6, 2006, the FBI closed the public comment period on this 
proposed regulation that would authorize the agency to report “non-serious offenses" 
(NSOs) on the FBFs rap sheets for employment screening purposes (71 Federal Register 
52u02, dated September 5, 2006). Currently, the FBI can only report serious 
misdemeanors, felony arrests, and convictions. As defined by the FBI regulations, NSOs 
mefode all juvenile arrests and convictions reported by the states to the FBI and any non- 
serious adult arrests and convictions. The latter could include anything from vagrancy. 
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The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
March 23, 2007 
Page 2 


loitering, and false fire alann to non-specific charges of drunkenness and even traffic 
violations. 

In 2002, the FBI generated more rap sheets for non-criminal justice purposes than 
for criminal investigations, including over five million rap sheets provided to employers 
and .state occupational licensing agencies. While most FBI rap sheets are provided to 
state and federal agencies, including the Transportation Security Administration, more 
federal laws now authorize certain private employers to access the FBI’s records. 

Because FBI rap sheets influence a multitude of employment decisions, congressional 
oversight is necessary to examine the serious concerns related to their reliability and the 
extent to which employment decisions would be negatively impacted by the proposed 
regulation to report minor criminal offenses. 

According to a recent report by the U.S. Attorney General, the FBI’s rap sheets 
are “still missing final disposition information for approximately 50 percent of its 
records,” (U.S. Department of Justice, The Attorney General’s Report on Criminal 
Background Checks, June 2006, at page 3). This means that the records collected 
routinely fail to include infonnation necessary to thoroughly and objectively evaluate the 
rap sheet, such as the results of arrests, dismissal of charges, and expungements. The 
FBI’s proposal to add large numbers of arrests for non-serious offenses, including 
vagrancy and disorderly conduct (offenses which account for approximately 10% of all 
arrests in the U.S.), would further compromise the integrity and reliability of the FBI rap 
sheets. 


In addition, we are concerned that the FBI’s proposal represents a significant 
departure irom federal and state policies that protect the privacy of juvenile records for 
non-criminal justice purposes. While there were more than 1,5 million annual arrests of 
people less than 18 years of age, often for property crimes, studies show that only one- 
third of youthful offenders ever commit a second oflfen.se. However, if these types of 
incidents are reported on FBI rap sheets, these arrests for often one-time youthful 
indiscretions will remain on individuals’ records indefinitely, causing serious hardship in 
many cases. 

Finally, we are concerned that there will be many more FBI rap sheets based 
solely on non-serious offenses. When the FBI implemented its policy of excluding non- 
serious offenses in the 1970s, it resulted in a 33% decrease in the total number of 
fingerprint cards retained by the FBI. Unless the proportion has changed dramatically 
since then, a large number of people will now show a criminal record with the FBI if the 
proposed regulation is finalized. Studies show that employers are far less likely to hire an 
individual with a criminal record, often without regard to the seriousness of the offense. 
Thus, many more workers may be wrongly denied employment based solely on a non- 
serious offense if Congress is not given an opportunity to examine this issue. 
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A recent York Times editorial (“Closing the Revolving Door,” dated January 
25, 2007) recommended that Congress act to preclude the FBI from finalizing its 
regulations for fear that they would “transfonn single indiscretions into lifetime stigmas.” 
We agree that the Bureau’s proposed regulations have the potential to create serious 
impediments to employment opportunities for viable, qualified candidates. Therefore, we 
request that you delay implementation of the regulations to allow Congress to conduct 
oversight. 



Maxine Waters 
Member of Congress 


Very truly yours. 



"^R^erf^obbyV Scott 
(Qjairman 

Subcommittee on Crime, Terrorism, and 
Homeland Security 


cc: 


The Honorable Robert S. Mueller, III 



Report of 

The National Jask Force on the 
Criminal Backgrounding of 
America 
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Report of the National Task Force on the 
Criminal Backgrounding of America 


Introduction 

The criminal record background check has 
become a ubiquitous part of American cul- 
ture. As some observers have noted,* "To- 
day, background checking— for employment 
purposes, for eligibility to serve as a volun- 
teer, for tenant screening, and for so many 
other purposes— has become a necessary, 
even if not always a welcome, rite of pas- 
sage for almost every adult American." 

A Society for Human Resource Manage- 
ment survey of employers, the results of 
which were published In January 2004, 
found that more than 80 percent conduct 
criminal background checks of prospective 
employees. Fifty-one percent of employers 
conducted such checks in 1996.* 

The terrorist attacks of September 11, 
2001, resulted in millions more criminal re- 
cord checks being conducted routinely. Just 
weeks after the attacks. Federal Aviation 
Administration administrator Jane Garvey 
ordered criminal checks of up to 1 million 
workers with access to secure areas in the 
nation's airports. The Patriot Act,* enacted 
by Congress In October 2001, directed the 
criminal backgrounding of hazardous mate- 
rials transporters. The process was expect- 
ed to result in approximately 3.5 million 
checks each year Similar checks were con- 
templated for those working in U.S. ports 
and in the country's chemical industry. 


' Report of the Neoooei T»sk Force ort t/ie Com/nenMr/ 
Sole of CrimiriMl Juttice Record intOrmetioty {SEAACH: 
Sacramento, CA, December 2005), available at http:// 
www.tearch.Or«/ftles/p(tf/RNTPCSClRI.pdf. 

* Wired News. “When Old Convictions Wont Ole," 

May 10, 2004. http://www.wlred.oo4n/news/ 
business/0,1 367, 63364, 00.html7twswn_story_ 
related. 

’ uniting and Strer>othen4ng America by Providing 
Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act Of 2001, Public Law 107-56. 


Child protection legislation such as the Pro- 
tect Act* on the national level and Florida's 
Jessica Lunsford Act^ on the state level 
broadened ever further the scope of both 
statutorily authorized and required screen- 
ing. Estimates as to the number of youth- 
serving volunteers who could potentially 
be backgrounded as a result of the Protect 
Act range in the tens of millions. Florida 
schools are struggling with the impact of 
the Lunsford Act, which requires the back- 
grounding of virtually anyone who enters 
school grounds when children are present, 
including meter readers, package delivery 
service representatives, drivers who deliver 
groceries to school cafeterias, and individu- 
als who fill vending machines. 

Some law enforcement criminal records 
repositories now conduct almost as many 
criminal record checks for civil or non- 
criminal justice purposes as for criminal 
purposes. The FBI, for example, processed 
9,777,762 fingerprint submissions for civil 
checks in Fiscal Year 2005 compared to 
10,323,126 fingerprint submissions for 
criminal checks during that same period. ‘ 

It would be difficult to accurately tally the 
tens of millions of noncriminal justice crimi- 
nal record checks, both name- and fin- 
gerprint-based, conducted throughout the 
country each year by government-adminis- 
tered repositories and by private commer- 
cial background check service providers. 


* ITv* ProstCutoriAl RtmtOiM tfvd 0(h«r Tooll to End th* 
Exploitation of Childrtn Tbday (PROTECT) Act of 2003, 
PubiK Law lOS-21. 

* Florida Statutes t0l2.46S. 

* Information providM Jan. 10, 2006, by Barbara S. Wiles, 
Management Analyst, Criminal Jusbce Information Services 
Division, FBI. 
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America's growing dependence on criminal 
record background c^iecks to strengthen 
public safety by reducing opportunities for 
certain criminal offenders to repeat their 
past histones requires new and additional 
resources to help law- and policymakers 
craft backgrounding laws, policies, and 
procedures to effectively govern this ex- 
pansion. 

To assist on the national level. Congress 
included a directive in the Intelligence Re- 
form and Terrorism Prevention Act of 2004' 
for the U.S. Attorney General to prepare 
a report making “recommendations ... for 
improving, standardizing, and consolidat- 
ing the existing statutory authorization, 
programs, and procedures for the conduct 
of criminal history record checks for non- 
criminal justice purposes." The Attorney 
General was directed to look at a num- 
ber of factors associated with noncriminal 
Justice background checks, including the 
role of private information providers, se- 
curity concerns, fee structures, dissemina- 
tion policies and restrictions, information 
technology infrastructure issues, and other 
factors. 

To provide further guidance and assistance, 
SEARCH, The National Consortium for Jus- 
tice Information and Statistics (SEARCH), 
and the Bureau of Justice Statistics (BJS), 
U.S. Department of Justice, launched a 
comprehensive and analytic look at non- 
criminal justice background checks, seek- 
ing clarity on many of the pervasive ques- 
tions associated with the process.* 


' Public Law 106-4S8. 

■ SEARCH IS a nonprofit consortium of tht statss Padicatad 
to improving the quality of Justice and public saMy through 
the use. managemont. and exchange of information; 
application of new technologies; and responsible law and 
p^icy. while safeguarding secunty arvd pnvacy (http:// 
www.search.org/). The Bureau Of Justice Statistics, a 
component of the Office of Jusbce Programs in the U.S. 
Department of Justice, collects, analyzes, publishes, and 
disseminates information on crime, criminal offenders, 
crime vicbms, and the operation of justice systems to all 
levels of government, providing critical data to federal, 
state, and local pobcymakers (http://www.oJp.usdoj. 
gov/bje/). 


How can the checks be conducted most ef- 
fectively? What criminal record information 
is most relevant to a suitability determina- 
tion? How do we balance public safety con- 
cerns against the rights of individuals? Can 
states find ways to accommodate the in- 
creasingly burdensome noncriminal justice 
background check cost and still respond 
effectively to demands? 

National Task Force Created to 
Guide Effort 

To guide this effort, SEARCH and BJS con- 
vened nationally recognized experts in 
August 2004 to be the National l^sk Force 
on the Criminal Backgrounding of Amenca.* 
The Task Force was comprised of represen- 
tatives from federal agencies, including the 
Federal Bureau of Investigation (FBI), the 
Department of Justice (DOJ), the Depart- 
ment of Defense (DOD), and the Office of 
Personnel Management (0PM); volunteer 
organizations which screen volunteers' 
backgrounds; state criminal history record 
repositories and identification bureaus; 
private companies that assemble criminal 
justice information and sell it for back- 
ground checks; employers; state legisla- 
tures; criminal record background check 
clearinghouses; and scholars and academic 
experts. 

The Task Force met four times between 
August 2004 and August 2005. Its findings 
and recommendations herein do not neces- 
sarily represent the views of all or any one 
member or the organizations with which 
they are affiliated. 

Scope of this Report 
This report is intended to provide law- and 
policymakers with recommendations and 
discussion on criminal backgrounding for 
noncriminat justice purposes, and it de- 
scribes the Task Force's vision for such 
backgrounding based on values identified 


* K«r««rt*r, U>« 'T^«k Pom. A list of Tbsk Fbrct msmbtrs 
appears on page 22. 
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during its meetings. Recommendations, 
which begin on page 8, are organized into 
the following subsections: Appropriate 
Levels of Access; Privacy and Social Safe- 
guards; Complete and Accurate Records; 
and Miscellaneous. It Is hoped that this re- 
port will be a positive and important contri- 
bution to the continuing debate surround- 
ing criminal backgrounding for noncriminal 
justice purposes. 

Definition of Terms 
The Task Force identifled the following key 
terms that describe the background check 
layers available today. These terms and 
definitions were crafted in a building-block 
manner that emphasizes record source, 
which is a critical aspect of backgrounding 
discussions and concepts. Consequently, 
many of these definitions are based on re- 
cord source. They rely on the concept that 
government records are generally consid- 
ered "offidar records, and that private- 
sector records are not “offidal" records 
unless designated as such by government. 
The following terms were defined for use in 
this report: 

Backgrounding - The overall collection, 
maintenance, retneval, and use of data 
about a person's background, from any 
source. 

Criminal Backgrounding - The overall 
collection, maintenance, retrieval, and use 
of data about a F>erson's criminal record, 
through official government records, as set 
forth in the next two definitions. 

Criminal History Record Check - A 
check that returns records from official 
criminal history repositories.’** Criminal 
history repositories store ’"criminal history 
record information,"" which federal law de- 


** For tfvo pgrpoM Of this roport. ’criminal hiKory 
ropository* msans statt rapositorias an<i ma FBI* 
admirustered Interstata Idancification Index (III), which 
inctudas the National Fingerprint File (NFF). 

“ Hereafter. CHRl. 


fines as "information collected by criminal 
justice agencies on individuals consisting 
of Identifiable descriptions and notations of 
arrests, detentions, indictments, informa- 
tion, or other formal criminal charges, and 
any disposition arising therefrom, including 
acquittal, sentencing, correctional supervi- 
sion, and release."" Two types of criminal 
history record diecks exist: fingerprint- 
based and name-based. These two types 
will be referred to throughout this report to 
clarify issues associated with each. (While 
not part of this definition, some reposito- 
ries return information from sex offender 
registries and wants-and-warrants files 
with criminal history record checks.) 

Criminal Case Record Check - A check 
that returns results from official criminal 
case records maintained by state or fed- 
eral criminal justice agencies, other than 
records returned by criminal history record 
checks, as defined above. Examples Include 
information from wants and warrants files, 
sex offender registries, courts, law enforce- 
ment, corrections, and other sources of 
records on individuals and offenses kept 
In criminal justice agency case manage- 
ment systems. Some of these records are 
original source records for criminal history 
repositories. Criminal case record checks 
are generally not hngerprlnt-based. 

Investigatory Record Check > A check 
that returns results from investigatory re- 
cords maintained by government or quasi- 
government entities, other than records 
returned by criminal history record checks 
and criminal case record checks as defined 
above. Examples are gang registries, intel- 
ligence or investigative files, and Interpol 
and other international records. Investiga- 
tory record checks are not usually finger- 
print-based. 

Civil Record Check • A check that re- 
turns results from official government- 


“ 28 CF.R, $ 20.3(«J>. 
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maintained civil records. Examples include 
records of birth and death, marriage, land, 
public education, military service, and civil 
court records and judgments. Civil record 
checks are not fingerprint-based. 

Commercial Check - A check that returns 
results from non-governmental private 
providers, which collect, compile and store 
data from many different sources, including 
civil and criminal government databases 
and other pnvate databases. Examples 
include personal identifiers such as Social 
Security Numbers, past addresses, re- 
cords from criminal history databases, civil 
courts, credit and consumer agencies, as- 
sessors' offices, county clerks, the military, 
and educational institutions. Commercial 
checks often draw upon a multitude of dif- 
ferent source databases and combine the 
results Into a consolidated profile. TTiey are 
almost always name-based. 

Current Landscape 
The backgrounding landscape is very com- 
plex. The landscape is comprised of two 
distinct components: 1) laws and policies 
governing access to, and the use of, back- 
ground information; and 2) the collection 
and management of data that provide 
background information. Complexities mul- 
tiply when the components are combined. 
Further, as we face increased demand for 
backgrounding, and criminal background- 
ing in particular, important national public 
policy issues surface regarding privacy, au- 
thorized use of official records, and others. 

In its broadest sense, backgrounding is 
“the overall collection, maintenance, re- 
trieval and use of data about a i>erson's 
background, from any source."*^ A full 
background check can include many types 
and sources of personal information, such 
as: 


*' Se« ’t>eAn<tlon of Terms' section on page 3 of tMs roport. 


• Information to verify the identity of the 
applicant or record subject, including 
birth certificates and other vital records 

• Criminal history and criminal case re- 
cord information 

• Employment history 

• Credit history and score 

• Education history 

• Residence and rental history 

• Civil court actions 

• License issuance 

• Department of Motor Vehicle records 

• Military and Department of Defense his- 
tories 

• No-fly, selectee, and other terrorist 
watch lists 

• Character references 

• Federal agency records 

• Drug and alcohol test results 

• Immigration records 

• Office of Foreign Assets Control data 

• "Deadbeat dad" registries 

• Various insurance databases, including 
the Comprehensive Loss Underwriting 
Exchange (CLUE) 

• Non-adjudicated shoplifting reports from 
retail sources 

• Foreign association databases 

• Various abuse registries 

• Voting records 

• Travel information databases 

• Others. 

Although the Task Force recognized and 
discussed backgrounding in its broadest 
sense, it focused the bulk of its discussions 
and recommendations on criminal record 
backgrounding. The Task Force viewed 
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criminal record backgrounding as at the 
heart of the most significant background- 
ing issues, and an area for which it could 
offer the most significant recommendations 
and insight. Therefore, criminal record 
backgrounding is the primary focus of this 
report's discussions and recommendations. 

Demand for Criminal Record 
Backgrounding and Resulting 
Tensions 

According to a February 2005 survey of hu- 
man resource professionals by the Society 
for Human Resource Management, criminal 
background checks were the second-most 
frequently conducted employee background 
checks by employers after U.S. employ- 
ment eligibility checks.'^ A number of 
reasons, not necessarily mutually exclusive 
of each other, motivate employers, volun- 
teer organizations, and others to conduct 
criminal record background checks. They 
include: 

• Public safety 

• Compliance with legal requirements 

• Limitation of liability 

• Conditions of doing business 

« Protection of vulnerable populations 

• Customer assurance 

• Avoidance of loss of business 

• Fear of business loss, or public or media 
backlash over an incident caused by an 
individual with a past record 

• To regain public or customer trust. 

New and advancing technologies also play 
a role in the demand for criminal back- 
ground checks, as they ease the collection, 
maintenance, and dissemination of back- 
ground information. 


*• Bureau o1 Natiortal Affairs, 'SHRM Survey Fmda 
Employers SpenOtn^ more Time on Worker Background 
Checks' Pnvacy Low Wotch, Feb. 2S, 2005. 


With the high demand for criminal back- 
grounding, tensions surface between dif- 
fering views on the value and appropriate 
use of criminal background information. 
Some conclude that widespread access to 
criminal background information is pre- 
dominantly beneficial to society for public 
safety and other reasons, and should be 
prevalent. Others a>nclude that widespread 
access to criminal background information 
may be predominantly detrimental to soci- 
ety and invites negative unintended conse- 
quences, especially if privacy rights are not 
carefully protected. Still others fall at vari- 
ous points on the spectrum between these 
two opposing views, recognizing a need to 
balance these Interests. 

The Task Force recognized that tensions 
exist between access and privacy. These 
tensions were discussed at length and were 
of great concern. The Task Force strived 
to strike an appropriate balance between 
these two perspectives and issued its rec- 
ommendations with this goal in mind. 

Law and Policy 

Layers of law and policy governing crimi- 
nal record backgrounding activities exist at 
the state and federal levels. For example, 
28 U.S.C. § 534, an important provision 
at the federal level, states, "The Attorney 
General shall (1) acquire, collect, classify, 
and preserve identification, criminal identi- 
fication, crime, and other records; and (2) 
exchange these records with, and for the 
official use of, authorized officials of the 
Federal Government, the States, cities, and 
penal and other institutions.''^* 

The Code of Federal Regulations (C.F.R.) 
further governs the use of records collected 
under the authority of 28 U.S.C. 534, which 
shall be referenced in this report as "FBI- 


** 28 U.S.C. § S34. See elso U.S. v. Rosen. 343 F.Supp. 
604. 806 (O.C.N.Y t972) (noting ttvet tne word -sbair in 
28 U.S.C. § S34 not merely an autborizatien but an 
imperative direcuon.'). 
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maintained CHRI" (criminal history record 
information). Specifically, 28 C.F.R. 20.33 
limits the use of such records to "criminal 
justice agencies for criminal Justice pur- 
poses,*’ which purposes include the screen- 
ing of employees or applicants for employ- 
ment hired by criminal justice agencies." 
This provision has lead to the common use 
of two phrases for the purpose of distin- 
guishing the use of CHRI: "use for criminal 
justice purposes" and "use for non-criminal 
justice purposes."** Such phrases shall be 
used throughout this report. 

Given the generally restrictive use of FBI- 
maintained CHRI, specific legislation is 
required to authorize its use for noncrimi- 
nal justice purposes, such as employment 
and licensing background checks. Further, 
the authorization must specifically autho- 
rize access to FBI-maintained CHRI or FBI 
systems, rather than a mere obligation, 
prohibition, or administrative responsibility 
to perform certain employment or licensing 
screening.** 

Public Law 92-544 was enacted by Con- 
gress in 1972 to permit states to enact leg- 
islation that designates specific licensing or 
employment purposes for which state and 
local government agencies may submit fin- 
gerprints to the FBI and receive FBI-main- 
tained CHRI. It is Important to note that 
FBI-maintained CHRI includes state records 


** S«« 'OeAnition or Torms' section o^i poge 3 of this report, 
•sptaslly *Cnmine< History Record Chtck." for the definition 
of CHRI. 

'Cfiminei justice purpose* is further defirted to be for 
an 'adrTMnistratiofl Of criminal Justice* as outlined in 28 
C.F.R. 20.3(b}. Qualifying activities include: detection, 
apprehension, detention, pretnal release, post'trial 
release, prosecution, adjudrcation, correctional supervision, 
rehabilitation, and the criminal identification activities 
and the collection, storage, and disseminabon of criminal 
history record infwmation. 

** 'Use for r>on*criminai justice purposes' has also been 
commonly called referred to as 'use for civil purposes.* 
However, this second reference to civil purposes is not as 
widespread, and its terms do not relate as directly to the 
underlying legal authority. 

CJIS Information Letter, U.S. Department of Justice, April 
6 , 2001 . 


to the extent that they are collected by the 
FBI and indexed through the FBI's Inter- 
state Identification Index (III).’* 

Public Law 92-544 statutes may include 
disqualifying offenses that prevent an ap- 
plicant from obtaining a position of employ- 
ment or a license if the applicant has the 
stated offense in his or her background. 
Crimes of violence or of a sexual nature are 
almost a universal disqualifying offense in 
Public Law 92-544 statutes. Other disquali- 
fying offenses relate more specifically to 
the license or position being sought; for ex- 
ample, a conviction for a financially related 
crime would likely disqualify an individual 
from a position that involves handling 
money. 


** Thft Interstate Identification Index (111), known informally 
as Tripfe 1.* IS an interstate/federal-state computtr 
network for conducting nabonal criminal history record 
searches. Ill uses an index-poinfer approach to be together 
the criminal history rKord databases of state central 
repositories and the FBI. 

Under this approach, the FBI maintains an automated 
master name index, which includes the names and 
idenbfying information on all individuals whose CHRI is 
available through the III system. (As of December 1, 200S, 
the system held more than 56 million records.) If a search 
of the index indicates that an individual is the subject of a 
lll•mdexed record, the index will point the inquiring agency 
to the FBI and/or to the state or states from which the 
indivrduai^ criminal history records can be obtamed. The 
inquinng agency may then obtain the records direaly from 
the state or FBI cnminal record database that holds the 
records. 

in searches for criminal justice purposes, including criminal 
investigations and prosecutions, are conducted pursuant to 
federal regulation 28 CFft Part 20, Subpart C. til searches 
for noncriminal justice purposes must be fingerprint- 
based and are conducted pursuant to the National Crime 
Prevention and Privacy Compact, as established by the 
Crime Identification and Technology Act of 1996, Public Law 
105-251. 

TWenty-five states have ratified the Privacy Compact: 
Alaska, Arizona, Arkansas, Colorado, Conneaicut, Florida, 
Georgia, Idaho, lowa, Kansas, Maine, Maryland, Minnesota, 
Missoun, Montana, Nevada. New Hampshire, New Jersey, 
North Carolina, Ohio, (Xilahoma, Oregon, South Carolina, 
Tennessee, and Wyoming. Eleven states and territories 
have signed a Memorandum of Understanding effectively 
subscribing to the Compact: American Samoa, Guam, 
Hawaii. Illinois, Kantucky, Mississippi, North Dakota. 
Nebraska, New Mexico, ^uth Dakota, and Vermont. 
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ITie following criteria must be met before 
access is allowed under a Public Law 92* 
544 statute: (1) the statute must exist as 
a result of a legislative enaament; (2) it 
must require that applicants be fingerprint- 
ed; (3) it must, expressly or by implication, 
authorize the use FBI records for the 
screening of applicants; (4) it must identify 
the specific categorY(ies) of licensees/em- 
ployees falling within its purview, thereby 
avoiding overbreadth; (5) it must not be 
against public policy; and (6) it must not 
Identify a private entity as the recipient of 
the results of the record check.” 

The problem with the overall Public Law 92- 
544 approach is that the specific state pro- 
visions that authorize access to FBI-main- 
tained CHRI create a complex, inconsistent, 
and noncomprehensive authorization 
scheme. Similar positions of employment in 
different states may be treated differently, 
even though the underlying public safety 
issues may be the same. States have en- 
acted more than 1,100 statutes under the 
Public Law 92-544 umbrella. 


State statutes separate from Public Law 
92-544 statutes allow public access to 
state-held CHRI. Each state legislature 
controls access to its own state-maintained 
CHRI, and each state may take a differ- 
ent approach to making such records pub- 
licly available for employment, licensing, 
and other noncrlminal justice purposes. 

(A listing of many of the State laws gov- 
erning the security and dissemination of 
State-maintained criminal history record 
information can be viewed on the online 
Compendium of State Privacy and Security 
Legislation at http://www.search.orQ/Dro- 

criminal history record checks vary con- 
siderably, from name-based searches that 
do not require data subject authorization 
to fingerprint-based searches that require 


both statutory and data subject authoriza- 
tion. State-maintained CHRI databases are 
believed to be more complete than those 
maintained by the FBI in that they often 
have more dispositions, misdemeanor 
information that was not collected by the 
FBI, and offender information that the state 
maintained even though it was rejected by 
the FBI because of poor fingerprint images 
or other quality control issues. 

The Task Force recommendations follow. 


** CJIS Information Letter, st/pre note 19 at p. 19. 
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Task Force Recommendations 


Appropriate Levels o 

f Access: Recommendations 1.1 to 1.9 

Recommendation 1.1 

National investment should be directed toward enabling and maximizing 
the use of fingerprints for criminal history record checks for noncriminal 
justice purposes. 

Recommendation 1.2 

Expand access to fingerprint-based criminal history record checks 
under Public Law 92-544 for r>oncriminal justice purposes that involve 
positions of trust. 

Recommendation 1.3 

Consider alternate means to support cost of producing checks. 


Recommendation 1.4 

Consider options to reduce fees paid by requestors and applicants. 

Recommendation 1.5 

Offer automatic updates of disseminated information. 

Recommendation 1.6 

Set a response time deadline. 


Establish access controls to prevent unauthorized access. 


Allow private agents and value-added services from the private 


marketplace. 

Recommendation 1.9 Consider electronic consumer interfaces and data exchange services. 


Privacy and Social Safeguards: Recommendations 2.1 to 2.4 


Recommendation 2.1 

Obtain the subject’s consent for criminal history record checks for 
noncriminal justice purposes. 

Recommendation 2.2 

Develop appropriate relevancy criteria. 

Recommendation 2.3 

Provide notice of disqualifying offenses. 

Recommendation 2.4 

Allow access and correction by data subject. 


Complete and Accurate Records: Recommendations 3.1 to 3.3 


Recommendation 3.1 

Work toward complete and accurate records. 

Recommendation 3.2 

Continue funding for the National Criminal History Improvement 

Program (NCHIP). 

Recommendation 3.3 

Provide clear and consistent results. 


Miscellaneous: Recommendations 4.1 to 4.3 


Recommendation 4.1 

Create a federal act to address backgrounding for noncriminat Justice 
(or “civir) purposes. 

Recommendation 4.2 

Impose civil and criminal penalties. 

Recommendation 4.3 

Develop a national education campaign. 
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Appropriate Levels of Access: 
Recommendations 1.1 to 1.9 

RECOMMENDATION 1.1: 

National investment should be directed 
toward enabling and maximizing the 
use of fingerprints for criminal history 
record checks for noncriminal justice 
purposes. 

Two primary identifiers are used for crimi- 
nal history record checks; fingerprints and 
names, with names often being coupled 
with other identifiers such as gender, date 
of birth, and Social Security Number. Crimi- 
nal history record checks conducted for 
noncriminal justice purposes under Public 
Law 92-544 are fingerprint-based. Crimi- 
nal history record checks performed for 
noncriminal justice purposes outside the 
authorization of Public Law 92-544 are 
predominantly name-based. The majority 
of state criminal history repositories offer 
name-based checks for noncriminal justice 
purposes to the general public.^’ It is easier 
and cheaper for both consumers and re- 
positories that offer this service to perform 
name-based checks rather than fingerprint- 
based checks. Checks of prospective hand- 
gun purchasers performed under the Brady 
Handgun Violence Prevention Act’^ are also 
name-based, as are most criminal case re- 
cord checks. However, there is some move- 
ment throughout the states to increase 
fingerprint capture, storage, and search ca- 
pabilities for criminal history record checks. 
The use of other biometric data, such as 
digital photos, is also emerging in some ar- 
eas. Overwhelmingly, however, civil record 
and commercial checks are name-based. 


** Survwy ofStiU Cnminol Hrstory tnfi>rmttion Sytttms, 
2003, Criminal Justtce Information Policy Series. NCJ 
210297 (Washington, D.C.: U.S. Department of lustice. 
Bureau of lust>c« Statistics, February 2006), available at 
http://www.o)p.usd44.gov/bls/abstract7saehis03. 
htm. 

"Public Uw 103-1S9. 


The Task Force concluded that fingerprint- 
based criminal history record checks are 
more accurate than name-based checks. 
Name-based checks may return results 
that are "false positive" (incorrectly associ- 
ates an individual with a criminal record) 
and "false negative" (fails to associate 
an individual with his/her criminal re- 
cord). Names tend to be unreliable identi- 
fiers for many reasons: people lie about 
their names and obtain names from false 
documents; people change their names; 
people have the same name; people mis- 
spell names; people use different versions 
of their names— with middle name, with- 
out middle name, and with middle initial; 
people use nicknames and aliases; and 
names have different formats depending on 
culture and/or country of origin. Although 
many databases use names as a primary 
record identifier, the result can be unlinked 
or unfound records unless other Identifiers 
are also used to further increase the likeli- 
hood of an accurate match. 

Although the Tisk Force agreed that finger- 
print-based criminal history record checks 
are more accurate than name-based 
checks, criminal history repository records 
are not always complete for a given re- 
quest. 

Fingerprint-based criminal history record 
checks often cost more and take longer to 
provide a response. Ideally, only finger- 
print-based checks would be performed. 
However, name-based checks are often less 
expensive, are easier for the consumer to 
conduct, and provide a quicker response. 
Consequently, name-based checks are of- 
ten the choice of entities that would oth- 
erwise prefer fingerprint-based checks, if 
available. 

The Task Force recommends that national 
investment be directed toward enabling 
and maximizing the use of fingerprints for 
criminal history record checks for noncrimi- 
nal justice purposes. 
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RECOMMENDATION 1.2: 

Expand access to fingerprint-based 
criminal history record checks under 
Public Law 92-544 for noncriminal 
justice purposes that involve positions 
of trust. 

Remove the PuhHc Law 92-544 limitation 
that requires a public agency to receive 
record check results, and instead allow au- 
thorized private entities to receive results 
directly. Expand access to fingerprint-based 
criminal history record checks under Public 
Law 92-544 for noncriminal justice pur- 
poses that involve positions of trust. Spe- 
cifically, expand such access to "end us- 
ers who appoint individuals to positions or 
responsibilities entailing/involving access to 
vulnerable populations, client residences, 
businesses' significant organizational as- 
sets; sensitive information; or as otherwise 
deemed necessary by state legislatures or 
the U.S. Attorney General for public safety 
or national security. " 

The Task Force discussed the growing 
national demand for access to state and 
federal fingerprint-based criminal history 
record checks under Public Law 92-544. Al- 
though extsting state statutes approved by 
the Attorney General under 92-544 cover a 
multitude of noncriminal justice purposes, 
the Task Force recognized that Public Law 
92*544 is limiting in that it only permits the 
FBI to disseminate identification records to 
state and local governments identified in 
state statutes approved under the Public 
Law 92-544 scheme. It forbids dissemina- 
tion to private entities. State legislatures 
are unable to authorize criminal history re- 
cord checks for noncriminal justice purpos- 
es pursuant to Public Law 92-544 without 
a governmental hiring or public regulatory 
body to receive and screen the results. 

The Task Force recommends removal of the 
Public Law 92-544 limitation that prohib- 
its dissemination of record check results 


to private entities, and recommends that 
authorized private entities be allowed to 
receive record check results directly. This 
will allow expansion of Public Law 92-544 
access for broader purposes. The Task 
Force emphasized that positions of trust 
and levels of risk should be the primary 
qualifiers under approved Public Law 92- 
544 statutes, not the existence of a gov- 
ernmental regulatory body to accept and 
screen results. 

In addition, the Task Force defined the de- 
gree to which Public Law 92-544 should be 
broadened, recommending that the law be 
expanded to allow state and federal aimi- 
nal history record checks to be requested 
by "end users who appoint individuals to 
positions or responsibilities entailing/in- 
volving access to vulnerable populations, 
client residences, businesses' significant 
organizational assets; sensitive Informa- 
tion; or as otherwise deemed necessary 
by state legislatures or the U.S. Attorney 
General for public safety or national secu- 
rity." Under this scheme, state legislatures 
would have the opportunity to enact au- 
thorizing legislation under the Public Law 
92-544 umbrella for private entities within 
this definition; those entitles would, in 
turn, be able to request fingerprint-based 
criminal history record checks through 
state Criminal history repositories. State 
legislatures deciding not to enact such 
authorizing legislation would, in effect, be 
"opting out." Entities within the definition 
affected by state opt-outs would then need 
authorization by the U.S. Attorney General 
to request criminal history record checks 
directly through the FBI. 

The Task Force emphasized that such ex- 
pansion should be achieved in a manner 
that sends authorized entities to stafe 
criminal history repositories for access, not 
directly to the FBI, unless states opt out 
by choosing to not create enabling legisla- 
tion. Allowing entities within the definition 
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to bypass state criminal history repositories 
and to go directly to the FBI would result in 
a loss of state fees, a potential breakdown 
of the state criminal history Infrastructure, 
and other unintended consequences due to 
diversion of revenue. 

The Task Force specifically noted that its 
recommendation is a compromise of vari- 
ous Task Force members' views. It noted 
that the Task Force was divided on the 
degree to which authorization under Pub- 
lic Law 92-544 should be expanded; some 
members wanted expansion to cover 
all employers and landlords, and others 
wanted a much more limited expansion. 

As a compromise, the i<isk Force adopted 
the stated recommendation with the intent 
of authorizing a large pool of positions of 
trust, but not the entire universe of pos- 
sible legitimate purposes. The T^sk Force 
referred to its final recommendation of 
expansion under Public Law 92-544 as "not 
the best possible recommendation, but the 
best possible recommendation on which 
the Task Force could reach consensus." 

RECOMMENDATION 1.3: 

Consider alternate means to support 
the cost of producing checks. 

The concept of adequate and continued 
funding for criminal history repositories and 
infrastructure must be a guiding principle 
for alt decisions surrounding the reform of 
criminal backgrounding. Alternative means 
to supplement traditional funding for aimh 
nal history repositories and infrastructure 
should be studied. New business processes 
and technologies should be considered to 
help streamline criminal history reposito- 
ries and inh-astructure, including capture, 
processing, and screening, with the goal of 
reducing costs in the long run. 

The Task Force recognized that the cost to 
criminal history repositories of capturing, 
processing and screening CHRI for both 


criminal justice and criminal backgrounding 
purposes is a critical element in the nation- 
al discussion of reforms. The cost of tech- 
nology and staffing to operate and support 
criminal history repositories is significant. 

To be effective, criminal history repositories 
require a sufficient funding commitment to 
ensure that repository record completeness 
and accuracy remain the highest priority, 
that current technology Is used, and that 
requests for criminal history record checks 
are properly screened and processed in a 
timely manner. 

State criminal history repositories obtain 
funding and resources in a variety of ways. 
Some states support criminal history re- 
positories solely through the collection of 
user fees, which are appropriated back to 
the repositories. Twenty-two states that 
responded to a 2004 survey by the Nation- 
al Crime Prevention and Privacy Compact 
CounclP** reported that all or part of the 
collected user fees were put in the state's 
general fund; criminal history repositories 
then receive general fund appropriations. 
The problem with varied funding mecha- 
nisms is that some criminal history reposi- 
tories are adequately funded and conse- 
quently are more likely to employ advanced 
technology, while others receive inadequate 
funding and manually perform certain func- 
tions that can be handled more efficiently 
through automated means. Fingerprint 
capture by law enforcement and other 
entities is another critical and related com- 
ponent that also lacks proper funding and 
technological capabilities in many jurisdic- 
tions. These funding factors directly affect 
CHRI quality and completeness. 

In states that redirect fees collected by 
criminal history repositories back to the 
repositories, the fees collected for noncrim- 
inal justice record checks are often used to 
offset staff costs and the increasing expen- 


** Sm http://www.se«rcti.org/files/p<ir/ 
CCo4JflcllUMrFeeSurvev_SumnwirytatHec_flnal.pdf . 
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ditures on technology maintenance and up- 
grades. In some states, noncriminal justice 
fees subsidize and, in some cases, even 
fully fund the repositories' primary criminal 
justice functions. Criminal history reposi- 
tories, and their fingerprint identification 
systems, were created primarily to provide 
CHFU to support decision-making at vari- 
ous stages of the criminal justice process, 
including investigation, bail determinations, 
sentencing, probation, and parole. In the 
past 20 years, criminal history reposito- 
ries have experienced a rapidly escalating 
national demand for criminal history record 
checks for noncriminal justice purposes. In 
states where repositories are funded direct- 
ly by noncriminal justice check revenue, 
the secondary noncriminal justice purpose 
partially subsidizes the primary criminal 
justice purpose, because criminal justice 
checks are conducted without fees. 

Also, a state criminal history repository 
only collects fees when a criminal history 
record check originates with that reposi- 
tory. If a state's criminal history records 
are obtained through another repository 
or channel, such as through the FBI, there 
is no mechanism through which that state 
can charge for the use, access, or delivery 
of its records. As noted previously, new 
cost recovery approaches should be consid- 
ered, including recovery for results pro- 
vided regardless of where a record check 
originates, and regardless of whether the 
results indicate a returned record or the 
absence thereof. 

After lengthy discussion and review, the 
T^sk Force concluded that adequate re- 
sources must be provided to criminal his- 
tory repositories and infrastructure, espe- 
cially state criminal history repositories, 
to maintain, at a minimum, the current 
quality of criminal history record checks. If 
service demands are increased, adequate 
resources must be made available so 
criminal history repositories can respond to 


increased demands. Absent the availability 
of adequate resources, the criminal history 
repository infrastructure will break down 
with resulting unintended consequences 
impacting both the criminal justice system 
and criminal backgrounding. 

A similar consequence could occur if ex- 
isting service demands are legislatively 
diverted from state criminal history reposi- 
tories to an alternate, centralized source. 
Each state repository would play an Im- 
portant role in providing state CHRI to this 
centralized record source, which would 
only be as strong as its weakest contribut- 
ing state repository. Any weak links in this 
chain would degrade local and national 
checks for backgrounding, for criminal jus- 
tice, and for public safety purposes. 

The Task Force recommends that the con- 
cept of adequate funding for criminal his- 
tory repositories and infrastructure be a 
guiding principle in all decisions surround- 
ing the reform of criminal backgrounding. 
Further, it recommends that alternative 
means to supplement traditional methods 
of funding for criminal history repositories 
and infrastructure, including the develop- 
ment of a national funding model, should 
be studied. Finally, it recommends that 
new business processes and technologies 
be considered to help streamline capture, 
processing and screening, with the goal of 
reducing costs. 

RECOMMENDATION 1.4: 

Consider options to reduce fees paid 
by requestors and applicants. 

Congress and state legislatures should 
consider the impact of fees on individuals 
and organizations using fingerprint-based 
criminal history record checks. Varying 
fee structures, fee reduction strategies, 
government subsidies, and other inno- 
vative approaches are needed to relieve 
the financial burden of hngerprint-based 
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criminal history record checks, especially 
with respect to circumstances under which 
multiple or volume checks are performed. 
Schemes to expand noncrimlnal Justice ac- 
cess to fingerprint-based criminal history 
record checks should be considered in con- 
nection with solutions to address existing 
fee problems. 

Tlie Task Force discussed and expressed 
great concern about fees charged for Fin* 
gerpnnt-based criminal history record 
checks for noncriminal Justice purposes, 
and the overall indirect impact that fees 
have on public safety. This concern stems 
from feedback received from industries and 
individuals who often view fees as too high, 
and even unaffordable, to many. 

Fees for fingerprint-based criminal history 
record checks vary from state to state and 
at the federal level. State fees range from 
$0 to $75. FBI fees range from $18 to $24. 
Fees are sometimes reduced or waived 
for certain classes of consumers, such as 
volunteers. Fees for name-based criminal 
history record checks and criminal record 
checks are usually less than fingerprint- 
based checks, but all Public Law 92-544 
checks are fingerprint-based. Fees for com- 
mercial checks also vary, and can be held 
down by market pressures. Such checks 
can also be more expensive than state or 
federal checks based on the nature and 
extent of the check and the information 
provided. 

The Task Force expressed concern that fees 
for criminal history record chedcs can be 
a financial burden, especially when mul- 
tiple checks are required. Employees and 
licensees earning higher incomes are less 
affected than those seeking positions In the 
lower economic strata. More checks may be 
needed for the latter, who may be working 
multiple jobs or who change jobs often. A 
delivery person serving multiple hospitals 
or schools may need a criminal history re- 


cord check for each entity or In each juris- 
diction he or she serves. Volunteers serving 
more than one organization may also need 
multiple checks. The cost of such checks 
could be a disincentive. 

Some state and local governments and 
industries minimize the need for multiple 
checks through licensing boards and as- 
sociations. The need for multiple checks 
is reduced when a licensing board or in- 
dustry association acts as an intermediary 
between licensees and the criminal history 
repository, receiving and screening record 
check results. The intermediary issues 
licenses or clearance cards, or otherwise 
conveys to the public that its licensees or 
constituents have passed statutory require- 
ments. 

The Task Force recognized that various 
options can address fee problems and the 
high cost of multiple criminal history re- 
cord checks. These options require study 
and evaluation. The fee issue should be 
resolved before Public Law 92-544 criminal 
history record diecks are broadly expand- 
ed. 

The T^sk Force recommends that Con- 
gress and state legislatures consider the 
impact of fees on individuals and organiza- 
tions authorized for criminal history record 
checks under Public Law 92-544. Varying 
fee structures, fee reduction strategies, 
government subsidies, and other innova- 
tive approaches are needed to relieve the 
financial burden of fingerprint-based crimi- 
nal history record checks, especially with 
respect to those who need multiple or a 
high volume of checks. Schemes to expand 
private sector access to fingerprint-based 
criminal history record checks should be 
considered in connection with solutions to 
the existing fee issues. 
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RECOMMENDATION 1.5: 

Offer automatic updates of 
disseminated information. 

AU criminal history repositories should of- 
fer automatic updating of disseminated 
information as part of their criminal history 
record check offerings. 

The Task Force discussed the need for 
automatic mechanisms to update dissemi- 
nated criminal history record check results 
as changes to a subject's record occur. 
Employees, licensees, and volunteers often 
need to be rechecked on a frequent basis. 
CHRI can change almost immediately after 
a set of compiled information is released. 
Specifically, new arrest Information may 
arrive at the repository. Without a mecha- 
nism to automatically update results when 
changes occur (sometimes described as a 
"rap-back" approach), a criminal history re- 
cord check would. In theory, have to be run 
frequently to remain current— an obvious 
financial and logistical burden on consum- 
ers as well as criminal history repositories. 
Instead, providing automatic update servic- 
es for previously run checks— e.g., notifica- 
tion of subsequent arrest or conviction— is 
a more sound and efficient approach. The 
Task Force recommends that criminal his- 
tory repositories offer automatic updating 
of disseminated information as part of their 
criminal history record check offerings. 

RECOMMENDATION 1.6: 

Set a response time deadline. 

The Attorney General should set a deadline 
for criminal history repositories to have 
end-to-end electronic proces^ng for sub- 
mission of fingerprints fo the FBI. Ail crimi- 
nal history repositories should work toward 
receiving electronic fingerprints from all 
consumers at the point when fingerprint- 
based criminal history record ched<s are 
submitted, and set a deadline for this to 
occur. State criminal history repositories, 


together with the FBI, should work toward 
setting a goal of a maximum amount of 
time to process the vast majority of finger- 
print-based criminal history record checks, 
from the time a request is submitted to the 
time results are returned to the consumer. 

The Task Force discussed the amount of 
elapsed time from the initiation of a finger- 
print-based criminal history record check to 
the point when the consumer receives the 
check results. Consumers receive dimin- 
ished value if checks are not processed 
quickly. Applicants do not get hired. Vol- 
unteers do not get placed. Many factors 
can introduce time lags attributable to the 
consumer, the criminal history repository, 
or the FBI. The Task Force acknowledged 
that electronic submission of fingerprints 
generally results in better response time 
than manual submission. 

The Task Force recommends that the At- 
torney General set a firm date, at which 
time all state criminal history repositories 
must be capable of electronic processing 
and electronic submission of fingerprints 
to the FBI to support end-to-end electronic 
processing. In addition, repositories should 
work toward receiving electronic finger- 
prints from all consumers when checks 
are initiated, and set a deadline for this to 
occur. Finally, a national goal should be set 
along the following lines; "The maximum 
time for a criminal history repository to 
process the vast majority of fingerprint- 
based criminal history record checks, from 
the time a request is properly submitted to 
the time results are sent back to the con- 
sumer, is Although the Task Force 

was unable to determine the exact number 
of days, it expressed that delays of more 
than a week are problematic. 

The Task Force also discussed the time that 
elapses from the point when a consumer 
decides a fingerprint-based criminal history 
record check is needed to the time that the 
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consumer properly initiates the request. 
However, it was noted that delays occur- 
ring prior to the submission of the request 
are out of the immediate control of criminal 
history repositories. No recommendations 
were made with respect to this part of the 
process. 

RECOMMENDATION 1.7: 

Establish access controls to prevent 
unauthorized access. 

Proper access controls and security should 
be established, maintained, and funded to 
prevent unauthorized access to criminal 
history repository infrastructure and data. 

The Task Force discussed the need for 
proper security and access controls to 
ensure that CHRI access is limited to 
authorized entities, and also to protect 
against unauthorized access to infrastruc- 
ture and data. Risks of security breaches 
increase as laws are modified to expand 
access to aiminai history record checks, 
and to authorize private entities to receive 
check results directly. The Task Force rec- 
ommends that appropriate technical and 
nontechnical access controls and security, 
including identification verification at the 
time the applicant presents himself/herself 
for fingerprinting, must be Implemented 
and maintained. 

RECOMMENDATION 1.8: 

Allow private agents and value-added 
services from the private marketplace. 

Private agents should be allowed to offer 
value-added services to, and to represent 
consumers in connection with, criminal 
history record checks, but with appropriate 
security and controls. 

The Task Force discussed the use of private 
companies as "consumer agents" to pro- 
vide value-added services to private enti- 
ties authorized under Public Law 92-544 


statutes, and to individuals who are the 
subject of criminal history record checks. 
The range of value-added services that 
private consumer agents can offer is great. 
Such services may hold the answers to 
some of the technical and logistical issues 
that exist around criminal record back- 
ground checks today. Consequently, the 
private marketplace should be encouraged 
to develop value-added services for con- 
sumers, and to offer creative solutions to 
alleviate problems. For example, pnvate 
agents could serve consumers by capturing 
electronic fingerprints, ensuring that proper 
consent is obtained, making requests for 
criminal history record background checks 
to repositories, managing accounts for 
large-volume consumers, and holding re- 
cord check results in trust for individuals, 
such as volunteers, who want to provide 
their results to multiple entities. All of the 
Task Force recommendations work together 
to facilitate the use of the pnvate market- 
place while retaining i^rtdin privacy and 
social safeguards. The Task Force recom- 
mends that private agents be allowed to 
offer value-added services for criminal 
history record checks and represent con- 
sumers in connection with such checks, but 
with appropriate security and controls. 

RECOMMENDATION 1.9: 

Consider electronic consumer 
interfaces and data exchange services. 

Electronic consumer interfaces and data 
exchanges should be considered by crimi- 
nal history repositories to facilitate the 
provision of ftngerprint-based criminal his- 
tory record checks for noncriminal justice 
purposes, with appropriate security and 
controls. 

The Task Force discussed the need for 
criminal history repositories to build con- 
sumer Internet portals and electronic data 
interchange services to facilitate the provi- 
sion of fingerprint- based cnminal history 
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record checks for noncriminal justice pur- 
poses. Although this would involve sig- 
nificant technical and security challenges, 
consumer Internet portals and electronic 
data interchange services would provide ef- 
ficiencies for consumers and criminal histo- 
ry repositories. These would require proper 
security, credentialing and authentication, 
and trustworthy mechanisms to submit 
hngerprints and other necessary documen- 
tation. Through electronic data interchange 
services, value-added systems could be 
built in the private marketplace to serve 
various industries by offering sophisticated 
and intelligent solutions to manage large 
volume accounts with multiple pending 
requests; by providing automated screen- 
ing guidance that meets industry relevancy 
standards; and by processing electronic 
payment transactions. The Task Force rec- 
ommends that consumer Internet portals 
and electronic data Interchange services be 
considered by criminal history repositories 
to facilitate the provision of fingerprint- 
based criminal history record checks for 
noncriminal justice purposes, with appro- 
priate security and controls. 

Privacy and Social Safeguards: 
Recommendations 2.1 to 2.4 

RECOMMENDATION 2.1: 

Obtain the subject's consent for 
criminal history record checks for 
noncriminal justice purposes. 

Consent of the subject should be required 
for any entity to conduct criminal history 
record checks for noncriminal justice pur- 
poses, to the extent it does not conflict 
with other taw. Consent should be obtained 
in a uniform way, and should define im- 
portant consent-related issues surround- 
ing criminal history record checks, such as 
the type of criminal history record check 
authorized; the scope of consent granted; 
the duration of the consent; whether the 
consent covers automatic updates to check 


results; whether re-disdosure is allowed 
and, if so, under what orcumstances; the 
extent to which the consent allows storage 
and re-use of the information obtained to 
conduct the check (such as fingerprint and 
Social Secunty Number); and any other 
pertinent factors. 

The Task Force discussed the issue of con- 
sent as it pertains to conducting criminal 
history record checks for noncriminal jus- 
tice purposes. It recognized that consent is 
generally inherent when a subject provides 
fingerprints for the purpose of a criminal 
history record check; however, consent 
may not be present in the context of name- 
based checks. The Task Force also recog- 
nized that state law varies with respect to 
the degree to which criminal history record 
checks may be performed within the state, 
with and without consent. 

At the same time, the Task Force recog- 
nized that consent is an important concept 
and in accordance with general privacy 
principles. The Task Force agreed that a 
national policy should be developed requir- 
ing consent, which is to be applied to the 
extent that it does not conflict with other 
state or federal laws. A standard approach 
for obtaining consent should be defined. 
The consent should specify the type of 
criminal history record check authorized; 
the scope of consent granted; the dura- 
tion of the consent; whether the consent 
covers automatic updates to check results; 
whether re-disclosure is allowed and, if so, 
under what circumstances; the extent to 
which the consent allows storage and re- 
use of the information obtained to conduct 
the check (such as fingerprints and Social 
Security Numbers); and any other perti- 
nent factors. If other law exists that con- 
flicts with this consent policy, notice should 
be provided to the subject of the check, 
explaining that Information may be re-dis- 
closed or otherwise used according to such 
law. 
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RECOMMENDATION 2.2: 

Develop appropriate relevancy criteria. 

Study is needed to develop appropriate rel- 
evancy guidelines for end-users, especially 
as access to criminal history record checks 
is expanded. 

Tlie Task Force discussed the issue of 
relevancy and the need for guidelines for 
end-users of backgrounding results to 
determine whether the existence of vari- 
ous offenses Is relevant to the position of 
employment, licensure, or other service 
at issue. The Task Force recommends that 
guidelines be developed to address re- 
demption, forgiveness, and opportunities 
for individuals after rehabilitation. Whether 
information from backgrounding results is 
relevant to a certain position or service is 
dependent on many factors, such as the 
type of information (arrest, disposition, or 
other); the circumstances surrounding an 
offense; the age of information; the num- 
ber and severity of offenses; evidence of 
rehabilitation; and the age of individuals, 
including the age at which the offense was 
committed. The core decision in connec- 
tion with relevancy is one of risk manage- 
ment. Is the arrest or conviction of a type 
that would create unacceptable risk In the 
workplace or service environment at Is- 
sue? Is the arrest or conviction information 
unrelated to such a degree that one could 
properly conclude that the subject does not 
pose a significant risk? 

The Task Force agreed that a risk manage- 
ment analysis is the appropriate relevancy 
approach, as opposed to automatic rejec- 
tion on the basis of a criminal record. More 
study is needed to determine which factors 
should be applied, and how they should be 
applied to different circumstances, to make 
appropriate relevancy decisions for various 
positions of employment, licensure, and 
other services. Little guidance is currently 
available to end-users on fair and prudent 


use of record check results in applicant 
selection decisions. The Task Force recom- 
mends that study is needed to develop 
relevancy guidelines for end-users. 

RECOMMENDATION 2.3: 

Provide notice of disqualifying 
offenses. 

Individuals should have access to informa- 
tion that describes disqualifying offenses at 
the earliest point in time possible, prefer- 
ably prior to completing an application for 
employment, licensure, or other service. 

The Task Force discussed the need for 
individuals to receive notification of dis- 
qualifying offenses as early as possible 
when applying for employment, licensure, 
and other services. It recognized that the 
earlier applicants receive notice of past 
events that may disqualify them, the more 
respectful the process is to applicants, 
and the more control applicants have over 
whether to participate in the process and 
disclose personal information. For example, 
if certain offenses automatically disqualify 
a person from obtaining a professional 
license, notice of such disqualifying of- 
fenses should be provided prior to applica- 
tion, examination, or even a pre-requisite 
course of study. As another example, if 
an employer has a policy of not hiring an 
individual with a certain past conviction, 
applicants should be notified prior to their 
hlling out an application, or even as part 
of the position posting. Advance notice of 
disqualifying offenses provides clear benefit 
to applicants, but does not prevent appli- 
cants from moving forward with the appli- 
cation process if they believe a proper case 
can be made to overcome the disqualifica- 
tion criteria. In addition, advance notice of 
disqualifying offenses optimizes applicant, 
end-user, and repository resources. By al- 
lowing applicants to self-select out of crimi- 
nal history record checks, all are spared 
time and resources that would be otherwise 
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expended toward an unproductive result. 
The Task Force recommends that individu- 
als have access to information that de- 
scribes disqualifying offenses at the earliest 
point in time possible, preferably prior to 
completing an application for employment, 
licensure, or other service. 

RECOMMENDATION 2.4: 

Allow access and correction by data 
subject. 

Data subjects should have the right to 
obtain both name-based and fingerprint- 
based criminal history record check results 
about themselves, and should have the 
opportunity to review and correct such re- 
cords at minimal or no cost. To avoid abuse 
of this policy, information should be provid- 
ed to data subjects in a manner that pre- 
vents such information from being passed 
onto employers or others as official record 
check results. Data subjects should also 
have access to information about adverse 
actfons against them based on the results 
of criminal record checks. 

The Task Force discussed the importance 
of data subjects having access to their own 
criminal history repository records at mini- 
mal cost for inspection and correction. It 
acknowledged that the FBI and state crimi- 
nal history repositories have procedures for 
data subjects to request access to, and to 
correct, their own records. Providing data 
subjects with access to their own records 
reduces overall public concerns about the 
collection and use of information. However, 
the right to access records for review and 
correction should not be abused; therefore, 
the information should not be passed onto 
others as official record check results in an 
effort to circumvent fees charged by crimi- 
nal history repositories. 

The Task Force recommends that data sub- 
jects have the right to obtain both name- 
based and fingerprint-based criminal histo- 


ry record check results about themselves, 
and also have the opportunity to review 
and correct them at minimal cost. The "fesk 
Force also recommends that criminal his- 
tory repositories implement mechanisms 
to prevent information provided to data 
subjects from being passed on to others 
as official record check results. Finally, the 
Task Force recommends that data subjects 
have access to information about adverse 
actions against them based on the results 
of criminal record checks. 

Complete and Accurate Records: 
Recommendations 3.1 to 3.3 

RECOMMENDATION 3.1: 

Work toward complete and accurate 
records. 

Criminal history repositories must continue 
to work toward complete and accurate re- 
cords. 

The T^sk Force discussed and stressed the 
need for complete and accurate records in 
criminal history repositories. State crimi- 
nal history repositories do not cover state 
offenses in a consistent manner. Some 
repositories maintain information about 
minor offenses and others do not. The Task 
Force recommends that criminal history 
repositories review and compare the types 
of offense information they accept and 
retain with approaches from other states, 
and that they strive for thoroughness and 
consistency. Similarly, the FBI only recently 
broadened its acceptance policy to accept 
minor (i.e., formerly non-criterion ) of- 
fenses. 

Regardless of the scope of offenses cov- 
ered, criminal history repositories must 
strive for complete records, especially with 
respect to arrests, charges, and disposi- 
tions for offenses covered. Does the crimi- 
nal history repository have comprehen- 
sive information for all the events in the 
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criminal justice cycle for the incident? For 
example, does the repository receive com- 
plete and timely information on prosecution 
(including prosecutor declinations), dis- 
position, sentencing (including alternative 
sentencing, fines incarceration, work pro- 
grams, community service), and comple- 
tion of sentencing terms? 

The Task Force acknowledged that gaps 
exist in criminal history repository records 
for various reasons; for example, when 
the police issue a notice to appear instead 
of formally arresting and fingerprinting an 
individual. However, if state law requires 
that information on certain offenses is to 
be collected, then repositories should work 
to collect 100 percent of such information. 
The Task Force recommends that criminal 
history repositories work to ensure that 
they have complete records within the 
scope of covered offenses. 

The Task Force acknowledged that vari- 
ous problems exist with respect to crimi- 
nal history record checks providing results 
that are incomplete from certain political 
jurisdictions. Some state criminal history 
repositories do not have records from all 
jurisdictions within the state. Likewise, 
with at least 48 state repositories serving 
as sole-source conduits for transmission 
of arrest information to the FBI, if it is not 
known at the state, it cannot be known 
at the FBI. The Task Force recommends 
that all states move toward adoption of 
the National Crime Prevention and Privacy 
Compact,” which represents a commit- 
ment by signatories to participate in the 
National Fingerprint File (NFF)**— the ulti- 


** TiM 42. U.S.C., Oiaptcr 140, Subchaptar II. Saction 
14616. 

* NFF sutM aasuma an obiigatton to pfovtd* mtorttata 
rvcord services to all authorized III users for both cnminal 
and noncTiminal Justice purposes. Thus, there ts rw need 
for these states to continue submittinp flrvgerprlnts and 
criminal history data to the FBI for arrests of persons whose 
records are the states' responsibility for ill purposes. 

NFF states submit fingerprint and offender identification 
information only for the hrst arrest of an ir>dlvidual for an 


mate extension of the decentralized Inter- 
state Identification Index (i.e., the national 
criminal records exchange system). The 
Task Force also recommends that the FBI 
maximize its response to queries that come 
from state criminal history repositories to 
help states accomplish a better national 
search, by forwarding those queries to 
indexed states. More technically, the Task 
Force recommends that state queries pro- 
duce results that include CHRI held by the 
FBI, the eight NFF’’ states, and the states 
that have agreed to respond to the QR 
(Criminal Code Request) purpose Code "I" 
request.” 

RECOMMENDATION 3.2; 

Continue funding for the National 
Criminal History Improvement 
Program (NCHIP). 

Continued federal funding Is needed fo 
meet NCHIP objectives directed at accu- 
rate, timely, and complete cnminal history 
records. 

The Task Force discussed the need for 
continued federal NCHIP funding. The more 
complete, accurate, and timely the records 
In state criminal history repositories, the 
better the quality of results from crimi- 
nal history record checks. NCHIP provides 
technical assistance and grant funding to 
states to improve the quality of their crimi- 
nal history records. It sets forth various 
objectives toward accurate, timely, and 


offtfts# within tach stat*. This ♦nablas tn« FBI to mduM 
tfra record subject in the 111 index (and set a Winter' 
to the submtting state) and to indude the sutqect's 
fingerprints in NFF. (From use end Afe/iepement ofCriminol 
History Record Inhrmmon: A Comprehensive Aeporr. 2001 
Update, Chminai Justice Information Policy senes, NO 
187670 (Washington, O.C.: U.S. Department of Justice. 
Bureau of Jusbce Stabstics, December 2001), available at 
http://www.olp.u9doj.gov/bjs/abstract/umchri01. 
htm.) 

The eight nff states are Colorado, nonda, Kansas, 
Montana, New Jersey, North Carolina, Oklahoma, and 
Oregon. 

** A purpose Code "I" reguest is used for a III transaction 
that involves noncrimmal justice and/or licensing. 
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complete records. The completion of these 
objectives, especially those focused on im- 
proved records and increased reporting, is 
an important companion to criminal back- 
grounding reforms for nonchminal justice 
purposes. The Task Force recommends that 
continued federal NCHIP funding be pro- 
vided for states to help them achieve accu- 
rate, timely, and complete records in state 
criminal history repositories. 

RECOMMENDATION 3.3: 

Provide clear and consistent results. 

Criminal histx>ry repositories should provide 
the results of criminal history record checks 
in a clear and consistent format that is 
easy to read and understand. They should 
also provide publicly accessible resources 
to help readers interpret results. 

The Task Force discussed the need for 
criminal history record checks to return 
clear and consistent results. The public of- 
ten has difficulty reading and understand- 
ing the results of criminal history record 
checks. States have different offenses and 
present Information differently. The Task 
Force recommends that all criminal his- 
tory repositories work to present results 
in a dear and consistent manner, and to 
make resources available to aid the pub- 
lic in interpreting results. For example, a 
criminal history repository could adopt the 
Interstate Criminal History Transmission 
Specification developed by the Joint Task 
Force on Rap Sheet Standardization (JTF).” 


** The JTF resulted from Uie work of a task force put 
together Dy the Bureau of Justice Statistics, U.S. 
Department of Jwsbce. and SEARCH tn 1993. The National 
Task Force on Increasing the UOItty of the Crtmirtal History 
Record in 1995 issued a ust of recommendatwns, one 
being a call for consistency in the dau elements included 
in excharvged crimnai history records, arvd in the format 
in which the exchanged information was presented. The 
XTF was formed following publication of the task forced 
report to pursue creation of a rap sheet specihcation that 
would present responses to criminal record quer>e6 in a 
presentation format and with data elements that requestors 
could understand. The JTF has issued several iterations 
of a 'standardized rap sheet' since then, the most recent 
version in February 2005. That verson, which is XML 
compatible, is available at http://www.search.org/ 
riles/pdf/CH_transmiesion_spec.pdf. 


Repositories can provide paper brochures 
and/or public portals with offense informa- 
tion and explanations on how to read and 
interpret check results. The Task Force 
recommends that criminal history record 
check results should be provided in a clear 
and consistent format that is easy to read 
and understand, and that members of the 
public should be provided with resources to 
help them interpret results. 

Miscellaneous: 

Recommendations 4.1 to 4.3 

RECOMMENDATION 4.1: 

Create a federal act to address 
backgrounding for noncriminal justice 
(or "civil") purposes. 

Create a new federal act to uniquely ad- 
dress backgrounding for noncriminal justice 
(or "civir) purposes, and to address priva- 
cy and social safeguards and other recom- 
mendations under these recommendations. 
The Task Force discussed the need for a 
new federal act to address the various rec- 
ommendations set forth in this report. Con- 
fusion exists surrounding laws that govern 
criminal backgrounding for noncriminal 
justice purposes and backgrounding in 
general. To reduce confusion, the public 
needs one, comprehensive federal act that 
addresses backgrounding for civil purposes, 
along with the many considerations de- 
scribed within these recommendations. The 
Task Force recommends a new federal act 
to address backgrounding, including crimi- 
nal backgrounding, for noncriminal justice 
(or “civir) purposes. 

RECOMMENDATION 4.2: 

Impose civil and criminal penalties. 

Gvil and criminal penalties should be im- 
posed for violations of laws that govern 
backgrounding. 

The Task Force discussed the need for 
continued focus on, and strengthening of. 
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penalties for violations of laws pertaining to 
criminal backgrounding and backgrounding 
in general. With expanded access to state 
and federal criminal history record checks 
on the horizon, coupled with the increased 
risk to data subjects that comes with such 
expansion, existing civil and criminal pen- 
alties should be reviewed, strengthened, 
and added, as needed, to prevent abuse 
of access. The Task Force recommends 
the review, and strengthening if neces- 
sary, of existing civil and criminal penalties 
for violations of law that govern criminal 
backgrounding. The T^sk Force also recom- 
mends the establishment of such laws and 
penalties in jurisdictions where they do not 
already exist. 

RECOMMENDATION 4.3: 

Develop a national education 
campaign. 

Develop a comprehensive, national cam- 
paign to educate the public on the concept, 
strategies, processes, and goals of criminal 
record backgrounding. 

The Task Force discussed the need for a 
national educational campaign on back- 
grounding, especially criminal record back- 
grounding. Throughout its deliberations, 
the l^sk Force recognized the lack of un- 
derstanding by the general public of ter- 
minology, concepts, and laws surrounding 
criminal backgrounding. In fact, confusing 
terminology and lack of understanding on 
the part of the general public was a factor 
in the formation of the Task Force. 

The T^sk Force recommends that a lexicon 
for criminal backgrounding be established 
and published to define a common set of 
terms, and to promote understanding of 
those terms. The terms defined In this 
report should be included. The Task Force 
also recommends that literature be created 
and widely distributed to help consumers 
understand criminal backgrounding today, 
and backgrounding in general. 
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NEW DIVISION COMMANDER 

Thomas W. Turner, forty-year Virginia State Police 
veteran, has been appointed Division 
Commander of the Criminal Justice Information 
Services (CJIS) Division. His appointment to 
Captain was effective January 10, 2007. 

Captain Turner has an extensive tenure in the 
CJIS Division. For the past 20 years, he has 
served as the Assistant CJIS Officer in the 
capacity of Lieutenant. Over the years, Captain 
Turner has moved through the ranks as a Trooper, 
Investigator, Sergeant, and First Sergeant. 

“Captain Turner has been instrumental in the 
creation, development, and success of numerous 
CJIS projects over the years,” said Colonel 
W, Steven Flaherty, Virginia State Police 
Superintendent. "His progressive ideas and 
remarkable expertise in this field will continue to 
be of great benefit to the State Police, the public, 
and the numerous law-enforcement agencies we 
interact with every day.” 

“Virginia has one of the nation’s leading Sex 
Offender Registries because of Captain Turner’s 
commitment and tireless efforts. He has 
also enabled the State Police to advance 
technologically, in the areas of record retention 
and public accessibility,” continued Colonel 
Flaherty. 

The CJIS Division provides critical support to law 
enforcement agencies across the Commonwealth 
and nation. The Division is responsible for the 
Virginia Sex Offender and Crimes Against Minors 
Registry (SOR), the new Sex Offender 
Investigative Unit, Virginia Criminal Information 
Network (VCIN), Firearms Transaction Center, 
Uniform Crime Reporting (UCR), Automated 


Fingerprint Identification System (AFIS), operational 
Live Scan sites and units, and criminal and non- 
criminal Central Criminal Records Exchange 
(CCRE). 

The comprehensive Division also maintains a state 
mental health file, the Supreme Court/State Police 
Disposition Interface, and Correctional Status 
Information (CSI) Interface. In addition, CJIS 
includes the State Police Photography 
Laboratory and Microfilm Section. It is also 
responsible for the maintenance of all related files 
within the Department. 

Captain Turner is the Governor’s appointee, and 
serves as Vice Chairman of the Board of Directors 
for the National Consortium for Justice 
Information and Statistics, and Criminal History 
Record (SEARCH). He is also Chairman of the 
Board of Directors for AFIS Internet, and Vice 
Chairman of the FBI/Compact Council’s 
Subcommittee on Policy and Procedures. 

A resident of Charles City County, Captain Turner 
is a graduate of the Southern Police 
Administrative Institute at the University of 
Kentucky. the University of Richmond 
Supervisory Instructor’s Course, and John Tyler 
Community College. He is currently pursuing a 
degree in criminal justice from Virginia State 
University. 

Promoted into Captain Turner’s former position in 
CJIS was Lieutenant William J. Reed, Jr. 
Lieutenant Reed has spent the past two years as a 
First Sergeant in the State Police Gloucester Area 
Office and, before that, as the Area Commander for 
the Virginia Beach/Norfolk Area Office. He joined 
the Department in 1989, after serving two years 
with the Norfolk Police Department. 
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NEW DIVISION COMMANDER— 
Continued from Page 1 


Lieutenant Reed received his Baccalaureate 
degree in Criminology from St. Leo University. He 
has completed Northwestern University’s ^hool 
of Police Staff & Command, and is 
currently completing his Master's degree at 
Virginia Commonwealth University. Lieutenant 
Reed retired from the United States Navy 
Reserve after 22 years of service. 


The CJIS Newslelter is published by: 

Commonwealth of Virginia 

Department of State Police 
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APIS ACTIVITIES |j||| 

APIS 

Changes to the Nfiroinia State Police Website 

The Virginia State Police (VSP) website has 
recently undergone improvements, and links 
have changed You may access the Live Scan 
section of the new web by going to: 
httD:/Avww.vsD. Virginia. oov and choosing Law 
Enhrcement Services from the left, then Crimt- 
nal Justice Information Services Division, and 
clicking on the Live Scan link in the list. The 
following list contains some of the information 
found on the website: 

• How to buy Live Scan or upgrade your 
equipment 

• Documents, forms and tables for use by Live 
Scan agencies 

• Mugshot Frequently Asked Questions 

• IDS Information 

• Live Scan location map 

Check out the new website, and let us know what 
you think by sending an e-mail to 
livesca n@ VSP . vi rai nia . gov . We want to know 
what you think about the Live Scan and related 
content on the web 

**** REMINDERS**** 

Don't Get Caught Copying Fingerprints From 
A Previous Booking 

As previously mentioned in July 2006. some sites 
continue to copy a previous booking on a person 
and just enter the new arrest data and charges. It 
mandatory that you take a new set of finger- 
prints for an arrestee each calendar dav . If you 
fail to take a new set of fingerprints, the FBI will 
not accept the transmission and, 
consequently, the new charges are not of file at 
the FBI. 

Live Scan Notification of Changed Data Fax 

When requesting changes on an arrest 
submitted via live scan, please use the revised 





APIS ACTIVITIES — CONTINUED 


Notification of Changed Data form which is 
attached to this newsletter. The correct FAX 
numbers are 804-674-2988 and 804-674-2971. 


The VSP has received almost 190,000 images in 
98,500 individual records; the majority of 
images coming from Live Scan agencies. 
Agencies without Live Scan are mailing images with 
ink cards; these images are being scanned into the 
Electronic Archive system. 

VSP has published a Request for Proposal (RFP) 
for a Central Criminal Image System (CCIS). CCIS 
is not intended to replace an agency’s local 
mugshot system, but will allow agency personnel to 
search for images that match specific criteria, such 
as age range, hair and eye color, height range, and 
other personal descriptors and create lineups. The 
images in the system will be most useful statewide 
if they meet the VSP requirements for elements 
such as background color, focus, and lighting. It is 
up to each agency to ensure the images conform to 
the standard, listed on the VSP website at 
httD://www.vsD.virainia.Qov Click on Law 
Enforcement Sen/ices in the list on the 
main page, then click on Criminal Justice 
Information Services Division, and then click on Live 
Scan. The VSP Person Image Requirements and 
Standards can be located by clicking the link for 
Live Scan Documents, Forms and 
Tables from the Live Scan main page. 


Palm Print System 


VSP has ordered a Palm Print System from NEC 
Solutions (America), Inc. The equipment needed for 
this system will start arriving in June, with 
implementation planned for November, 2007. APIS 
remote users will receive training on 
searching the palm repository for latent palm prints 
on file from crime scenes. One site in the state is 
already submitting palm prints with Criminal 
Arrest Records. These are being captured in the 
Electronic Fingerprint Archive System and will be 
imported into the palm repository. VSP is also con- 
sidering other means for populating the palm 
repository. 


CCRE INFORMATION 



As a result of changes to Chapter 9, Title 9.1 of 
the Code of Virginia during the 2006 General 
Assembly, the Sex Offender Investigative Unit 
(SOlU) was created. Currently, there are over 
15,000 registered sex offenders in the state of 
Virginia. VSP oversees approximately 5,000 sex 
offenders, the Department of Corrections oversees 
approximately 3,000 and the rest are incarcerated. 

The SOlU is responsible for physically verifying 
the work and home address of each registered sex 
offender under the jurisdiction of VSP, within 30 
days of the initial registration or change of 
address. and semi-annually each year 
thereafter. The Department of Corrections is 
responsible for conducting address verifications for 
those sex offenders who are under the 
jurisdiction of Probation and Parole. Sex 

offenders who are currently Incarcerated will be 
tracked upon their release by the correctional 
facility in which they are housed. 

Also, the SOlU handles all criminal investigations 
for VSP pertaining to sex offender violations and 
related matters. The Department of Corrections 
will also forward all criminal matters involving sex 
offenders under their jurisdiction to the SOlU for 
initiation of a criminal investigation. 

If you have any questions regarding the SOlU, 
please contact First Sergeant Jeff L. Baker 
at (804) 674-6759. 
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VCIN NOTES 



ATlHrgTlON AGhNCY heads AND TERMINAL 
AGtENCY COORDINATORS 


Please disseminate the information contained in 
this newsletter to all users of the Virginia Criminal 
Information Network (VClN) within your agency. 

The following agencies were added to VCIN during 
the third & fourth quarters of 2006; 


agency 

terminal 


NAME 

ADDRESS 

ORI 

'Botetourt Corr Unit 

BT25 

VA012025C 

'Caroline Coit Unit #2 

CCU2 

VA017015C 

Counterintelligence Law 

CILE 

VADOD15S0 

Enfbrc -Artington 

'DOC Western Reg 

DCIR 

VA123025C 

Office — Ro8r>oke 

Fredericksburg Fire 

FKFM 

VA1090300 

Marshal 

'Norfolk Local Offender 

NLOT 

VA117041C 

Treatnwnt Center 

'Old Donsnton Comm 

ODCC 

VA034013C 

Corr —Winchester 

'Patnck Henry Corr 

PC28 

VA070015C 

Unit #28 

'Pulaski Corr Unit #1 

PCC1 

VA077015C 

'Rustburg Corr Unit #9 

RUS9 

VA016025C 


'DENOTES LIMITED SERVICE TERMINAL 

Purpose Codes for Criminal History 
Background Checks for Law Enforcement 
Officer Employment 

When an agency is initially checking a pool of 
candidates for law enforcement officer employ- 
ment. the purpose field in the criminal history 
transaction (QH) would be filled with "J’’ for criminal 
justice employment After your candidates have 
been narrowed down to four or five finalists, then 
perform another criminal history check (VA.QH.) 
with the purpose code field filled wth "F” in order to 
obtain a Virginia mental health records check. 

Purpose Code “C” in Virginia DMV 
Transactions 


When the Virginia DMV transaction is for an 
on-going confidential criminal investigation, the 


purpose code field must be filled with "C”. This will 
prevent DMV from disclosing the inquiry to an 
individual or their authorized representative. DMV is 
required to release the history of inquiries of DMV 
customers under the authority of the Code of 
Virginia . Section 2.1-382. The Virginia General 
Assembly enacted House Bill 2422 that svent into 
effect July 1, 1995. This amendment to the code 
section exempts the release of information 
regarding inquiries initiated as part of an on-going 
confidential criminal investigation, where disclosure 
would jeopardize the investigation 

Any interface aoencv that programmatically 
**«olns off* DMV gueries from the initial VCIN 

Query must ensure that the purpose code field is 
filled in with ‘*C" purpose code, as appropriate. 
However, agencies shall not default all DMV 
gueries with the “C” code. 

Changing VCIN IP Address: Caution! 

Users are cautioned not to make any IP address 
changes to G-Link terminals or to Computer 
Interface Servers without first consulting with 
the Nehvorking Group in our Information Technology 
& Planning (IT & P) Division or the VCIN 
Analysts’ Office The phone numbers for the 
Networking Group in IT & P are 804-674-2651 or 
804-674-2272. The phone numbers for the VCIN 
Analysts’ office are 804-674-4667. 804-674-2200. 
804-674-2449 or 804-674-2688 Making the 
appropriate contacts before any IP address changes 
are made will ensure that service to NCICA/CIN/ 
NLETS is not interrupted 

Protective Order Registry 

The Protective Order Registry files will be audited 
starting in 2007. For several months, we have 
begun the process of identifying possible on-going 
problems involving protective orders We have seen 
an enormous amount of protective orders in the 
system with no serve date, no date of birth, and no 
social security numbers These types of errors 
should be caught during your second party cross 
checks and/or your internal audits. Please ensure 
that the information entered in the VCIN/NCIC 
system is accurate and up-to-date. If you should 
[>eed a printout of your active protective orders, 
please contact the VCIN Section-CJIS Division, and 
one vnll be made available to you for review. 






During the week of November 13, 2006, the 
Uniform Crime Reporting State Program and 
eight of the local law enforcement agencies in 
Virginia were audited by the FBI’s Quality 
Assurance Team. We wish to thank and extend 
our appreciation for the willingness and 
cooperation of the following local agencies for 
participating in this review: Alexandria PD, 
Chesapeake PD, Henrico County PD, Leesburg 
PD, Manassas PD, Norfolk PD, Richmond PD, 
and Virginia Beach PD. We will be providing 
agencies with certain data quality issues that 
were brought to our attention during these 
reviews. One issue has already been posted on 
the bulletins portion of the IBR website. 
Agencies have been listing the 99 code 
(unknown) in the Bias Motivated Crime field and 
this code happens to mean that there was some 
evidence that caused the officer to think this 
might be a hate crime. We are requesting that 
agencies use the 88 code (none) in this field until 
they determine, through investigation, that this 
was, indeed, a hate crime. 


IBR Website 

Each agency head was sent a letter in 
November 2006, advising that beginning 
December 15, 2006, each monthly file submitted 
to the State Program would require their 
certification that the information in the file 
contained true and accurate data. We have 
provided a check block on the monthly file 
submission screen to assist you in this process. 
Those few agencies that are still mailing 
diskettes, must include a letter from the agency 
head to the UCR office acknowledging this 
certification. 

Agencies’ 2006 nine months’ year-to-date 
reports have been posted on the IBR website. 
Go to Statistical Reports on the Main Menu, then 


YTD and the September 2006 option under each 
of the five reports will contain your 2006 nine 
months' figures as of December 4, 2006. 


2006 January Through September Data 


The following figures represent the statewide 
2006 preliminary nine months’ totals. Offenses 
of a person (murder, kidnapping, rape, sex 
offenses and assaults) are victim counts. All 
other offenses are offense counts. 


All Group A offenses increased or stayed 
approximately the same when compared to the 
preliminary nine months’ figures from the 
previous year, except the offenses of murder, 
kidnapping, simple assaults and intimidation, 
larceny, motor vehicle theft, forgery, and weapon 
law violations. Offenses that increased with 
double digit percentages were extortion, 
burglary, fraud, pornography, and bribery, 


2006 Nine Months Arrests 


Adults Juveniles 


Group A Arrests 75,995 13,154 

Group B Arrests 123,429 14,681 


When comparing the preliminary nine months’ 
2006 arrest figures to the preliminary nine 
months' arrests from the previous year, we find 
that the Group A arrests decreased 1.1%, and 
the Group B arrests decreased 1 .6%. 


The total adult arrests (Group A and Group B) 
decreased 1.8%, while the total juvenile arrests 
increased 1.7%. 


Of the total Juvenile Group A arrests, 3,858 were 
for assaults, 3,278 for larcenies, and 2,033 for 
drug offenses. 


Of the total adult Group A arrests, 25,861 were 
for assaults, 21,642 for drug offenses, and 
11,362 for larcenies. 




130 


Appendix E 

Notification of Changed Data Fax 

Fax to 804674-2988 or 804-6742971 


ARRESTEE’S SID # 

DOCUMENT CONTROL # 

(List a single Document Control Number, Numbers, or range of Numbers) 


ARRESTEE'S NAME 

LAST FIRST MIDDLE SUFFIX 

DAT A IN ERROR: 


DAT A AS IT' SI I( II LD .XRI’I AR (CORRKC'I'ED): 


YOUR SITE'S NAME; 

YOUR NAME 

YOUR PHONE #: ( ) 

LIVE SCAN CARD HAS BEEN RE-TRANSMITTED WITH CORRECT DATA 
YES* ‘Preferred NO 

DATE OF ORIGINAL TRANSMISSION; 

APPROXIMATE TIME OF ORIGINAL TRANSMISSION; 
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Questions for Virginia 

# of Records on Criminal History Database: 1,714,080 

# of Arrests represented on Criminal History Database: 4,361,016 
it of Arrest Fingerprints Processed 2006: 273,794 

# of Applicant Fingerprints Processed 2006: 156,501 

Fee Structure: State charge is $8 fingerprint processing fee for volunteers (FBI charges an 
additional $18), State charges $15 for a name based search (no fingerprints). State 
charges $13 for a fingerprint based search (plus $24 FBI fee) 

# of Live Scan Devices used for criminal justice purposes statewide: 3 1 8 

# of Live Scan Devices used for non criminal justice processing statewide: 1 20 

Does VA provide name based services via the Internet? No, we use a web interface to 
generate the form, but the forms is printed and mailed to our agency. 

If so how many processed during 2006? N/A 

Does VA provide name based services via mail, in-person or other form? VIA Mail, and 
the form may be dropped off at our office. All requests are processed in the order that 
they are received. There is no expedited process, since many people are operating on 
short timelines. 

If so how many processed during 2006? 277,446 

Other statistics and/or narrative describing criminal history operations in VA: 

Name based checks as indicated above: 277,446 
Fingerprint based checks: 89,763 

Additional Information 


Virginia is a national leader among the states in the monitoring and tracking of convicted 
sex offenders - 40 State Troopers and Supervisors are dedicated to this function across 
the state and are aggressively monitoring 13,000 offenders. 

The VA State Police Repository is responsible for various functions which include a 
concealed weapons pennit registry ( 1 35,000 entries) and the domestic protection order 
file. 
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Authorizing Statutes for Background Checks 
Virginia 

Central Criminal Records Exchange, Richmond, Virginia (St Bu) 

1. Polygraph Examiners (VaCA § 54.1-1804) formerly (VaCA § 54- 
921) 

2. Private Security Services Business (VaCA §§ 9.1-139, 

9.1-140, 9.1-145, 9.1-149, and 9.1-150.3) 

A. Armored car personnel 

B. Courier 

C. Armed security officer 

D. Security canine handler 

E. Private investigator 

F. Personal protection specialist 

G. Alarm respondent 

H. Central station dispatcher 

I . Electronic security sales representative 

J. Electronic security technician 

K. Electronic security employee 

L. Electronic security technician's assistant 

M. Private security services training 

N. Unarmed security officers (Becomes law on 01/01/03 - 
this category only) 

O. Special conservator of the peace 

3. Public School Employment (VaCA § 22.1-296.2) and accredited 
Private or Parochial Schools (VaCA § 22.1-296.3) 

4. Virginia Lottery Department employees (VaCA § 8.1-4008) 

A. Board members, officers and employees of any vendor 
(VaCA § 58.1-4008) 

B. Lottery sales agents (VaCA § 58.1-4009) 

5. Virginia Racing Commission (VaCA § 59.1-371) 

A. Every person licensed to hold race meetings 

B. Officer, director, or principal stockholder of a 
corporation which holds such license and employees 

C. Security personnel 

D. Members and employees of the racing commission 

E. Permit holders, owners, trainers, jockeys, apprentices, 
stable employees, managers, agents, blacksmiths, 
veterinarians, and employees 

F. Any person who actively participates in racing 
activities of any license or permit holder 
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Virginia (Continued) 


6. Employees, volunteers and service providers for 

juvenile residential facilities regulated or operated 
by the Virginia Departments of Social Services, 
Education, Youth and Family Services, or Mental Health, 
Mental Retardation and Substance 

Abuse Services (VaCA 63.1-248.7:2) (Effective April 10, 
1994) 

7 . Paramedics or Emergency Medical Technicians (VaCA § 
15.2- 1128) formerly (VaCA § 15.1-29.25) 

8 . Prospective employees of State facilities operated by 
the Department of Health, Mental Retardation and 
Substances Abuse Services and prospective employees of 
this department for positions which receive, monitor, 
or disburse state funds. (VaCA § 37.1-20.3) (Effective 
July 1, 1996) (Amended 5/1999) 

9 . Prospective and contract employees of every community 
services board, administrative policy board, local 
government department with a policy- advisory board and 
behavorial health authority. (VaCA § 37.1-197.2) 
(Amended 5/1999) 

10. Concealed handgun permits (VaCA § 18.2-308) 

1. Nonresident applicants for concealed weapon permit 

2 . Statute delegates to county and city governments 
the authority to enact an ordinance requiring fingerprinting 
and a national record check of the applicant permittees. The 
following county/city governments listed in alphabetical 
order have enacted such ordinances : 

* Alexandria City (Ord. No. 3936; § 13-2-le) 

* Arlington County (§ 17-5.1) 

* Augusta County (Code § 11-41) 

* Buena vista City (Ord. No. § 6-30) 

* Buckingham County (Ord. No. 43) 

* Campbell County (County Code § 16-27) 

* Caroline County (Art. II, Ch. 15, § 15.4) 

* Chesterfield County (Code § 15-231) 

* Clarke County (Code § 106-7) 

* Danville City (City Code § 40-8) 

* Dinwiddle County (§ 16.5-21) 

* Fauquier County (§ 5-20) 
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Franklin (City Code § 31-1) 

Fredricksburg {City Code § 13-6.1) 

Hampton City (Ord. No. 1190 § 40-5) 

Harrisonburg City (§ 5-1-10) 

Henrico County (Ord. No. § 15-58} 

Highland County (Ord. No 1040) formerly (Ord. No. 

Isle of Wight County (Ord. No. § 16.2-1) 

James City County (Code 15-35) 

King and Queen County (Ord. No. 81297) 

King William County (§9-80) 

Lancaster County (Ord. No. 92597) 

Louisa County (Ord. No. § 54-13) 

Mecklenburg County (Ord. No. 18-102) 

Newport News (City Code § 43-2 [d] ) 

Northampton County (Ord. No. 97-04) 

Northumberland County (Ord. No. 70) 

Norton City (Ord. No. 8-19-97) 

Poquoson City (Code § 24-13) 

Petersburg City (Code § 39-5.1) 

Rappahannock County (Code § 109-1) formerly (Code 
§118-1) 

Richmond City (Code § 20-156) 

Rockingham County (Ord. No. § 2-168) 

Staunton City {§ 18-36) 

Waynesboro City (Ord. No. 1997-28) 

Williamsburg City (Code 9-350) 

Winchester City (Ord. No. 018-97) 

Wythe County (Ord. No. 97-3) 

York County (York County Code, Ch. 1, § 1-17) 


11 . Employees of every agency licensed by Department of 

Mental Health in direct consumer care positions (VaCA § 
37.1-183.3) (Approved May 1999) 


12 . Employees of a Gun dealer to transfer firearms 
(VaCA § 18.2-308.2: (B)) effective. 7/1/00 


13. Applicants for permits to manufacture, store, handle, 
use or sell explosives, and blaster certification 
(VaCA § 27-97.2) 


14. Applicants - Arlington County Fire Department (HE 2171) 
Amended VaCa § 27-6.2 


15 . VA Department of Military Affairs -Applicants - 

Employment, volunteering or providing services to 
residential f acilitiesfor juveniles (HB 1639) - Amended 

VaCa § 63.1-248.7:2 


16 . 


Arlington Co. - County Applicants (VaCA 15.2-709.1) 
(Effective 7/1/2002) 
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17. Bail bondsman certification and licensing 

A. Property bail bondsman (VaCA § 19.2-152.1) 

B. Surety bail bondsman (VaCA § 38.2-1865.7) 

C. Renewal of surety bail bondsman license (VaCA § 

38.2- 1865. 8) 

18 . Delegates authority to a locality to enact an ordinance 
meeting Public Law 92-544 criteria to obtain national 
background checks on individuals offered employment with the 
locality. (VaCA § 15.2-1505.1) 

* Montgomery County (Montgomery Co. Ord. 2004-06) 

* King George County (King George Co. Code, Ch. 2, 
Art. # 6) 

19. Delegates authority to a locality to enact an ordinance 
meeting Public Law 92-544 criteria to obtain 
nationalbackground checks on any applicant who is offered or 
accepts employment with the locality or any prospective 
licensee for any category of license designated by 
ordinance. (VaCA § 15.2-1503.1); 

* Chesterfield County (Chesterfield Co. Code § 2-79) 

* Virginia Beach City (Virginia Beach City Ord. § 2- 
78) 

* Fluvanna County (Fluvanna Co. Code § 17-3) 

* Leesburg Town (Leesburg Town Ordinance 2003-0-19) 

* King George County (King George Co. Code, Ch. 2, 
Art. #6) 

* York County (York County Code § 2-4) 

* Manassas City (Manassas City Ordinance 0-2004-20) 

* Accomack County (Accomack Co. Ord. # 9-18-2002 

( 1 ) , 

Art. I, § 2-4) 

* Fairfax County (Fairfax Co. Ord., Chapter 3 § 3- 

1-23) 

* Hanover County (Hanover Co. Ord. No. 03-24) 

20. Final candidates with a state agency for a position 
that has been designated as sensitive. (VaCA § 2.2-1201.1) 

21. Applicants for registration, licensure, or 
certification for professions and occupations regulated by 
the Department of Professional and Occupational Regulation. 
(VaCA § 54.1-204) 

22. County water treatment facility applicants, employees, 
or contractors (VaCA § 15.2-634.1) 

^ ^ Law Enforcement/Criminal Justice Purpose - NO USER FEE 

«■ 

1 . Law Enforcement Positions 

A. Officers and assistants of the Division of Motor 
Vehicles (VC 46.1-37) 
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B . 

C. 


D. 

E . 

F. 

33 . 1-21) 

G. 

H. 


State Capitol Police (VC 2.1-93) 

Agents, inspectors, investigators, etc., of the 
State 

Corporation Commission (VC 56-334) 

Forest Wardens (VC 10-55) 

Game Wardens (VC 29-24) 

Employees of the State Highway Commission (VC 

Members, officers, agents and employees of the 
Alcoholic Beverage Control Board (VC 4-8) 

State, City, and Town, Fire Marshals and Deputy 
Fire 

Marshals (VC 36-139.2 and 27-34.2) 
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The Honorable Allan Mollohan 
Chairman 
Subcommittee on 
Commerce/Justice/Science . 

House Committee on Appropriations 
2358 Rayburn House Office Building 
Washington DC 20515 

Dear Chairman and Ranking Member: 


The Honorable Rodney Frelinghuysen 
Ranking Member 
Subcommittee on 
Coramerce/Justice/Science House 
Committee on Appropriations 
1 016 Longworth House Office Building 
Washington, DC 20515 


As a member of the Committee on the Judiciary, responsible for oversight of the Federal 
Bureau of Investigations (FBI), I am extremely concerned with a proposed regulation that would 
authorize the FBI to include “non-serious” offenses, including juvenile arrests, as part of the Criminal 
History Record Information (CHRI) or “rap sheets” it provides for employment screening purposes. 

Because of the extremely prejudicial impact that this proposed policy would have on the 
employment prospects of people with especially minor criminal histories, many of whom were never 
convicted of a crime, I plan to request that the Bureau delay issuance of this proposed regulation in 
order to allow Congressional oversight on this issue. 


On November 6, 2006, the FBI closed the public comment period on this proposed regulation 
•that would authorize the agency to report “non-serious offenses" (NSOs) on the PBI’s rap sheets for 
employment screening purposes (71 Federal Register 52302, dated September 5, 2006). Currently, the 
FBI can only report s^ous misdemeanors, felony arrests, and convictions. As defined by the FBI 
regulations, NSOs include all juvenile arrests and convicrions reported by the states to the FBI and any 
non-serious adult arrests and convictions. The latter could include anything from vagrancy, loitering, 
and false fire alarm to non-specific charges of drunkenness and even traffic violations. 


In 2002, the FBI generated more rap sheets for non-criminal justice purposes than for criminal 
investigations, including over five million rap sheets provided to employers and state occupational 
licensing agencies. While most FBI rap sheers are provided to state and federal agencies, including the 
Transportation Security Administration, more federal laws now authorize certain private employers to 
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The Honorable Allan Mollohan 

The Honorable Rodney Frelinghuysen 

Appropriations Subcommittee on Commerce- Justice*Scicnce 

March 16,2007 

Page 2 

access the FBI’s records. Because FBI rap sheets influence a multitude of employment decisions, 
congressional oversight is necessary to examine the serious concerns related to their reliability and the 
extent to which employment decisions would be negatively impacted by the proposed regulation to 
report minor criminal offenses. 

According to a recent report by the U.S. Attorney General, the FBI’s tap sheets are “still 
missing final disposition information for approximately 50 percent of its records.” (U.S: Department of 
Justice, The Attorney General ‘s Report on Criminal Background Checks, June 2006, at page 3). This 
means that the records collected routinely fail to include information necessary to thoroughly and 
objectively evaluate the rap sheet, such as the results of arrests, dismissal of charges, and 
expungements. The FBI’s proposal to add large numbers of arrests for non-serious offenses, including 
vagrancy and disorderly conduct (offenses which account for approximately 10% of all arrests in the 
U.S.), would further compromise the integrity and reliability of the FBI rap sheets. 

In addition, i am concerned that the FBI’s proposal represents a significant departure from 
federal and state policies that protect the privacy of juvenile records for non-criminal justice purposes. 
While there were more than 1 .5 million annual arrests of people less than 1 8 years of age, often for 
property crimes, studies show that only one-third of youthful offenders ever commit a second offense. 
However, if these types of incidents are reported on FBI r^ sheets, these arrests for often one-time 
youthful indiscretions will remain on individuals’ records indefinitely, causing serious hardship in 
many coses. 

Finally, I am concerned that there will be many more FBI rap sheets based solely on non- 
serious offenses. When the FBI implemented its policy of excluding non-serious offenses in the 
1 970s, it resulted in a 33% decrease in the total number of fingerprint cards retained by the FBI. 

Unless the proportion has changed dramatically since then, a large number of people will now show a 
criminal record with the FBI if the proposed regulation is finalized. Studies show that employers are 
far less likely to hire an individual with a criminal record, often without regard to the seriousness of the 
offense. Thus, many more workers may be wrongly denied employment based solely on a non-serious 
offense if Congress is not given an opportunity to examine this issue. 

A recent New York Times editorial (“Closing the Revolving Door,” dated January 25, 2007) 
recommended that Congress act to preclude the FBI from finalizing its regulations for fear that they 
would “transform single indiscretions into lifetime stigmas.” The Bureau’s proposed regulations have 
the potential to create serious impediments to employment opportunities for viable, qualified 
candidates. 

For the above reasons, in the Commerce- Justice-Science Appropriations Act for FY 2008 1 
urge you to include the following language in the text of the bill: 

None of the funds made available in this Section shall be used to issue the rule 

referenced in RIN 1110-AA25, published in 71 Federal Register 52302-52303 on 

September 5, 2006. 
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Thank you for your consideration of this request. If you have any further questions about this 
project, please contact me or Dana Thompson of my staff at 5-2201. 

Sincerely, 

Maxine Waters 
Member of Congress 
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Transportation Communications 
International Union 

An affitiate of the Intemah'onal Association of MacWinrsts anc/ j4ero^ce Workers 

Robert A. Scardelletti 
International Presidait 

February 26 , 2007 



The Honorable John Conyers, Jr. 

House of Representatives 
Washington, DC 20515 

Dear Congressman Conyers : 

Thank you for your attendance at the recent hearing of the 
Subcommittee on Transportation Security and Infrastructure 
Protection on the issue of background and security clearances for 
the transportation workforce. During that hearing you asked what 
unions were doing for members faced with loss of employment as a 
result of the rail carrier's criminal background checks. As 
International President of the Transportation*Communications 
International Union (TCU) , I wanted to give you a direct response 
to your inquiry. 

TCU is a railroad labor organization representing employees 
'employed by all Class I railroads in the clerical, carmen and 
supervisor crafts and classes. It is a member of: the 
Transportation Trades Department of the AFL-CIO whose General 
Counsel, Larry Willis, testified before the Subcommittee. 

The loading and unloading of . freight cars is work that has, 
historically been performed by members of our union. However, 
carriers have gradually contracted out a significant amount of this 
work involving intermodal traffic. Today some of this intermodal 
work is performed by carriers' own employees represented by TCU and 
some is performed by contractors. The contractors' employees may 
be represented by TCU, the Teamsters, another union, or be 
unrepresented. 

Where TCU represents the contractor's employees, the 
collective bargaining agreement covering those employees is with 
the contractor, not the rail carrier. Though TCU may also have a 
collective bargaining agreement covering the rail carrier's 
employees, that agreement does not require that the rail carrier 
arbitrate issues involving the contractor's employees. 


♦ 3 Research Place ♦ Rockville, Maryland 20850-3279 ♦ 
Phone-301-948-4910 ♦ FAX— 301-948-1369 ♦ Website-www.tcunion.org 
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TCU is the collective bargaining representative of the 
employees of Pacific Rail Services (PacRail) , a contractor of BNSF. 
PacRail provides loading and unloading services at the carrier's 
intermodal yard in Seattle, Washington. In the fall of 2005 BNSF 
sent a form letter to its contractors, including PacRail, advising 
that the contractors^ employees would be required to participate in 
the e-RAILSAFE background screening program. BNSF notified its 
contractors that this program was adopted to meet "government 
security recommendations, directives, and regulations." BNSF 
further advised their contractors compliance with the program would 
be audited by "BNSF Railway or the U.S. Transportation Security 
Administration." As made clear in the testimony of the American 
Association of Railroad's (AAR) President Ed Hamberger, before the 
Subcommittee, in fact this program is ' not required by the 
government, and compliance with it will not be audited by TSA. 

According to Mr. Hamberger' s testimony, any felony conviction 
within the previous seven years would result in an employee's 
disqualification, even though Congress recently in the Port 
Security bill attempted to carefully limit disqualifying felonies 
to those with a clear connection to homeland security. Thus, in 
Seattle where PacRail 's employees work closely with and in 
proximity to longshoremen at the port, a felony conviction that 
would disqualify a PacRail employee, under the rail carrier's 
program, would not have the same effect on a longshoreman.' 

PacRail 's employees were required to sign a waiver authorizing 
the procurement of consumer reports including reports providing 
information on the employees' "character and general reputation." 
No explanation was offered to PacRail' s employees as to the need 
for such- a broad waiver. No explanation was offered as to which 
criminal of fenses over what time period would disqualify them from 
entering BNSF property. No explanation was offered as to what 
mitigating factors, if any, were to be considered. As a result of 
this background check, two employees lost several weeks of 
employment, and one has permanently lost employment. 

BNSF imposed the requirement that PacRail employees undergo 
criminal background checks, designed the process for the background 
check, dictated the scope of the waiver, selected the company that 
conducted the background check, and designed the appeal process 
which it controlled. Though BNSF maintains that it is responsible 
only for barring affected contractor employees from their property, 
and not for the termination of employment, the effect of the system 
is to deny PacRail employees an opportunity to work. 
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Whatever legal liability HNSF may have for the background 
check procedures- it designed, imposed and controlled, it is not 
obligated to proceed to arbitration with TCU over the effects of 
this system on PacRail employees, since TCU has no collective 
bargaining agreement with BNSF covering these employees. Not faced 
with the prospect of having to justify its actions in arbitration, 
BNSF has rejected repeated requests by TCU to discuss its 
background check system as well as TCU's request for information 
about that system. Indeed, the only meeting with representatives 
of the rail industry on this subject was held in December 2006 and 
was set up by the majority staff of the House Committee on Homeland 
Security. 

Notwithstanding the foregoing, TCU has filed grievances with 
PacRail as well as unfair labor practice charges against it with 
the National Labor Relations Board. PacRail has defended its 
actions in imposing the BNSF-designed background check procedures 
by arguing that it had no choice but to accede to the demands of 
its client, BNSF. To do otherwise would, according to PacRail, 
risk loss of the contract. Though TCU attempted to advise affected 
employees about the background check program, BNSF's unwillingness 
to provide it with any information seriously hampered its ability 
to do so. 

It remains to be seen whether PacRail 's defense will be 
accepted. What is clear, however, is that it is only through the 
continuing interest of Congress that BNSF and the three other 
carriers currently participating in e-RAILSAFE program - UP, CSX 
and NS - will modify this program to correct its worst abuses. 
While the industry argues that it has historically conducted 
background checks of applicants before being hired, its claim that 
it is merely requiring the contractor' s employees to follow similar 
practices is more than a little disingenuous. There is a big 
difference between not hiring an applicant because of a criminal 
background check and disqualifying an employee who has more than 
adequately performed his job for a number of years as a result of 
such a check. 

It is similarly disingenuous to claim, as did- Mr. Haraberger, 
President and CEO of the AAR, before the Subcommittee, that the 
necessity for this program is not limited to homeland security 
concerns but is also based on broader concerns of controlling 
theft, since this plan had been publicly justified, until Mr. 
Bamberger's testimony, solely on the basis of homeland security. 
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While a system of background checks for contractor employees 
may be necessary in the current environment, that system should 
reflect a balance between the need to protect security and the need 
to assure fairness to contractor employees. While reasonable 
people may differ as to the exact parameters of such a system, we 
would urge that simple equity require that (1) it be transparent - 
the list of disqualifying felonies be clearly articulated for all 
interested parties; (2) there be a nexus between the involved 
felonies and homeland security - rail contractor employees should 
be subjected to no greater scrutiny than Congress has imposed on 
port employees; (1) mitigating factors such as the time period that 
the employee had been successfully employed and how long ago the 
felonious conduct took place should be carefully weighed; and (4) 
there be a meaningful appeal process where a disqualifying decision 
could relatively promptly be reviewed by a true neutral. 

While TCU applauds the industry for making some modifications 
in its initial program, even with these modifications it still 
falls far short of the goals set forth above. We believe it is 
clear that only the continuing interest of Congress will secure a 
background check process that reflects the need for a balanced 
approach . 

Hopefully, the above background information will demonstrate 
to you that TCU has done and is doing everything within its power 
to represent our members caught-up in this situation. However, 
there are only limited steps we can take to attempt to correct this 
situation. Rail carriers should be made responsible for their 
actions forcing their contractors to impose a background check 
program that they have designed, and Congress should require that 
such a system meet minimal standards of fairness. 

We thank you for your continuing interest in this matter. 



CC : Chairman Bennie G. Thompson 

Chairwoman Sheila Jackson Lee 
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National Employment Law Project 

55 John Street, 7th Floor 405 1411 . street, 3d Floor 

New York, NY 10038 Oakland, CA 94612 

Tel. (212)285-3025 • Fax (212) 285-3044 Tel. (510) 663-5700 

nelp@nelp.org 


January 9, 2006 

Mr. Frank A.S. Campbell 
Deputy Assistant Attorney General 
U.S. Department of Justice, OfBce of Legal Policy 
950 Pennsyivania Avenue, N.W., Rm. 4248 
Washington, D.C. 20530 

Dear Mr. Campbell; 

Thank you again for meeting with our organizations to discuss the major labor and civil rights 
issues now before the U.S. Attorney General as you prepare the agency’s report and recommendations to 
Congress on federal policy related to criminal backgrouiid checks and employment. We genuinely 
appreciated the productive exchange. 

The undersigned organizations are writing to supplement the inforaiation we provided during the 
meeting and in our written comments, focusing on the proposal under consideration to expand access to 
fte FBI’s criminal records beyond the narrow categories of employers now authorized to receive the 
inforaiation under federal law. For the reasons described below, we urge the Attorney General to 
recommend that Congress maintain tire current restrictions that strictly limit access to the FBI’s criminal 
records as Applied to private employers. The Attorney General should instead endorse the independent 
role of the federal and state agencies that are in the best position to evaluate fire FBI’s criminal records 
arid vigilantly protect the privacy and civil rights of the one in five adults in the U.S. who now possess a 
criminal record. 

• Private employers are not qnalified or trained to evaluate the detailed and often 
incomplete information contained in an FBI record, which unfairiy penalizes the 
nation’s workers and undermines the credibility of the screening process. 

Under current federal law, employers are only allowed access to an individual’s FBI criminal 
record in especially limited cases for jobs that typically involve special safety and security concerns. 
However, even in these special situations, workers are routinely denied jobs on the basis of inaccurate 
and incomplete criminal history information contained in the FBI record. The many errors caused by 
employers who now access the FBI’s criminal records provide sufficient justification not to expand the 
policy more broadly. 


By way of illustration, employment involving access to airports is one of the few areas where th e 
FBI’s criminal records are now made directly available to employers, often orndnclTu 
employment decisions based on inaccurate and incomplete mtormation. In a recent case involving a 
Legal Action Center client, Mr. Smith (actual name withheld) was wrongly denied a position as a 
baggage handler at John F. Kennedy International Airport by The Port Authority of New York and New 
Jersey (Exhibit #1 - Mr. Smith’s Rejection Letter & Criminal Record). According to the rejection letter 
issued by the Port Authority’s Manager of Airport Security, “the CRHC obtained &om the FBI indicates 
that you were convicted of a criminal acf’ which was not disclosed on Mr. Smith’s application. 
(Emphasis added). However, the FBI record only indicated the arrest (for the sale of marijuana, a 

Advocating for the Working Poor and the Unemployed 
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felony), not the disposition of the case. In Mr. Smith’s case, the day after his arrest (the only arrest on 
record), he pled guilty to a “violation” (a non-criminal conviction under New York law) and received a 
$50 fine. Thus, the Port Authority, a large employer that routinely processes criminal background 
checks, wrongly interpreted Mr. Smith’s incomplete FBI record as evidence of a criminal conviction. 

Perhaps more than any other issue, incomplete FBI records produce routine errors by employers 
which significantly penalize qualified and deserving workers. Indeed, as described in a recent analysis 
of state criminal repository data conducted for the National Association of Professional Background 
Screeners, “serious problems remain in the process to link dispositional information to the proper case 
and charge.”! In contrast to individual employers, independent federal or state authorities with 
experience conducting fitness determinations are far less likely to make major errors based on the FBI 
criminal records.2 

• Errors by private employers are compounded by the unedited substance and 
presentation of the FBI’s rap sheets, which are designed for aii andience of 

experienced criminal justice officiais not individual employers. 

Even for experienced criminal justice officials, the FBI’s rap sheets are Often difficult to interpret 
because they are an unedited version of nearly all the criminal record information provided by the states. 
As a result, the likelihood of error by individual employers is even more significant given their limited 
experience deciphering the penal codes, abbreviations and definitions that are required to correctly 
interpret an. FBI rap sheet. 

Most importantly, the FBI rap sheet does not distinguish between felonies, misdemeanors and 
lesser categories of offenses like “violations”, which is of special significance in evaluating an 
individual's record for employment screening purposes. Instead, the FBI’s rap sheet indicates the 
specific offense as expressed in the state’s pei&I code (e.g., “criminal mischief -2d”) without 
characterizing the severity of the crime as either a felony or misdemeanor, or a violent or non-violent 
offense. As a result, unless the individual employers are intimately familiar with each state’s penal code, 
they will erroneously assume that many offenses on an individual’s record rise to the level of a serious 
felony or other' more grave offenses (Exhibit #2 - Sample FBI Record).! 


• Expanded federal authority to make the FBI’s criminal records broadly available 
would undermine state laws that preclude consideratiou by private employers of 
arrest records not leading to convictians and certain sealed and expunged records. 

Because the FBI’s criminal records are not edited or otherwise sanitized, state protections 
expressly intended to limit employer error and abuse will be undermined in the event that the FBI’s 
records are made more broadly available to private employers. 


I Craig N. Winston, National Crime Information Center A Review and Evaluation (August 3, 2005), at page 1 5. 

2Private employers in the nursing home industry are also authorized under federal law to directly request an applicant's FBI 
criminai records (P.L, 105-277, Div. A Title I, Section 1010(b)). New York recently implemented this federal authority by 
regulation, while expressly incorporated the state’s protections against discrimination on the basis of an individual's criminal 
record. Despite the state’s anti-discrimination protections, the Legal Action Center has verified several reports of nursing 
home employers who have denied jobs to qualified workers based on incomplete or inaccurate criminal history information 
provided as part of the FBI rap sheet 

3 In contrast, the rap sheets in some states include a summary table which lists the total arrests, total convictions, and the 
number of open charges according to the severity of the offense (including felony, violent felony, misdemeanors) (Exhibit 
#3- Sample New York State Record Cover Sheet). 


2 
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Currently, there are at least eleven states that prohibit private employers from taking into 
consideration an individual’s arrest records absent a conviction.4 With the goal of promoting 
rehabilitation of those with a criminal record, a number of other states also expunge or setd certain 
records that are expressly precluded from consideration by einployers.5 However, because the FBI's 
records are not edited, mere arrests, sealed and expunged records will routinely appear on the FBI rap 
sheet. Thus, fundamental slate protections will be undermined by a federal policy that broadly expands 
access to the FBI’s criminal records by private employers. 

• Expanded federal authority to make the FBI’s criminal records broadly available to 
mdivldnal employers would jeopardize the privacy and civil r^hts of hard-workino 
families. ^ 

We are especially concerned that the expanded authority to make the FBI’s criminal records 
more available to private employers will violate the privacy and civil rights protections that are already 
seriously compromised by the exponential growth of criminal background checks and the many gaps in 
informatiCHi that now plague the state criminal records systems. 

Privacy: The FBI requires all those subjected to a criminal records request to first submit to 
fmgeiprinting, whether or not they have a criminal record. These FBI criminal records requests for 
employment purposes, which now exceed five million a year, will significantly increase if private 
employers are authorized to access the FBI’s criminal records. In addition, the fingerprints required by 
the FBI are increasingly collected and processed by private commercial entities that are far more 
vulnerable to security breaches. Not suiprisingly, when surveyed, the public has also expressed 
significant reservations with fingerprinting for employment screening puiposes.6 

Civil Rights : As the Equal Employment Opportunity Commission (EEOC) has concluded, 

employment decisions based on arrest information discriminate against African-Americans and 
Hispanics in violation of Title VII of the Civil Rights Act of 1964.7 Despite the EEOC’s policy the 
FBI’s rap sheets list an individual’s arrest record from every available state, regardless of the disposition 
of the case (and without any limitation on the age of the arrest). Thus, once the employer is provided 
with an individual’s FBI record, the “cat is out of the bag” and discriminatory arrest information will be 
considered by the employer. Even the strongest and most aggressively enforced discrimination laws 
caimot protect against these abuses once the harm is already done. 


4 The state include: California (Cal. Code Regs. Tit. 2 §7287.4 (dXl)(A), (B); Cal. Ubor §432.7 (0(1). (2)); Connecticut 
Cotm. Oeu. Stat §31-51(1)); Hawaii (Haw. Rev. Stat. §378.2 (1)(A)); Illinois (111. Comp. Star 5/2-im); Massachusetts 
(Mass. Regs. Code til. 804, §§3.0Iand 3.02); Michigan (Mich. Comp. Law §37.2205a(l)); New York (N Y Exec Law 
§296(16)): Ohio (Ohio Rev. Code A™. §2953.55(A)); Utah (UBh Admiu. R. 606.2-2®); and WisconL wls SU 
§U1.335(l)(a)). 

5 According to the Legal Action Center report, After Prison: Roadblocks to Reentry (May 2004), 40 states allow some or all 
ancste to did not lead to conviction to be sealed. In 30 states, the individual can also deny the existence of certain records 
(Available on-line at httD://www.lac.org/fac/niain.ohD?view=law&subactiQn”»2V 

bAccoiding to a 2002 public opinion poll sponsored by the Bureau of Justice Statistics, oniy 37% of the those surveyed 
responded that it was “very acceptable'’ to require fingeipiinting “when applying for a job, so that the employer could check 
tor a cnmmal history record.” Opinion Research Coiporalion International, Public Altibides Toward Uses of Criminal 
History Information: Summary of Findings (Revised May, 25, 2000), at page 63, 

7 See Equal Employment Opportunity Commission, Polioy Guidance on the Constderatim of Arrest Records itt Emnlawnem 
Decisions under Title Yll of the Cmi Rights Act of 1964. as amended, 42 US.C S ?nnile el reo. (1 982)' EEOC Comnliance 

Manual, Vol. 11, Appendices 6(M-A Camicllon Records and 6IM-B Conviction Records- Slatisllcs: 26 Fair Emni Prac Cas 
(BNA) 1799 (Aug. 8, 1980). ocs, ao rair nmpi. me. cas. 
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In order to uphold the basic civil rights of thousands of minority workers, we urge the Attorney 
General not to expand the FBI’s criminal records to more individual employers. The National Black 
Caucus of State Legislators (NBCSL) has similarly endorsed the position that access to the FBI’s rap 
sheets should not be expanded beyond current policy. In a resolution ratified in December 2005, 
NBSCL “RESOLVED, that NBCSL members support the current restrictions that prohibit access to FBI 
records by private employers in order to limit the significant potential for error and abuse in reviewing 
criminal records that undermines the employment opportunities of people with criminal records and to 
maintain existing state privacy and employment safeguards.”8 

« * * 

In conclusion, we urge the Attorney General to recommend that Congress maintain current limits 
on access to the FBI's criminal records by the nation’s employers, consistent with current federal law. 
Where necessary to protect public safety and security, additional resources should be made available to 
allow independent federal and state agencies to evaluate criminal records for employment purposes. 
Compared to individual private employers, these independent agencies are in the best position to 
evaluate the FBI’s criminal records and vigilantly protect privacy and civil rights in this new era of 
vastly expanded access to sensitive individual records. 

Once again, thank you for the opportunity to share our concerns and for your work on this timely 
report that will help shape federal policy governing the employment opportunities of millions of hard- 
working families. 

Sincerely, 

Maurice Bmsellem 

Policy Director 

National Employment Law Project 


Lany Willis 
General Counsel 

AFL-CIO, Transportation Trades Dept. 

Fund 


Roberta Meyers-Peeples 
Co-Director 

National HIRE Network. 

Of the Legal Action Center 

Theodore M. Shaw 
President & Director-Counsel 
NAACP Legal Defense & Educational 


Allison Reardon LaMont Byrd 

Legislative Director Director, Safety & Health Dept. 

Service Employees International Union International Brotherhood of Teamsters 

cc: Rich^d A. Hertling 

Deputy Assistant Attorney General 


8 National Black Caucus of State Legislators, Seeing Beyond; Investing in State Leadership: Improving Communities (2005- 
2006 Ratified Resolutions},Keso\uX\on'i^o. 06-125. (Available op-lme at http://nbc5Lcom/RatifiedResoliitiQns06.Ddf> . In 
addition, the resolution calls on the “United States Attorney General and Congress to adopt federal standards that eliminate 
iiowaTTanted barriers in federal law that prohibit employment of people with criminal records and Incorporate protections that 
take into account rehabilitation as well as the age and severity of offenses.” 
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